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Community Formation in Socially Enabled Wireless Networks

Mohammad Hakla

ABSTRACT

Data offloading through opportunistic device-to-device (D2D) communications
constitutes a promising solution in 5G wireless networks to enable low latency
communications and improved quality of experience. D2D leverages prevalent low-
power and ISM-band technologies to augment existing infrastructure-based wireless
systems to achieve significant increase in effective bit rates. There exist, nonetheless,
various challenges that hinder the proliferation of D2D communications in public
settings mainly due to interference, privacy and trust concerns. This thesis employs
social relations, retrieved from social media sources, among users in close proximity to
form communities of trusted users and exchange services of interest over D2D
connections. To do so, a hierarchical framework composed of physical, social, and
service layers is formed based on geographical proximity, social ties, and mutual
interests among users. Each user forms own community intended to provide the highest
number of services in a trusted environment. Multiple community formations may take
place until no further service exchanges are expected. Performance results show that
notable data may be offloaded from an infrastructure-based network with high trust
levels set among D2D users leading to reduced mobile network congestion, savings in

energy consumption, and improved user quality.

Keywords: Wireless networks, D2D communications, social relations, communities,
Physical layer, Social layer, Service layer.
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Chapter One

Introduction

Wireless networks have recently witnessed exponential increase in the data being
transmitted, and massive duplicated downloads by multiple users. Offloading mobile data
traffic through direct-to-direct (D2D) communications comes as a promising solution to
reduce the congestion and overload in wireless networks. D2D communications allows data
to be offloaded from mobile networks to other types of local networking connectivity
including: Bluetooth, Infrared, WIFI-DIRECT, and such. It thus reduces the amount of data
traffic delivered over cellular networks. Besides, the opportunistic meeting and community
formation are promising solutions for security breaches, where the formed community
based on nodes that meet and share services allows only nodes belonging to the same
security group to join; in other words, no one of the nodes can be an anonymous and risky
entity to connect to. Furthermore, similar communities promote service share through
opportunistic meeting, which satisfies the nodes with lower costs. However, to start with

such an approach, we need first to understand the following methodologies well:

1- Social networks refer to the networks that are based on social information gathered
from social media to allow the formation of group of nodes.

2- Communities are forms of grouping where the nodes are grouped in a network
because of common things in between such as close distance, service’s lists, and
same social interests, etc....

3- Detection methods allow the nodes to detect and inspect each other.

4- Service discovery allows the services found in the node’s list to be announced and
discovered by other nodes for later sharing; an example of this discovery is to
broadcast the list.

5G networks aim at standardizing services for higher capacity than current 4G. According
to the statistics gathered by Cisco, by 2021, 5G connections are going to generate 4.7 times
more traffic than the average 4G connection does. Thus, offloading mobile data traffic
through opportunistic D2D communications is a promising solution; however, it still might

suffer trust issues that need to be adjusted by using the social enabled networks.
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Fig.1- The number of LTE subscribers in (Millions of users) has increased in the last seven years

The above bar graph represents the number of worldwide forecast of 4G subscribers and
their rapid increase over five years. As observed, the number of subscribers has increased
over five years from 0 subscribers in 2010 to approximately 750 million subscriber in 2015.
An increase that promises to reach much higher levels in the future. This rapid increase can
be the result of many factors represented mainly by the services provided over the 4G
mobile networks, availability and speed.

However, along with that increase, more traffic is generated, resulting in the congestion of
the mobile links. Yet, solutions must be taken into consideration by the network service
providers to boost the mobile networks, enabling them to adapt more users and to handle the

large amount of generated traffic.

1.1 Socially Enabled Wireless Networks

In socially enabled wireless networks, devices or users represented by nodes are grouped
together in an overlapping or non-overlapping form. Concerning overlapping form as shown
in figure-2, the community nodes can be part of other communities, where they connect to
the nodes through the edges that represent the physical links, which connects the nodes to
each other. As for non-overlapping communities as in figure-3, each node belongs to one
community and can connect to other nodes of the same community. Nodes that connect
together in a community share the same social interests and relations, which links them
together and motivates their connection. Communities are composed of individuals that

interact with each other more frequently than those outside the group do.



Social networks are kind of communities that include socially- related nodes, based on
location, interests, occupation, social relation, and such. Example of these networks are: the
Facebook, Twitter, Instagram, and other social network areas, where the users create a
community or be part of another to share data. The creation of such communities relies on
the social data gathered from those networks and then analyzed to infer each user’s
background, interests, and location. That step helps link the user to the corresponding user

that just looks like in a way or another.

Fig.2- Overlapping Communities Fig.3- Non-Overlapping Communities.

1.2 Formation and Evolution of Communities

The process of community formation is analyzed by Matsuo and Yasuda (2007) [1] to
determine the criteria followed when collecting nodes in one community or another. The
analysis shows that the important, useful data collected about all the nodes from social
media allows us to infer the node’s interest, relation, location, and such. This helps classify
nodes for better and easier grouping in communities. Some of the information collected on
nodes is derived from websites and blogs such as: Facebook, Twitter, Instagram, and others.
Other information is collected based on the nodes’ interests about videos, photos, or any
other kind of multimedia that attracts their attention. That makes them part of a community
where their own interests can be gained or shared more precisely. Moreover, other kind of
measures and information can be useful in the formation of a community, where the node’s
tendency to join a community increases if the person the node represents has more friends
in that community, who are more connected to one another. According to [2] a game
theoretic-approach has been used to allow the community formation based on a calculated
value called the knowledge quotient. This quotient (KQ) measures the effectiveness,
comfort, and satisfaction with the goals of the individuals in a certain community. After
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calculating the KQ, the nodes are grouped in the same community if they have the same KQ
value which reflects common interests and satisfaction. In [3] two factors have been
considered for each node wishing to connect to a community, the mobile social network
which measures the geographical distance that separates one node from another and tells if
the nodes is in the reachability of another, and social network services which measures the
sociality between nodes to determine which ones have common interests the thing that tells
what each node cares about. These two factors are combined after measuring to determine if
the node is able to connect or not, since the node might be close in distance to another one,
but of different interests, so no connection between these nodes occur. So technically
speaking more than one factor are combined and taken into account before a node is

allowed to connect to another nodes and join an existing community, or create a new one.

1.3 Criteria to Join a Community

To be able to join a community, it is imperative to examine how similar the node willing
to join and the group of that community nodes are. The similarities represent the criteria
according to which the node can join or not. If the node cannot join, then it needs to search
for another community to do so. The aforementioned criteria can hold one or more stated
prerequisites used to allow joining, depending on what the community owner requests.
Some of those prerequisites are tracking the trust level existing between the new node and
the nodes already existing -Security Sense, tracking and determining the location and
distance separating the nodes from each other, measuring the available bitrate for the link in
between, determining the list of content the nodes can satisfy each other with if the join
occurred, marking the number of iteration and/or time required to connect and send/receive

content from one node to another, calculating the cost for the connection of nodes and such.

In social enabled networks, a node typically can belong to one or more community.
Community members could be family members, friends, classmates, gym friends, dance

class members, and such.

That is why a community formation algorithm, which provides a social enabled network
according to the collected information, data, and circumstances the best community for each
node to join, is needed. Within the same network, people share similar interests, activities,
and backgrounds. The data from social media can be mainly used to form communities

within the network based on interests, thus, building socially enabled wireless networks.
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The rest of the paper is organized as follows. Chapter 2 discusses relevant related work.
Chapter 3 describes the problem, and state some of the benefits of a proposed solution to be
implemented. Chapter 4 presents our solution model as a three layered approach. Chapter 5
describes our experiments and results. Chapter 6 provides a clear theoretical and numerical
comparison between our approach and existing literature. Finally, Chapter 7 concludes the

paper and identifies future work.



Chapter Two
Related Work

Many researchers worked on community formation and tried to find an approach to form
a community and provide services in the most efficient way. This chapter will highlight

some of the most important and remarkable papers related to the subject.

Community Formation in Social Networks Based on Knowledge Quotient [2]:

Referring to the study in [2], the authors introduced a game-theoretic approach to address
the community formation problem in social networks based on Knowledge Quotient (KQ),

which measures the behavior of a participant in the social network.

A social network is modeled as a graph G = (V, E), where V is the set of all participants
in the network modeled as the nodes in the graph, while E is the set of all possible

connections among the participants in the network modeled as the edges of the graph.

I ={ly, l2..., In} is the set of all possible interests, which the participants of the graph might

be interested in (Politics — Sports — Movies ...).

Each user in the graph is considered selfish competing with others to have the priority to be

in a community having users of the same KQ to benefit as much as possible.

The utility function for users is measured according to a calculated value for the modularity,

which is based on common interests among users, including KQ.
The experiments done show that users cannot belong to the same community when:

1- KQ differs largely.
2- Common interests are seldom.

3- KQ and Common interests differ largely.



Efficient Coalition Formation for Web Services [4]:

In paper [4], the authors introduced the idea of cooperating web services that work
together to form communities, which interns results in better visibility, efficiency, market

share and total payoff.

A cooperative game theoretic model has been proposed for the aggregation of web
services within the formed communities. This approach focuses on finding efficient ways of
forming coalitions (teams) of web services, so that the web services can maximize their gain
and payoff, and distribute the gain in a fair way among all of them. Fairness keeps the

coalition stable, so that all web services within the community are satisfied.

The master web service in general either accepts or rejects the membership after checking

whether the new coalition will or not stabilize the community.
The system is made up of three parts:

1- Web services.
2- Master web services.
3- Users.

Web Services in One Community: The Community is managed by a master web service,
whom the web services that sends requests to, to join the community. Each web service
comes along with a given QOS to measure the quality of the formed community. The
membership decision is made based on throughput and QOS of the considered web service.
The goal is to have a high quality web services in the community, to keep it in a stable state

and for the web services within the same community to be satisfied.

Web Services in Multiple Communities: This scenario includes multiple communities
managed by multiple master web services; each of which provides independent request
pools to whom the requests from web services are sent. The master web services form
coalitions with web services, so that whenever a new web services are discovered and
getting ready to join communities, the decision to accept or reject them is based on the fact
that all players must benefit. The new web services will merge with communities if all the
players are able to improve their individual payoff, while some web services may split from
old communities if that does not decrease the payoff of any community web service. This
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sequence of merging and splitting will converge to a final partition, where web services

cannot improve their payoff.

Web Services Collaborating Independently: Here there is no initial communities formed
for later services join; however, web services tend to form new ones to perform better and
share benefits. Consequently, there is no master web service providing requests for others,
but each web service comes with its own request load called market share. Communities
result from the fact that by working together, web services can expect to gain more than by

working individually.

LR: Towards a New Approach for Community Detection in Social Networks [5]:

This paper introduces a new approach for community detection. What makes this
approach different from others is that it does not take into consideration any kind of
information about leader or nodes in a network or the size of the network before the

detection.

The algorithm proposed here is called “Leaders Rank”, which refers to the selection of a
leader from the set of available nodes according to the rank of a calculated value called the

centrality.

The “centrality” identifies the most important actors in a social network. Centrality is a
measure to calibrate the importance of an actor and measure his social effect and
importance in a network in a way similar to the impact factors that will be introduced in [3].
Those factors are used to measure the effectiveness of each user among his neighbors to
choose the most effective one as a master node. For each node V in the network G, calculate
the eigenvector centrality, which is a measure that describes how well connected an
individual is based on direct and indirect relationship. The eigenvector centrality is

proportional to an individual's neighbors' centralities.

The centrality measurements allow understanding the effectiveness of a node in a social
enabled network to select it as a seed (leader), then, find a formula used for best community

formation.



Online Community Detection for Fused Social Network Graphs [6]:

The authors in this paper introduce the idea of K-means clustering to use it in grouping

nodes to be part of the same community.

K-means clustering is popular for cluster analysis and grouping in data mining. K-means
clustering aims to partition a population on nodes into K clusters, where each node belongs

to the cluster with the nearest mean.

This paper presents a new approach to form communities based on the “Topic”. Those
nodes in an online social network that are interested in the same topic are grouped together
to form a community. The discussed topics in a social communication are going to be used
as an input to the algorithm, and each node’s communication content is going to be
examined alone and processed in a model to give its result. All this work is based on graph
theory that plays an important role in effective community formation. In this scenario, the
first portion of user data has been used for performing the preprocessing and sentiment
analysis task. These results of individual user data afterwards are clustered based on K-
means clustering algorithm, and nodes are clustered according to topics, and their clustering

forms a community that looks the same as shown in figure-4.

Fig.4- Topic Based Community Formation

Mobile Traffic Offloading by Exploiting Social Network Services and Leveraging
Opportunistic Device-to-Device Sharing [3]:

TOSS is known as traffic offloading by exploiting social network services. It is also a
framework designed to reduce the traffic on the mobile operators, using the WI-FI Direct

technology for traffic offloading.

TOSS is made up of two parts, the online social network services and offline mobile


https://en.wikipedia.org/wiki/Cluster_analysis
https://en.wikipedia.org/wiki/Data_mining
https://en.wikipedia.org/wiki/Partition_of_a_set
https://en.wikipedia.org/wiki/Cluster_(statistics)
https://en.wikipedia.org/wiki/Mean

social networks, where the online refers to the Internet of virtual accounts used by real
people, so the relation is over the social network; e.g. Facebook, Twitter and such. However
the offline refers to the people in the real world, and it is made up of meetings and groups
that have real contact in a geographical location.

The measurements and analysis among the online SNS which represents the online social
information gathered from social media such as the Facebook data, and offline MSN which
represents the physical geographical location that separates the users from each other,

allows determining the relation and distance among users to allow traffic offloading.

Content sharing and traffic offloading will happen in the MSN, and that represents the
physical presence of users, where users are going to be connected to form a community.
However, TOSS tries to accelerate this access by investigating users’ relation in the online
SNS. It is a cumulative study that relates online measurements to the real physical presence

of a user, which will utilizes social groups to a real world group.

TOSS selects a set of mobile users, called seeds or community masters, depending on

their online spreading impact SNS’s and their mobility impact in offline MSN’s.

Mobility Impacts:

One factor is computed for the MSN, the mobility impact.

The mobility impact indicates how important the user is in sharing content objects in a

physical geographical location.

Mobility impact measures the capability of two users to meet physically and share locally
the content, where Aij is the inter-contact rate between two users. It measures the probability
that these two users are going to meet and share the content. The observations and
measurements of the mobility impact show that the closer the geographical distance is, the
higher the inter-contact rate is. High mobility impact value means higher potential to share

the content using local connectivity (D2D).

Spreading Impacts:
We can compute two factors for SNS’s, Incoming and outgoing spreading impacts.
The Outgoing Spreading Impact: It shows how many users, also known as followers, are

affected by this user.
10
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The Incoming Spreading Impact: It shows how many users, also known as influencers,
affect this user.

Both incoming and outgoing spreading impacts measure the capability of a user in

spreading the content on the online SNS, where ¥ij is the sharing probability that user Ui

will share with user U;.

SNS’s utilizes the locality and homophile as follows:
1- Locality: People that are geographically closer may have similar trends of accessing.

2- Homophile: people with same interests can be identified and grouped based on

SNS’s information.

So locality and homophile allows building the social relation and determine the node’s
interests and social background, which helps in determining to what extent one node is
socially related to another.

SNS reflects how users are grouped online according to their interests over the Internet.
All of the observations and measurements of incoming and outgoing spreading impacts
allow the TOSS to get better knowledge of the effectiveness of the user in online SNS; then,

they map it to the mobility traces.

Social-Aware Video Multicast Based on Device-to-Device Communications [7]

In this paper, the author describes the increase in the mobile and wireless traffic, mainly
video traffic, which consumes bandwidth and presents a challenge on 4G and future 5G
mobile networks. Thus, the proposed approach was to use a kind of multicasting to
simultaneously deliver video traffic to multiple users. Because of one of the major
challenges of employing video multicast, which is dealing with diverse fading channels
from the BS (base stations) to clients on different locations, different connections to clients
result, where the near ones could have a strong connection, while the far ones have a poor
one, degrading the transmission rate and causing decrease in the QOS. Thus, the solution

was to use D2D local communications to achieve the multicast.
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The social aware video multicast system model is presented based on social trust or social
reciprocity, where each group of users are within the same multicast community, and video
multicast is based on OFDMA. Social trust represents a social relationship, where the two
nodes trust each other and have strong social relationship linking them together in the real
world such as family members, husband/wife, etc.... However, social reciprocity represents
a social relationship, where two nodes accept to connect to each other for the purpose of

exchanging services even if there is no actual physical relationship between them.

After multicasting video packets for users by the base stations, some users might miss
some of these packets so that they are not able to restore the video. So, the clients can rely
on direct-to-direct communications to obtain missing packets. First, the clients determine
whether to be part of social trust or social reciprocity community, and then they send their
requests to the base stations. Second, the base stations will determine the resource allocation
policy for multiple requests. And since OFDMA is based on frequency division
multiplexing, the clients are able to exchange missing packets by sharing the spectrum
based on time slots allocations provided to each user fairly by the base stations in one of
two ways: in-band or out-band direct-to-direct communications. There in the in-band, the
communication lines share the same band of cellular link, while in the out band, the bands

are different.

12



Chapter Three

Problem Description

Since we are experiencing an increase in the usage and overload on mobile networks
because of the generated traffic by users, sending and receiving files especially multimedia
ones, we need to follow certain steps. First, we need to deeply study the available
frameworks to understand the work done so far, then seek for redundant traffic generation

problems to utilize them and get better and lower cost solutions to boost traffic offloading.

We are seeking to design and develop a generic framework to build communities of nodes
representing the mobile network users within LANs. Such framework utilizes social
relations among users and the availability of D2D communication technologies to exchange

services locally outside mobile networks.
Such a solution, if well- designed and implemented, will help us achieve the following:

1- Reducing huge load on network operators by offloading part of traffic through D2D
communications.

2- Providing trusted communication among nodes within the same community.

3- Satisfying the nodes by providing them with the needed and missing services.

4- Improving overall quality of experience with less cost.

Many different approaches and frameworks have been proposed in the literature review;
however, each covers only part of the problem, while other aspects stay unresolved. As an
example of those aspects is the distance separating the nodes from each other, the
bandwidth for the connection in between, the trust between one node and another, and the

services each node can gain from other node/s.

Doing this, we are trying to cover the problem from different aspects and to find a

solution that is promising to give better results.

If we consider what was proposed by U. Visweswara and S. Chandra [2], it is noticed that
they proposed a game-theoretic approach that allows a node to join a community based on

Knowledge Quotient (KQ) that measures its behavior in the social network. The result was

13



communities containing nodes of the same KQ, which reflects the common interest among
them. Yet, a question remains: What about the distance or bitrate among nodes? What about

trust and security?

Moreover, the proposed solution by E. K. Asl, J. Bentahar, H. Otrok and R. Mizouni[4]
addressed the problem of satisfaction by using a coalitional game and either accepting or
rejecting node’s attempt to join to a community based on the overall service’s gain and
payoff. So, satisfaction was taken into consideration, but nothing was done to check for

security.

The solution proposed by X. Wang, M. Chen, T. Kwon, L. Jin and V. C. M. Leung[3]
considered more than one factor for the community formation. So, besides the physical
distance that separates one node from the other, it took the social interest that exists between
each two nodes. This has helped to have a better match between nodes and has favored the
community formation in a way, where the community can contain at the first place nodes
that share similar interest they can share. In addition, it has used the physical distance to
decide whether this connection can be done or not through D2D. This has allowed sharing
and cooperation; however, it took into consideration neither the level of satisfaction nodes

can provide nor the level of trust to exist between the nodes.

All the proposed frameworks and approaches have missed or left something behind. That
is the reason behind our effort to provide a different approach that stresses on three criterion
to be met and calculated in a formula that accepts them as input parameters and outputs the

best choices for each node to connect.

We consider a set of N users located in a given geographical area who wish to exchange
services among each other. There exist a total of M services where each user possess a
subset of those services and wishes to acquire another subset. We consider C social classes
that define the strength of social relation existing between nodes. These three factors are
going to be considered as the input to our approach, among which they are going be
measured and calculated for every two nodes to determine ow a node is related to another.
This helps in knowing more about the nodes and how to link them together trying to solve

the community formation problem.
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Chapter Four
Three-Layered Approach

A community formation is the task of grouping the nodes within a community, so that the
node can be part of one or more communities to communicate and share services. This task
has been addressed by several approaches trying to form a framework to build the
community that reflects the nodes relationship. However, the previously mentioned
approaches have not addressed all the aspects for forming a community. That is why we
came up with the three-layered approach as a solution for the community formation trying

to adapt the needed requirements and allow an optimal formation with lower costs.

The proposed approach is based on two notions. The first is boosting service's
transmission and distribution in a way that decreases the delay resulting from waiting for
the needed packets to be received. As for the second, it is improving the overall QOS by

maximizing the transmission rate.

Our approach takes into consideration multiple factors combined and calculated in order
to determine the occurrence of the connection among users. It starts by building a map of
nodes, where each represents a user and his corresponding device. Each node possesses
some services and needs other missing services. This map reflects the actual distance that
separates the users from each other in addition to the available bitrate for the connection in
between. Another factor considered is the sociality known as the relation that exists among
users. This relation or sociality class can group the users into separate groups identified by
their sociality. In other words, it means that users within the same group belong to the same
security level. This sociality grouping helps determine the trust level between one user and
another. The third factor is the service’s list at each node, which states services existing
and/or missing at each thus helping to identify what each node needs to reach its satisfaction

and determine the corresponding node with missing services to connect to and gain.

The satisfaction matrix is an (M x N) matrix where N represents users located in a given
geographical area who wish to exchange services among each other, and M represents
services where each user possess a subset of those services and wishes to acquire another

subset. This matrix determines a calculated satisfaction value between 0 and 1.
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Referring to the matrix, we can determine the satisfaction between node-I and node-J.
However to calculate the satisfaction values of the satisfaction matrix, we need the

existence of two pre-defined matrices:

1- Matrix X: It defines existing and/or missing services at each node.
2- Matrix Y: It defines whether the node is interested or not in gaining a missing
service.

Matrix X and Y are used for the satisfaction matrix calculation.

The resulted values from X and Y are inserted into the Satisfaction Matrix.

\\,2

— > D2D link

Fig.5- Users connected through D2D links to cooperate for service sharing

As we can see in figure-5, the users are connected using D2D communications. These
connections represent the communities formed to allow service sharing. The communities
formed are based on the satisfaction matrix that determines whether or not connecting to a
node is worth it. The process is based on how much service gaining can occur. If the
satisfaction matrix shows low satisfaction between two nodes, then the connection will not

occur. The node, then, tries to search for other promising node wishing more gain to occur.

The D2D communications play an integral part in the Three-Layered-Approach since
what we target is to offload that traffic and switch to local connectivity between nodes to
gain needed services rather than connecting to the Internet. D2D communications will also
play a role in saving energy consumption and cost because of the power saving methods and
protocols they provide. In paper [8] they talk about the Opportunistic Power Save protocol
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and the Notice of Absence (NoA) protocols that provides efficient power saving

mechanisms.

We have different type of D2D technologies:

1- WIFI-Direct.
2- Bluetooth.

3- Infrared.

We consider Wi-Fi-direct as the technology used for device- to - device communication. It is
much more supported than other D2D technologies are. It also achieves a bit rate that is
considered good enough to allow the transfer of data and services. Using such technology is
cheaper than connecting to the Internet and online servers to get the requested services
because of low device's battery, resource draining, and lowering the amount of payments for
the bytes downloaded from the Internet.

The below table summarizes the bitrates achieved under Wi-Fi direct standard [9]:

Protocol Theoretical Bitrate
802.11n 450 Mbps
802.11g 54 Mbps
802.11a 54 Mbps
802.11b 11 Mbps
Legacy 802.11 2 Mbps

Fig.6- IEEE 802.11 Protocols and their corresponding theoretical achieved bitrates

In addition, WI-FI direct provides plenty of benefits such as mobility, where it allows the
users to connect and disconnect easily from one device to another while they are moving
from one place to another. Immediate and fast connections occur without the need of any
intermediate third party. It is also easy to use, where the users can connect and directly start
to share services. Secure connection is initiated, where the WI-FI direct uses same

encryption methods proposed by the WI-FI alliance for IEEE 802.11 standard.
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4.1 Layering

The approach is based on layering method, where layers are used in combination to build
the distribution system among which the services are going to be distributed to satisfy other
nodes missing those services by sending/sharing missing packets among them using
communications (D2D).

The approach consists of three layers:

1- Physical layer.
2- Social layer.

3- Service layer.

Social Layer

SF.Nodes
n

L T )

SF. Nodes
n B T B

m M m

Fig.7- The layering approach where the position of each layer is shown in the combined graph.

As we can see in figure-7, the three layers of the combined graph are grouped together to
form one standing framework. This framework combines the information from each layers

in order to evaluate and calculate the cost for a connection between any two nodes.

Each layer has its own role and accepts the factors it requests as an input to provide
distinct needed information that is going to be used later on when forming groups and
creating communities. Data is assumed to be shared by nodes within this layering approach
based on geographical distance, trust, and availability of services.

4.1.1 Physical layer

It defines the physical distance and location for existing devices, which can tell whether or

not a device is in the reachable zone of the other device. There they can connect to each to
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other and share services to satisfy missing ones at other nodes. The physical layer in
addition to the distance can inform us about the bitrate achieved on each link between the
nodes in the wireless spectrum. We initially consider that the bitrate available on each link
is the same; however, the distance separating nodes from each other can affect the signal
strength and thus decrease the bitrate and affect the quality of the connection and the speed
among which the content is transferred from one node to another. Thus, we use the distance
and/or bitrate as the factor to calculate each physical link connection between two nodes to

determine whether connecting them to each other is worth it or not.

Fig.8- Physical layer graph-where the edges represent the physical connections and distance existing between each two
nodes

4.1.2 Social layer

It defines the social relationship that exists among users due to their social ties. The
relationship in this layer can be defined based on an assigned value called the class value
that is represented by a number belonging to a pre-defined ordered list of numbers. It
reflects the kind of relation that exists between each two nodes. The pre-defined list
contains numbers ordered from the best for the lowest number to the worst for the highest
one in terms of trust. Therefore, the lower the class number is, the stronger the trust is. This
list is also defined by the administrator according to the set of classes he or she wants to
distribute the nodes. As an example, we can have the following list Chodes {1, 2, 3, 4, 5},
where each value in the list corresponds to one class. Having two users with the same class
(same value) means they belong to the same security class and share similar trust between

each other. Plus, the lower the value is, the more trust rises between nodes. As a result, 1
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means that the two nodes highly trust each other (if the two nodes are relatives); however, 5
means that almost no trust exists in between (nodes do not know each other). Assigning
these values to nodes helps to identify the level of trust between each two nodes to

determine whether the connection can occur or not.

Fig.9- Social layer graph where the edges represent the social relations that exists between each two nodes

Using Social Networks for Link-Cost Calculation

A social network is an online platform that people use to build social relations with other
people who share similar personalities, interests, activities, backgrounds or an actual real
life relation such as families- mother and father, brothers and sisters, cousins and such-

colleagues, or friends.

Because of the rich content and information it can provide, social networking is

considered as an integral part of our proposed approach.

We utilize data from social networks in link-cost calculation that consider the (WSsi;)
factor which is an assigned value from a range of defined classes’ values that reflect the

sociality between each two nodes | and J.

Sociality is derived from social media such as Facebook, Twitter, Instagram, etc....). This
gathered information can reflect someone’s relationships, interests, activities, and
backgrounds. The social network data can be analyzed to build information about the person
and detect common things with other people. All this information helps know the sociality
between each user and the other and thus allows us to organize the users in terms of groups

based on the sociality factor.
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4.1.3 Service layer

It defines service’s satisfaction existing between each two nodes, calculated based on two
matrices. There, the first (Matrix X) states whether each service is existing or missing at
each node, and the second (Matrix Y) states whether or not the node is interested in gaining
missing service/s stated in the first matrix. SF “Satisfaction Factor” denotes how much the
two nodes can satisfy each other according to each service’s list, based on the service’s

match between nodes: missing versus available.

SF is calculated based on X and Y matrices as follows:

) (z Xim - ¥im + Z Xim - ¥im)

(.
Q. Yim + 2, Yjm)
m m

where: Xim: Value at matrix X whether service is available or not at node i

SF

Yim: Value at matrix Y whether node i is interested in gaining the service from
other nodes or not

Xjm: Value at matrix X whether service is available or not at node j

Yjm: Value at matrix Y whether node j is interested in gaining the service from
other nodes or not

Z Yim : Sum of missing services at matrix Y for which node i is interested in
m

Z Yjm : Sum of missing services at matrix Y for which node j is interested in
m

Note: SFj <% = excluded and Wcj is not calculated, since this value represents a
low satisfaction that is not enough and doesn’t worth the connection to occur.

SFgj >=1Y% =P acceptable and Wcj is calculated, since this value represents a
good satisfaction that is enough and worth the connection to occur.
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Fig.10-Services existing or missing at each node
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Fig.12- Satisfaction Matrix
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another candidate node to gain missing services from it.

It is constructed by overlaying the three layers and calculating the link cost. A link
between two nodes indicates which nodes can be part of the same community and exchange
services. After exchanging services, either none, one, or both nodes reach maximum

satisfaction. If a node does not reach maximum satisfaction, next iteration occurs to seek

Maximum satisfaction does not mean that the node will always get all its missing and be
interested in services. The reason behind that is the fact that some of the requested services

might not be available at nodes participating in community formation model, or the distance




separating them is too large for D2D communication not to occur. In this case, the only way
to reach a hundred percent satisfaction is to connect to the Internet to download the

remaining services.

The three layers work in combination with each other to build the formula used for link-
cost calculation: Wqjy= f (Wp.j), Ws(i,j), We(.j))

The aforementioned formula describes the kind of relation existing among users, based on
the following factors: location of nodes, distance separating them from each other, sociality,
level of trust among users, and satisfaction based on services existing/missing at each. All
aim to determine which nodes are going to be part of the same community and to connect to
each other.

When the community is formed, users belonging to the same community will serve each
other and help satisfy their missing services to later have the whole services needed after

running the model.

Different nodes within each iteration might undergo multiple iterations before reaching
the stop criterion and the maximum satisfaction. So, we need to match each node with the
best node it can connect to. The node with the lowest link-cost is chosen for connecting
since this means that the nodes are closer to each other than other participating candidates.
They also share good trust, and the satisfaction they can provide to each is higher than that
provided by other nodes. All these factors will favor the connection between these two
nodes and will allow the creation of the community. That will occur so that both will join
before we recalculate the satisfaction after this iteration to determine if we need or not to

join a second iteration to continue each node’s satisfaction.

The formula works by calculating first the factor of each layer:
(W,: physical, Ws: social, Wc: service), then after their calculation we can get Wi ).

Wity = WPGD Ws@p _ d(i) S())
L Wec(i,j) SFj

Where: Wy j): physical link weight between node i and node j.
Wsi,j): social link weight between node i and node j.

W j): service link weight node i and node j.
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dg,j: distance that separates node i and node |
S(,j): social class level that exists between node i and node j

SFj): represents the satisfaction factor value that exists between node i and node j

4.3 Pseudo-code

Algorithm CommunityFormation

1: procedure CommunityFormation{zy)

2: INPUT: node i and node |

3: OUTPUT: Association of matrix A that indicates nodes joining a community
4: CREATE_NODES()

5: List<int= list = new List<int=()

6: list.Add{NODES)

7: SET_SOCIAL_CLASSES()

8: SET_NODES_SERVICE()

9: While (!Satisfied) do

10: for each node i€ list do

11: Iteration++

12: for each node je list do

13: if m1 = nj then

14: CALC_NODES_WP_FACTOR(ni)

15: CALC_NODES_WS_FACTOR( n.mj)

16: CALC_NODES_WC_FACTOR(ni)

17: CALC_NODES_WLINK( 27, j)

18: LINK_COST_RESULT_ARRAY += {LINK_COST (27,2}
19: end if

20: end for

21: end for

22: for each node 7€ LINK_COST_RESULT_ARRAY do

23: Select node jfrom LINK_COST_RESULT_ARRAY where LINK_COST {2y} is the lowest
24: Create_Community( .z}

25: end while

26: end procedure

Fig.13- Pseudo-Code for the link-cost calculation and community formation
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In figure-13 we have the pseudo-code for the link-cost calculation and community
formation algorithm. The input for this algorithm is any two nodes i and j, and the output
should be a matrix A that states whether or not a connection occurred between the two
nodes. The algorithm runs over the whole set of nodes to determine which ones are going to

join and be part of the same community.

In line-4 we create the set of nodes N, and as shown in line-6 the nodes are added into a
node list. For each two nodes a class sociality value is assigned determining the level of

sociality existing between them, and as much as the value is low, the better the sociality is.

In line-8 each node is assigned a set of services. While the node i is not satisfied which
means that still it has some services not gotten yet we need to search for a possible node j

that node i will connect to and get from it the missing services.

A loop runs in order to match for each node i the best node j. So for each two nodes i and j,
the Wp factor, Ws factor, Wc factor, and linkCost are calculated as shown in lines 14, 15,
16, and 17 respectively. Each factor represents one of the criteria among which the best
candidate is chosen, where Wp factor represents the geographical distance and location
between the nodes, Ws factor that represents the sociality existing between them, Wc factor
that represents the service’s satisfaction between nodes, and linkCost which represents the
cost for a connection between nodes i and j, that is calculated after getting the Wp,s,c

values.

After calculating the linkCost values for each two nodes i and j, the cost value is inserted
into the array “Link_Cost_Result_Array” as shown in line-18. After finishing all nodes
calculation, we choose for each non-satisfied node i the best node j to connect to having the

linkCost between i and j the lowest cost between i and any other nodes.

After choosing the best candidate j for node i, the community can be created and node i

joins node j.
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4.4 Toy Example

Referring back to figures-10 and 11 which represent the services existing and/or missing at

each node, in addition to stating whether each node is interested or not in gaining the

missing services, we came up with an example of the service matrix shown in figure-16.

This matrix is used in addition to the matrices shown in figures-14 and 15 which represents

the physical and the social matrices respectively.
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Fig.14- Physical Matrix
1%t Iteration:
N1,n2 : WiinkCost(1,2)= (3x 2) / 2.5 = 2.4.
ni,n3: SFi3=1/5<% - excluded
nl,n4: SFi4=1/4 <% -» excluded
n2,n3 : SF23 = 1/5 < % -» excluded
N2,n4 : WiinkCost(2,4) = (1 x 3) / 2.5 = 2.4.
n3,n4 : SF34 = 2/5 <% - excluded
From the results gathered in the first Iteration:
nl’s best node to connect to is n2
n2’s best node to connect to is n4
n3 needs to wait for the second iteration

n4’s best node to connect to is n2
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Fig.17- Community Formation
Node 1 Node 2 Node 3 Node 4
S1 + S1 - s1 + 51 +
52 + 52 + 52 - s2 -
S3 + 53 + S3 + 53 +
$4 - Sq4 + 54 - 5S4 +
S5 + ss + S5 - S5+

Fig.18- Node’s Services lists after first Iteration

For node 1, no need to enter second iteration although it’s not completely satisfied, since

it’s not interested in service 4.

For node 2, no need to enter second iteration although it’s not completely satisfied, since

it’s not interested in service 1.

For node 3, it needs to enter second iteration to get services 2 and 5.

For node 4, no need to enter second iteration although it’s not completely satisfied, since

it’s not interested in service 2.
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Chapter Five
SEN Simulation Tool

This tool was created for the purpose of implementing our approach and being able to
create test cases to generate results that allow us to measure the effectiveness of our
proposal. This tool is created in C# for the purpose of providing a simulation environment

and an actual scenario for testing the proposed approach algorithm and formulas.

Using this tool, we did different test cases, where in each we had created nodes and

assigned them with random distances, classes, and set of services.

In the back-end, we used SQL database server to manage the test cases, record and store

the values resulted from each test cases for further comparison and analysis.

SENV1.4 — O X
Physical Layer

Number of Nodes: Create Nodes

Social Layer

Number of Classes: Create Sociality

Service Layer

Number of Services: Create Services

Generate Cases

Number of Cases

UL

Set Cases

Results

Calculate Link Cost
Wiij)

Clear db

Fig.19- Interface of the SEN tool used for calculating the link-cost
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Working on this tool starts by setting the number of nodes for the test case in the box
dedicated for this purpose then creating those nodes, which will also place them according

to random distances assigned to separate each one from the other.

After that, we set the number of classes (class list values) among which the nodes are
going to be assigned with random values from the specified list to classify them and assign

the level of trust existing between each node and the other.

Now it is the turn of creating the service’s list. We specify the number of services that are
going to be considered in this case, and from the created list, each node is going to be
assigned with a list of services, while those unassigned are going to be marked as missing.
However, here comes the role of a random function that will also mark each missing service

at each node as either interested or not interested in.

After we finish the case initialization, we can now calculate the link-cost to determine the
best node each can connect to. The calculation of the SF and then the link-cost is done
between each node and the other. Each SFj being calculated between two nodes i and j is
going to be excluded if it has a value less than half, so the corresponding link-cost value
will be zero, where no connection occurs. Otherwise, the calculation is done for both values,
and the results for the link-cost for each node are ordered from lowest to highest in an array,
where in each iteration the top most (lowest value) will be selected as the favorable
candidate to connect to. This is done in each iteration for each node to select the best
candidate. After that and before entering a second iteration, the code holds a formula that
checks if satisfaction has been reached for nodes or not. If it is reached, then, the simulation
stops and gives us the results; otherwise, the simulation continues and marks a second

iteration to do the same calculation of the first.

At the end, what is extracted is the number of iterations and the reached satisfaction to

determine how much iterations the nodes entered to reach their satisfaction for each case.
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Chapter Six

Simulation Results and Analysis

The experimental results we conducted to test the performance of the proposed approach
were generated based on a threshold value, which is equal to the value of the SF that we set
at the beginning of the experiment. This threshold will determine whether a solution is
accepted or not. The simulation has been done on a pc with CPU Intel® Core ™ i7 with 12
GB of Ram.

Two experiments have been conducted, where each has its own pre-defined threshold
value. The idea behind changing the threshold and re-generating results is to see how the
threshold pre-defined value can affect the set of candidate nodes a node can connect, the
percentage of overall satisfaction that can be reached, and the total gain of each node.

6.1 Generating Results Based on a Pre-Defined Threshold Value
6.1.1 Scenario 1 (using threshold = 0.5)

In this Scenario, we generated results from the SEN tool previously discussed using
multiple test cases, where in each case, we had different number of nodes participating. The
constant factor in these cases was the threshold which is equal to 0.5. What was meant by
the threshold is the S.F. calculated between each two nodes, so that any value greater than
or equal to 0.5 would be accepted. The results showed the variation and the change in the
number of iterations needed to reach a certain satisfaction based on the number of nodes.
However, the main thing was the services gained using the communities, where the
satisfaction reached after multiple iterations showed gain and cost saving, which is
considered cheaper than connecting directly to the Internet. This gain varies from one case
to another based on the given number of nodes and other factors that play a role in
increasing the satisfaction. The results are shown in the below graph in figure-20, and a
summary of the analysis for these results is presented in a bar graph in figure-21.

Variation of Intitial & Reached % S.F. as a function of Nodes (Threshold = 0.5)
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Fig.20- Graph representing the variation of initial and reached %S.F. as a function of number of nodes in network having threshold = 0.5
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As we can see in figure-20, we generated results under a threshold value equal to 0.5 for
different test cases, where in each we had different number of nodes, social classes, and
services’ lists. What is easily inferred is the amount of gained services, and the variation
between the initial line that represents the node’s satisfaction at the beginning of the
scenario and the reached satisfaction after running the tool for multiple iterations. Each
marked point on the line graph is an average value determined by 50 times generations.

The amount of Mbytes gained in scenario 1 are presented in figure-21. We took as an
example 1MB for each missing service a node gains. After running the experiment, we used
the initial and reached satisfaction to calculate the difference, which represents the amount
of byte each node gained. This number can also be used to determine the cost for each MB,
so that we can determine for each MB the cost saved by gaining it from communities rather
than connecting and downloading it from the Internet.

Scenario 1 MBytes Gaining and cost saving in SEN

1200
975
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)
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a 402
'S 400
; 145.35 255 203
@ 200 5 6547.55 408 921 5385 107.7 -
0 — — - [ | - -
10 Nodes 20 Nodes 30 Nodes 50 nodes 100 Nodes 200 Nodes
H Started MBytes 20.65 40.8 53.85 107.75 203 402
B Reached MBytes 47.55 92.1 145.35 2455 482.5 975

B Started MBytes B Reached MBytes

Fig.21- Graph representing the bytes gained in scenario 1
6.1.2 Scenario 2 (using threshold = 0.3)

Same as scenario 1, in this scenario we generated results using our SEN tool and the same
test cases. However, the variable factor here is the threshold value that was decreased from
0.5 to0 0.3. As a result, any value greater than or equal to 0.3 would be accepted. In the
previous scenario, however, it was excluded since it was less than 0.5. This step increases
the possibilities of connecting to more candidate nodes that didn’t have the chance
previously to connect. The results also show a variation, yet the main thing was the increase
in the number of gained services that was higher than that in the previous example. This is
due to the fact that we lowered the threshold, which means more candidates can now be
accepted and can participate. The results are shown in the below graph in figure-22, and a
summary of the analysis for these results is presented in a bar graph in figure-23.
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Variation of Intitial & Reached % S.F. as a function of Nodes (Threshold = 0.3)
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Fig.22- Graph representing the variation of initial and reached %S.F. as a function of number of nodes in network having
threshold = 0.3

Scenario 2 MBytes Gaining and cost saving in SEN
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Fig.23- Graph representing the bytes gained in scenario 2
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6.2 Generating Results based on Trust

In this part of results generation, we switched constant and variable factors we were using
in the previous one. We used a variable threshold rather than a constant one ranging from
0.1 to 1, and the constant factor became the trust (Sociality). The idea behind that is to
detect how the gain varies at different thresholds, and how the level of trust can affect it
positively or negatively. The gain was measured along the threshold range at three different

levels of trust:

1- High Trust: where lower social class numbers are accepted, representing only strong

relationship between nodes.

2- Medium Trust: where medium to low social class numbers are accepted, representing a

relationship between nodes varying from medium to strong only.

3- Low Trust: where all social class numbers are accepted, representing a relationship

between nodes varying from low to strong.

The following table summarizes the scenario parameters:

Table-1-Scenario system parameters

Number of Nodes 20
Number of sociality classes 5
Number of Services 10
Number of runs 50

6.2.1 Scenario (High Trust)

High security (trust) means that only the nodes that highly trust each other can connect, so
even if the threshold for the S.F. between both nodes is available, they need to have high
trust to allow the connection to occur. This did not prevent the gain to occur; however, it did
block some candidates and prevented some connections from occurring because of the

required trust. The results are shown in the below table and graph in figure-24.
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Table-2- Percentage of initial, reached, and gained S.F. of nodes at high trust level

Threshold | % Initial S.F. | % Reached S.F. % Gain S.F. Iterations
0.1 34.9 82.82 47.92 3.64
0.2 38.84 83.44 44.6 3.18
0.3 36.38 78.54 42.16 2.62
04 39.6 81.68 42.08 2.82
05 33.46 75.34 41.88 2.64
0.6 34.9 73.84 38.94 2.12
0.7 36.44 67.64 31.2 1.8
0.8 37.86 68.68 30.82 2.04
0.9 37.16 66.32 29.16 1.76

1 35.1 64.08 28.98 1.66

VARIATION OF % GAINED SERVICES AS A FUNCTION OF
THRESHOLD

60%
50% —
40%
30%
20%
10%
0%

% GAINED SERVICES

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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Fig.24- Graph representing the percentage of bytes gained over thresholds under high trust

As we can see in the above results, when the level of trust required was high the percentage
of gained services was tracked along a range of thresholds. The percentage of gained
services was decreasing from threshold 0.1 to 1, where it dropped down from 47.92 to 28.98
along with the number of iterations needed to reach the gain. The latter also dropped from
3.64 iterations when the threshold was 0.1 then to 1.66 iterations when the threshold
reached 1. The reason behind that decrease is the fact that as the threshold increases, the
higher the satisfaction factor calculated between each two nodes needs to be to allow the

community formation to occur, and the nodes to connect, share the services and be satisfied.
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And this step becomes more challenging when the threshold increases and the needed SF is

not reached.

The decrease in the iterations results too due to the increase in threshold since when the
threshold is low, more candidates can participate and form communities with each other.
This happens in multiple iterations to satisfy each other, and since the required SF is low,
then more nodes can be favorable candidates. However, as the threshold increases, the
higher the required SF is, which means that the number of candidates decreases, and those
who are available will provide higher satisfaction than lower ones resulting in smaller

number of needed iterations do to complete their satisfaction do.

6.2.2 Scenario (Medium Trust)

Medium security (trust) means that only the nodes that have medium trust in between can
connect, so even if the threshold for the S.F. between both nodes is available, they need to
have at least medium trust to allow the connection to occur. This did not prevent the gain to
occur, but it blocked some candidates and prevented some connections from occurring
because of the required trust. The results are shown in the below table and graph in figure-
25.

Table-3- Percentage of initial, reached, and gained S.F. of nodes at medium trust level

Threshold % Initial S.F. % Reached S.F. % Gain S.F. Iterations
0.1 35.26 90.86 55.6 2.92
0.2 34.8 85.94 51.14 2.44
0.3 37.3 86.64 49.34 2.4
0.4 36.62 85.66 49.09 2.06
0.5 36.96 83.7 46.74 1.78
0.6 34.46 81.14 46.68 1.6
0.7 37.76 78.5 40.74 1.52
0.8 35.7 72.64 36.94 1.22
0.9 37.84 70.86 33.02 1.08

1 36.66 68.86 32.2 1.12
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Fig.25- Graph representing the percentage of bytes gained over thresholds under medium trust

What is observed in the above results, where the level of trust required was medium, is that
the percentage of gained services was also decreasing as in the case of high trust from
threshold 0.1 to 1. However, that decrease was lower than that in the previous case. Here, it
dropped down from 55.6 to 32.2 along with the number of iterations needed to reach the
gain. The latter also dropped from 2.92 iterations when the threshold was 0.1 to 1.12
iterations when the threshold reached 1, which means less iterations were needed. So, the
reached gain was higher in this case. Although it dropped, it remained at a higher level than
the previous chapter did. This is because the requirements were lessened, so the nodes were
able to achieve higher gain.

The same reason lies behind that decrease: as the threshold increases, the higher the
satisfaction factor calculated between each two nodes needs to be to allow the community
formation to occur, and the nodes to connect, share the services and be satisfied. And this
step becomes more challenging when the threshold increases, and the needed SF is not
reached.

The decrease in the iterations also occurs because of the increase in threshold, for when
the threshold is low, more candidates can participate and form communities with each other.
This happens in multiple iterations to satisfy each other, and since the required SF is low,
more nodes can be favorable candidates. However, as the threshold increases, the higher the
required SF is, which means that the number of candidates decreases, and those who are
available will provide higher satisfaction than lower ones resulting in smaller number of

needed iterations to complete their satisfaction do.
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6.2.3 Scenario (Low Trust)

Low security (trust) means that there is no prerequisite for trust to have the connection
that can occur as long as the threshold is available regardless of the trust whether high,
medium, or low the security is. The results are shown in the below table and graph in

figure-26.

Table-4- Percentage initial, reached, and gained S.F. of nodes at low trust level

Threshold % Initial S.F. % Reached S.F. % Gain S.F. Iterations
0.1 38.4 92.24 53.84 2.6
0.2 38.28 91.82 53.54 2.42
0.3 37.98 90.78 53.4 2.04
0.4 39 83.06 44.06 1.74
0.5 39.64 83.24 43.6 1.64
0.6 38.3 81.64 43.34 1.46
0.7 36.18 78.9 42.72 1.16
0.8 34.76 70.88 36.12 0.94
0.9 38.66 67.74 29.08 0.72

1 35.72 64.74 29.02 0.74
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Fig.26- Graph representing the percentage of bytes gained over thresholds under low trust

When the level of trust required was low, that means the percentage of gained services

was decreasing as in the case of high and medium trust from threshold 0.1 to 1.
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In contrast, that decrease was lower than that in the high trust case, where it dropped down
from 53.8 to 29.02 along with the number of iterations needed to reach the gain. The latter
also dropped from 2.6 iterations when the threshold was 0.1 to 0.74 iterations when the
threshold reached 1, which means that it recorded the lowest needed iterations. So, the
reached gain was also high in this case. Although it dropped, it stayed at a higher level than
the high case did.

Talking about the algorithm’s time complexity, it’s solvable in polynomial time. The
algorithm’s execution time increases as the input increases, however as the algorithm

iterates the size its working on decreases gradually.

The algorithm actually runs and keeps running whenever there’s still a node that is not
completely satisfied and another candidate node that can satisfy it exists. Even if it takes
multiple iteration to keep on running the algorithm doesn’t exit, until the stop condition
(satisfaction) is met. Sometime complete satisfaction is inapplicable since the node has
some missing services, but no other node has those services to provide it, then in this case

the stop condition is considered to be met and the algorithm exit.
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Chapter Seven

Comparison with Existing Literature

7.1 Theoretical Comparison

7.1.1 Knowledge Quotient for Community Formation and Three Layered Approach

Community Formation in Social
Networks Based on Knowledge Quotient

Three-Layered Approach

Game theoretic approach to address

community formation based on KQ

(quotient that measures sociality and
interests)

Layered approach based on a link cost
calculation that accepts three factors from
three different layers to solve the community
formation problem

Mainly based on sociality where it takes into
consideration clients’ similarities in social
network to calculate the KQ.

Distance between clients, sociality, and
services at each node determining whether
or not a client can connect and participate
with the other

KQ calculated for each users tells whether or
not he can be part of a certain community

Link-cost calculation directing the node to
the best community he can connect to

Highly- considered sociality

Highly- considered satisfaction

Contribution: communities containing
users sharing similar interests

Contribution: communities containing
users that can best satisfy each other

7.1.2 Efficient Coalition Formation for Web Services and Three Layered Approach

Efficient Coalition Formation for Web
Services

Three-Layered Approach

A cooperative game theory approach
benefitting from web-services cooperation to
form communities of web services

Formation of communities of clients to share
services

A coalitional game efficiently forming
communities to increase payoff and gain

Link-cost calculation

Master web service accepting/rejecting the
membership of a web service after checking
if the new coalition will make or not the
community stable

A client connecting to a community if it has
better metrics than others

Clients (requesters) requesting the services
from web servers formed in a community

Client sharing the missing services with
each other

Contribution: reaching community stability
resulting in the satisfaction of all community
members, and thus better providing the
requesters

Contribution: communities containing
users that can best satisfy each other
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7.1.3 Leaders-Rank for Community Detection in Social Networks and Three Layered

Approach

Leaders-Rank: Towards a New Approach
for Community Detection in Social
Networks

Three-Layered Approach

“Leaders Rank” referring to the selection of
a leader (seed) from a set of available nodes
according to the rank value, within each
community we have a seed and set of users

Users of the same level within each
community able at the same time to satisfy
users in a community and benefit from
others in same or other community

Algorithm for leaders rank calculation
relaying on “centrality”, which measures
how much a user is important and has a
social effect on other users to be the seed of
the community

Link-cost calculation directing the node to
the best community he can connect to

Clustering (non-overlapping)

Communities (overlapping)

Contribution: communities containing
users with high centrality, where users in a
community are of the same interests having
a seed that can influence that interest among
users

Contribution: communities containing
users that can best satisfy each other

7.1.4 TOSS and Three Layered Approach

Mobile Traffic Offloading by Exploiting
Social Network Services and Leveraging
Opportunistic Device-to-Device Sharing

Three-Layered approach

Made up of two layers: online SNS and
offline MSN

Three layers: physical, social, and service

Online referring to the Internet of virtual
accounts used by real people

Social layer reflecting interests and
relationship

Offline referring to the people in the real
word, based on distances and geographical
location

Physical layer reflecting distances and
geographical location

Contribution: based on online SNS and
offline MSN investigation of the kind of
relation among a set of users enabled, for
community creation, content sharing and
traffic offloading

Contribution: based on physical, social,
and service, the link cost calculated among
set of users for community creation, content
sharing and traffic offloading over D2D
communications
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7.1.5 SOCAST and Three Layered Approach

SOCAST (Social Aware Video Multicast
Based on D2D)

Three-Layered Approach

D2D controlled by the base station and
based on time slots users allowed to use it
for sharing missing packets

D2D uncontrolled by a central source and all
nodes of the same group allowed within the
same iteration to share missing packets

Two available sociality classes: 1- social
trust 2- social reciprocity

Allowed defining a range of sociality
classes, ranging from best > worst

Mechanism based on OFDM allowing slots
be shared among users to share missing
packets

Algorithm based on a formula accepting
three factors in order to calculate link cost
and determine which nodes can connect to
others

No overlapping (User can be part of one
group at a time)

Communities able to overlap so that the
node within the same iteration can provide
missing service in a group and get one in
another group

No preference in the selection of the
candidate nodes

User capable of setting the node’s selection
preference

Distance not a considered factor that affects
the node selection

Distance included in one of three considered
factors upon which affecting the selection
based on noise and degradation in quality

Phases, within each time is divided into time
slots assigned for users to share missing
packets fairly

Iterations used at the start of each iteration
nodes to connect and form communities to
share missing packets

Highly-considered satisfaction

Highly-considered satisfaction

Mobile network(Internet), base station,
clients, and D2D sharing

Mobile network(Internet), base station,
clients, and D2D sharing

Contribution: forming groups of clients to
obtain missing packets from other group
participants using D2D and taking two
factors (sociality only two classes and
missing packets) into consideration

Contribution: forming communities of
clients to obtain missing services from other
community participants using D2D and
taking three factors (distance, sociality, and
missing packets) into consideration

7.2 Numerical Comparison

What we are targeting to show in results comparison is the following. The proposed
approach that is based on D2D local communications really works well and efficient when
it comes to sharing services and satisfying nodes that have missing services based on traffic
offloading methods. The latter allow the services to be shared between nodes with less cost

rather than connecting directly to the Internet.
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7.2.1 Bytes Saving

The below example is taken from scenario 1, which expresses the amount of bytes
remaining to get from Internet after using the suggested layering approach versus getting all
the missing bytes from Internet directly. The bytes are gained based on local D2D
connection between nodes that belong to the same community to share the services
according to existing service’s lists. However, when connecting to the Internet, each node is
going to get all its missing services from there, which means that every single service’s byte
cost will be charged on that node. So, what will happen when the number of requested

missing nodes is high? More charge takes place.

The layering approach lowers that cost by allowing local exchange between nodes for the
services, and this can be seen in the low number of bytes remaining to get from Internet
after running the three- layered approach, compared to the large number of bytes to get from

Internet.

This example shows the service’s gain in different scenarios, where in each, we have
different number of nodes, assuming that each service size is constant at 1 KB per service.
The difference between the bytes remaining and the bytes to get from Internet represents the

number of bytes gained from nodes in a local connectivity.
Each number in the graph represents the cost that will be paid if the services will be

downloaded from the Internet, where amount of bytes saved will be equal to zero.

MBytes Gaining and cost saving using three-layered approach

700
600

598
500
400 297
300
200 59.2 96.15 142.25
100 2452935 797 4.55- 4.5 . 17.5 25
0 | — - — I

Service(MBytes)

10 Nodes 20 Nodes 30 Nodes 50 nodes 100 200
Nodes Nodes
- .. . i
Bytes remaining using three 2.45 7.9 4.65 a5 17.5 2
layered approach
- .. . i
Bytes remaining without three- ,, 59.2 96.15 142.25 297 598

layered approach

H Bytes remaining using three-layered approach B Bytes remaining without three-layered approach

Fig.27- Graph representing the amount of Mbytes remaining to get from Internet using layered approach versus getting all
missing bytes from the Internet
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7.2.2 Achieved Bitrate

Wi-Fi Direct works according to the defined standards for the Wi-Fi IEEE 802.11, with
ranges up to 200 meters.

Wi-Fi Direct supports typical Wi-Fi throughout and speeds defined by IEEE 802.11,
which can be as high as 250 Mbps. However, the performance of a Wi-Fi Direct device
depends on whether the device is 802.11a, g, or n, as well as other factors such as the

physical environment, obstacles, collisions, interferences, and such.

These values are promising to achieve higher and faster download rates than mobile

networks as shown in figure-6; why is it so?

When using D2D communications, the participating nodes are going to be physically in a
reachable zone to each other, so the promising achieved bitrates for their connections will
be considered higher than the bitrate between the nodes and a base station. In addition, this

close proximity will allow the connection to be less susceptible to collisions, interference

and noise.
Table-5- Bit rate (Mb/s) along with SNR (dB) as the distance increases
1 2 5.5 11 6 9 12 18 24 36 48 54
Rate
(Mb/s)
4 6 8 10 4 5 7 9 12 16 20 21
SNR
(dB)
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s 4=SNR

Fig.28- Bit rate (Mb/s) along with SNR (dB) as the distance increases

The above figure and tables summarize the idea about the decrease in bitrate as the distance
increases. As we can see, as the distance increases, so does the rate achieved along with the
SNR, which means that the rate at which the services or data is transferred decreases. As a
result, more time is needed to finish transferring data. Also the SNR decreases, which

means that more noise will weaken the signal strength leading to lower quality.

Bitrate degrades as the distance gets larger. That is why the selection to connect to, based
on the Link Cost calculation, means that the bitrate achieved for the connection is high
enough to achieve fast and noise free transfer.

7.2.3 Security

When a device connects to an access point for Internet access, it might be connected to
through an unauthorized entity, which might be spying on the user’s traffic or targeting the
user toward an attacking point (destination the attacker wants). It might also steal the node’s
data and services and send it viruses instead of the requested services. That is why in our
proposed approach, one of the factors that we are checking for before allowing the
connection to occur is the social factor. Its role is to determine whether the node trying to
connect to is trusted or not, based on the security level (Class) between the two nodes.
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This will help to allow only safe connection between trusted nodes, so that each can be

safe, connect only and get or send services to whom it trusts.

This social factor is considered in such a connection as an added security layer to the
security protocols and services provided by the local D2D connections.

N 7

Fig.29- Devices connected through Wi-Fi Direct

7.2.4 Power Saving

Compared to other connectivity mechanism, Wi-Fi direct consumes energy in P2P manner
while discovering nodes and doing the connection between. That is why new definitions

have been proposed as power saving mechanisms to reduce the amount of power consumed:

1- Opportunistic Power Saving Protocol: It allows the group owner to save power
while all the peer nodes are sleeping (Not communicating).
2- Notice of Absence (NOA): It allows the group owner to announce intervals, where

the communicating channel are not accessible.

To provide tangible quantification on power saving and energy consumption, we consider a
group of users having a total of 1000 MB of missing services. The users have devices that
have WIFI direct to get those services, also the devices have single antenna that download
the data with a power of 0.94 W.

The time needed to download the missing services is equal to the total size of missing data

divided over the achieved bitrate.
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The time varies depending on the available bitrate, which is promising to be high when

using WIFI direct as described in the above chapters.

The energy consumption is measured as the power multiplied by time. Having the power
equal to 0.94 W for a one antenna device, then the energy consumption is affected by the

bitrate which in turns affects the time needed to download the missing data.

The below table summarizes the variation of energy consumption using only the internet to
get all the services versus using the three layered approach to get the services as a function
of bitrate, the results are calculated based on figure- 27 where the graph shows the amount
of bytes remaining using the internet versus the amount of bytes remaining using the three
layered approach. We considered this example with 200 nodes where the number of Mbytes
remaining to get using the internet is equal to 598 while that using three layered approach is

equal to 25.

Table-6- Bit rate (Mb/s) along with power (W), time needed to download the data (s), and the energy consumed (J)

Time needed to
download data Energy
Bit Rate (Mbps) Power (W) (s) Consumption (J)
0 0.94 0 0
1 0.94 4784 4496.96
3 0.94 1595 1499.3
5 0.94 956.8 899.4
10 0.94 478.4 449.7
50 0.94 95.68 90
100 0.94 47.84 44.7

What can be inferred from this table is that as long as the bitrate achieved is high, the faster
the data can be downloaded and thus the amount of energy consumed is lower. Comparing
this to long range connections, the resulted time needed to download data will be higher,
and thus more energy is consumed. Thus WIFI-Direct provides a good energy consumption
saving method.

We consider an example with long range connection with a bit rate of 1 Mbps and short
range connection with a bit rate of 3 Mbps. We use values from figure-27 with 200 nodes to
calculate the energy needed using our approach as opposed to using only the long range
connections.
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Using three layered approach, 573 MB were exchanged over short range connections,
leaving only 25 MB over long range. This results in an energy consumption of:

0.94 x (573 MB/3 Mbps + 25 MB/1 Mbps) = 0.94 x 1728 = 1624.32 J.

This value is compared to the energy consumption using long range connections with a bit
rate of 1 Mbps only which is equal to 4496.96 J, thus this resulted in 64% energy saving.
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Chapter Eight

Conclusions and Future Work

This thesis has investigated the community formation in socially enabled networks problem.
We have seen in the literature review part different approaches such as: Knowledge
Quotient, Coalitional Games, Leaders Rank, TOSS, and such. However, all these proposed
methods did not link all the needed requirements for an actual community formation in the
way it is needed. The community formation has multiple requirements that must be met;
otherwise, forming a community that fits in the real world is far away. What we tried to do
in this thesis is to develop an approach that links all the needed requirements that were
stated independently in previous papers as much as possible and turn this approach into
something applicable.

The proposed approach contained several factors that were considered community
requirements such as: distance (Physical Factor), trust, (Security-Class Factor), and
Service’s list (Content-Service Factor). All these requirements were taken as an input and
were calculated through a proposed algorithm that contains the Link-Cost calculation. The
latter is used to determine the best node for each in its reachable zone to connect to, create
the community needed to share, and send/receive the needed missing services. A tool has
been developed in order to create a testing environment for the algorithm that has been
stated and has its applicability tested. The experimental results demonstrate that the
percentage of gain reached using the proposed approach is high enough to go through
opportunistic offloading and share services over D2D communications rather than
connecting to the Internet. Besides, the result proved and showed how much cost is saved
per service if it were acquired using the local connectivity versus Internet connections. Plus,
we have seen different tests under different situations to study the best and worst case under
different thresholds and trust levels to reach better satisfaction and choose something
promising in between. In summary, the results proposed in this study are very encouraging
and promising to solve the community formation problem in order to reach an optimal
satisfaction for nodes.

Further work will include the preference, which is the metric that is going to be set by the
user to determine the preference of factor/s among others, so that he has the ability to

choose among the W, ,\Ws , and W, factors and determine his preference. The preference
48



will help to overcome some limitations, so that the user can state that he wants to connect to
nodes closer to him even if they do not provide the needed satisfaction and have low trust in
between. But nothing comes for free, and whenever a factor is given priority over others, it
will be reflected in the percentage of gained services and iterations needed. However, what
we are targeting is the user being given first the best scenario, best connection and
community formation with other nodes, and then him being able to either choose from the
list or specify other preferences and choose from the calculated value based on his selection.
Another thing might be introduced to the model, which is mobility. We might allow the
node to connect to the best node and take the needed services as long as it is in reach. Then,
when it moves, the Link-Cost is calculated directly as nodes are appearing, which allows

that node to connect to other nodes on its way until all its missing services are acquired.

Regarding the algorithm’s performance, enhancements can be applied on the algorithm’s
structure and the way it executes depending on the size of the problem and the input. Such
an enhancements where the code can run in a dynamic way depending on the situation will
enhance the execution time and release some of the congestion and overhead. Also this
allows getting out of loops and delays that occur because of extensive run of code, which in

turns results in a better performance and lower execution time.
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