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Abstract: Wireless sensor networks (WSNs), constrained by limited resources, demand routing
strategies that prioritize energy efficiency. The tactic of cooperative routing, which leverages the
broadcast nature of wireless channels, has garnered attention for its capability to amplify routing
efficacy. This manuscript introduces a power-conscious routing approach, tailored for resource-
restricted WSNs. By exploiting cooperative communications, we introduce an innovative relay node
selection technique within clustered networks, aiming to curtail energy usage while safeguarding
data dependability. This inventive methodology has been amalgamated into the Routing Protocol for
Low-Power and Lossy Networks (RPL), giving rise to the cooperative and efficient routing protocol
(CERP). The devised CERP protocol pinpoints and selects the most efficacious relay node, ensuring
that packet transmission is both energy-minimal and reliable. Performance evaluations were executed
to substantiate the proposed strategy, and its practicality was examined using an Arduino-based
sensor node and the Contiki operating system in real-world scenarios. The outcomes affirm the
efficacy of the proposed strategy, outshining the standard RPL concerning reliability and energy
conservation, enhancing RPL reliability by 10% and energy savings by 18%. This paper is posited to
contribute to the evolution of power-conscious routing strategies for WSNs, crucial for prolonging
sensor node battery longevity while sustaining dependable communication.

Keywords: Arduino-based sensor nodes; ContikiRPL; cooperative communications; RPL; routing;
selective relaying

1. Introduction

Wireless sensor networks (WSNs) are an important part of the infrastructure that
supports the Internet of Things (IoTs) [1,2]. Due to the advancement of the underlying
technology, WSNss have found widespread use in a variety of contexts [3]. As a result, they
are extensively used in many different disciplines to conduct research, monitor the envi-
ronment, monitor industry and even collect intelligence for defense and national security
purposes [4,5]. The primary responsibilities of sensor nodes are detecting and communicat-
ing data correctly to the cluster head (CH). The latter is concerned with gathering data from
nodes in the cluster and transmitting these to the hub [6]. But, the routing process is the one
that uses the most power [7]. Therefore, it is crucial to make routing as efficient as possible
to save energy and extend the lifetime of sensors. To address the requirements of WSNs, the
Internet Engineering Task Force (IETF) has proposed the Routing Protocol for Low-Power
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and Lossy Networks (RPL) [8], which operates over IPv6 [9]. It is a powerful routing system
that can be readily tweaked to suit the user’s needs by adjusting the weights of various
objectives. While this is happening, RPL nodes may become unreliable as they choose
routes that are less efficient than others [8]. Promoting RPL reliability by the selection of
more stable and higher-quality routes remains an unresolved research challenge in RPL
design. Several research efforts focus on improving the RPL protocol so that it can satisfy
the stringent needs of WSNs in terms of energy savings, reliability, lifetime, latency, etc.

RPL reliability can be improved by leveraging the wireless medium’s broadcast ca-
pabilities to establish effective communication among its components. More precisely,
channels from the source to the relay nodes, which have received a copy of the data packet,
are utilized in every transmission strategy between any source—destination pair. This serves
to instigate spatial diversity at the destination [10].

The recipient combines multiple signal duplicates, making use of the channel statistics
established between itself and the different transmitters. In case of a transmission failure,
a chosen relay is utilized to transmit the same data, providing a more energy-efficient
alternative compared to a direct transmission from the source to the destination. Relay
techniques become especially relevant when there is a significant distance, an extensive
mid-range, or less-than-ideal channel conditions between the source and the destination.
In this paper, we leverage this cooperative relay technique to enhance data transmission
reliability and energy efficiency in an RPL protocol. Moreover, several studies performed
on the subject of wireless communication were theoretical and have only been assessed via
the use of simulation tools. In order to verify the efficacy of recently suggested methods in
the wild, further test-bed trials are required. Our study departs from the aforementioned
research by proposing CERP, which is based on the preferred relay selection rule and is
implemented in an Arduino-based node. More precisely, the main contributions of this
paper are:

1.  Novel relay selection algorithm: We introduce a novel relay selection algorithm,
seamlessly integrated into the ContikiRPL framework, which significantly enhances
reliability and energy efficiency in wireless sensor networks (WSNs) through coopera-
tive diversity.

2. Cooperative-aided routing protocol (CERP): We develop the cooperative-aided rout-
ing protocol (CERP), a new routing protocol for WSNs. CERP is founded on our
innovative relay selection method and the conventional RPL, demonstrating substan-
tial improvements in routing performance.

3. Practical implementation and evaluation: We not only propose these advancements
but also demonstrate their practical applicability. We map the CERP protocol onto
an Arduino-based node equipped with an Xbee module and design a functional
prototype using the Contiki operating system (OS) and Arduino Mega board. More-
over, we rigorously evaluate the CERP protocol’s performance using off-the-shelf
Arduino-based nodes, establishing its real-world effectiveness.

The remainder of this paper is structured as follows. Section 2 gives an overview of the
RPL routing mechanism. Section 3 discusses related works dealing with the enhancement of
the RPL protocol. Section 4 provides a detailed formulation of the relay selection algorithm
and presents the description of the proposed cooperative-aided routing protocol based on
RPL. Section 5 presents the prototyping and the performance evaluation of the proposed
protocol. Finally, Section 6 draws out concluding remarks.

2. RPL Routing Mechanism Overview

Numerous embedded devices with constrained power, memory, and computing capa-
bilities are joined through various connections, such as IEEE 802.15.4, to form
WSNSs [1]. The IETF ROLL working group created an IPv6 RPL to help with battery
life. It may be utilized in data-collecting networks while using very little power. Here, we
provide an analysis of the RPL routing mechanism to expose its limitations, for which nu-
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merous research works have been conducted. Moreover, we summarize the abbreviations
used throughout this paper in Table 1.

Table 1. Abbreviations.

Abbreviation Full Form

BEP Bit error probability

CH Cluster head

DAO Destination advertisement object

DIO Destination information object

DIS DODAG information solicitation

DODAG Destination-oriented directed acyclic Graphs
IETF Internet Engineering Task Force

OF Objective function

RPL Routing Protocol for Low Power and Lossy Networks
RSSI Received signal strength indication

SDR Selective digital relaying

SNR Relaying (SDR)

WSNss Wireless sensor networks

Routing in RPL is performed using the destination-oriented directed acyclic graphs
(DODAGS) idea, making it a distance vector routing protocol [11]. This is accomplished by
constructing and updating a decentralized data structure whilst the WSN is in operation.
The RPL method constructs this kind of distributed routing table to direct data packets
throughout the network [12]. A root node is one that has no child nodes or outbound
connections. The low power and lossy network is connected to the Internet and other
external networks through “roots”. Using three predetermined messages, the root node
chooses the optimal way based on predefined parameters (such as hop count, energy cost,
dependability, latency, etc.) as shown in Figure 1:

*  Destination information object (DIO): sent from the DODAG's root to its child nodes
in order to perform certain operations.

*  Destination advertisement object (DAO): broadcasts information about a destination
node up the distributed outage distribution graph (DODAG) to update the routing
tables of parent nodes.

*  DODAG information solicitation (DIS): in the case of grounding and floating DODAGsS,
it can help locate them. It is the DIO’s job to respond to a DIS transmission.

Depending on the specific use case, we categorize RPL functionality into one of three
distinct modes [13] as follows:

1.  Collect protocol: Data from all the other nodes are gathered via the collect proto-
col and then sent to the root node. As for the route, all one have to do is follow
the DODAG.

2.  Distribute protocol: With the help of the distribute protocol, information may be sent
from the hub to individual nodes. The path is determined by using the name and
origin place provided in the DAO message.

3. Peer-to-peer protocol: Data may be sent from one node to another via the P2P proto-
col, with the most often used route being through the parents or the root node.

In this paper, our focus is primarily placed on the collect mode, as our objective
is to communicate detected leaks to the cluster head (CH) to facilitate apt responses.
The initiation of constructing the RPL destination-oriented directed acyclic graph
(DODAG,) to back the collect protocol is spearheaded by the root node. DIO messages
are multicast, reaching all accessible nodes. Each node’s rank value must be ascertained
utilizing an objective function (OF), in alignment with RPL standards [14,15]. The OF
specifies the process whereby RPL nodes rank input metrics, and hence how routes in a
DODAG should be chosen and optimized [16]. Its primary function is to compute rankings
according to predefined routing metrics including latency, throughput, and connectivity, as
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well as to define routing limits and optimization goals. As a result, developing the effective
OF remains a topic of inquiry. After a node has received a DIO, it will begin counting
down from that point. As soon as the timer runs out, they broadcast DIO messages to all of
their nearby neighbors. This means that every node in the DODAG knows its stable set of
parents and can reliably send packets down the route to the DODAG’s center, as shown in
Figure 1.
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Figure 1. RPL DODAG building process.

Yet research shows that the packet loss ratio for multi-hop lines may approach 20 percent
or more as the number of hops grows [8]. Thus, selecting more stable and high-quality routes
is a viable method to improve RPL’s reliability. This is achieved by taking into account more
efficient link quality [9]. In the coming sections, we will include numerous works and research
that focus on improving the RPL routing mechanism for greater reliability.

3. Related Works

In this section, we discuss related papers dealing with RPL problems and highlight
our contribution with regard to the literature. Much work has gone into creating new
energy-efficient routing protocols and improving existing ones. In the realm of WSNs,
RPL is a well-known example of an energy-efficient protocol. In addition, the Internet
Engineering Task Force (IETF) has adopted it as the default standard routing protocol [17].
However, RPL nodes may be unreliable since inferior pathways are used. This is a topic
for further study in RPL architecture since it might be used to improve the service’s de-
pendability by allowing for the selection of more robust and high-quality routes [8]. In
contrast, cooperative routing algorithms account for the potential for physical-layer co-
operative transmission. In [18], the partner node’s relay selection for cooperative routing
depends on criteria such as residual energy and SNR of the source—partner connection.
The authors demonstrate that using SNR-based criteria yields superior outcomes regarding
stability period, decreased latency, and packet loss. Optimal relay selection protocols that
save energy and work together are presented for underwater WSNs. This uses the position
and depth of the sensor nodes together to make its selections. In [19], the authors show that
data packets are less vulnerable to variations in channel quality. They proposed CoopRPL,
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an implementation of RPL that incorporates a cooperative communication technique,
to improve the dependability of advanced metering infrastructure (AMI) networks [20].
The authors in [21] addressed energy efficiency and demonstrated that cooperative meth-
ods may achieve better results than non-cooperative ones. In reality, if the energy is
most effectively distributed between the source and the relay, the system performance
of cooperative systems may be further enhanced. Many academics are interested in
how cooperative diversity might be used to reduce power consumption in WSNs [21,22].
As cooperative transmission has become popular, it is considered in the routing mechanism,
and there has been much effort put into developing and assessing cooperative routing
protocols [23]. In [24], Matlab simulations are used to test and evaluate a suggested rout-
ing method that cooperatively considers energy route and channel awareness. Using the
CoEPACA protocol, a higher degree of dependability may be attained with much less
power. In [25], To ensure that IoT devices use as little energy as possible, a new routing
measure, SPR, was created, and a more nuanced cross-layer goal function for RPL was
suggested. Aslani et al. [20] demonstrated that, compared to RPL and opportunistic RPL,
their suggested protocol improves the packet delivery ratio (PDR) by up to 20% and 10%,
respectively, under best-effort conditions. They also demonstrated a 15% reduction in
end-to-end latency compared to the RPL protocol.

In [26], the authors present the cooperation-aided routing protocol for lossy networks,
which is the result of incorporating cooperative communication into the RPL protocol.
Each node may send data to its desired parent through a relay node, which improves the
dependability and decreases the energy usage at each hop in the network. The simulation
findings show that their solutions may significantly reduce the energy use.

Similarly, in [27], considering the quality of the interlinks, the authors suggest a hybrid
energy-efficient cluster-parent-based RPL routing protocol (HECRPL) to improve both
efficiency and dependability. In terms of extending the network lifespan and delivering
more consistent data transmission, they show via simulation results that their proposed
protocol exceeds the benchmark RPL.

Energy efficiency has been investigated [28] from many directions, with some focus-
ing on fostering cooperation between the nodes performing different sensing functions
and others on creating numerous versions of the system. This resulted in the authors
demonstrating a rise in node energy usage, complexity, and expense compared to RPL.

In addition, several publications investigated the RPL’s strengths and weaknesses,
then provided suggestions for how it may be improved in the future so that it more
closely mimics the actual world in [29]. In reality, we examine how well the contikiRPL
implementation works in various network configurations. However, there are still many
facets of RPL-enabled WSNSs, such as signaling overhead, latency, and so on, that may be
improved by more research and experimentation.

The authors in [30] assessed RPL’s performance across three parameters, namely
network density, throughput, and sink localization. More precisely, three essential met-
rics are considered: Expected transmission count (ETX), hop count (HC), and energy.
The evaluation results demonstrate that the parameters are influenced by the number of
nodes in all scenarios. Notably, the ETX metric consistently exhibits a strong performance
in terms of packet delivery ratio (PDR), while the energy metric consistently records the
highest energy consumption among all the tested scenarios.

To address the challenge of reliability in RPL, the authors in [31] proposed RAARPL:
reliability-aware adaptive RPL routing protocol. RAARPL enhances the RPL reliability by
selecting parents based on multiple reliability-related criteria and considering path condi-
tions during the decision-making process. This ensures network stability by controlling the
parent selection and children assignment to minimize errors. Simulation results, compared
to CLRPL and RPL protocols in various scenarios using Cooja, demonstrate the significant
efficiency of RAARPL in improving data exchange reliability, successful delivery ratios,
reducing topology instability, and enhancing network throughput.
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Furthermore, some work addressed the security aspect of the RPL protocol [32-35].
In [36], the authors focused on the detection and mitigation of rank attacks within RPL.
They proposed a rank attacks detection algorithm that minimizes the control packet over-
head by appending extra fields in DAO and DIO messages and introduces a local alarm
mechanism for energy conservation in cases of minor attack impact, alongside employing
random sampling for efficient internal attacker identification. The authors in [37] intro-
duced a novel RPL attack named dropped destination advertisement object (DDAO). The
DDAAO attack disrupts network connectivity by preventing the formation of downward
routes, affecting a significant portion of the network. To counter this threat, the paper
proposes an efficient, lightweight intrusion detection system that efficiently detects DDAO
attacks through distributed monitoring of parent node behavior with respect to forwarded
destination advertisement object (DAO) messages.

In summary, much effort must be put into studying, evaluating, and improving the
RPL mechanism’s performances to increase its dependability and efficiency. With this in
mind, we suggest a more robust version of RPL incorporating cooperative diversity into its
routing mechanism to boost reliability and efficiency.

4. Cooperative Efficient Routing Protocol Formulation

This section outlines how to create a WSN-friendly version of ContikiRPL called CERP.
The energy efficiency and reliability of a clustered network are both enhanced via the usage
of cooperative diversity. Since the energy needed to transmit a signal from its source to
its destination decreases with the square distance between them, using relay nodes as
intermediary nodes is vital to this strategy. We will explain how to follow the rule that
ensures that data arrive safely and quickly at the CH from sensor node. After solving an
optimization problem in which the transmitted energy and the bit error probability (BEP)
are considered the minimization criterion, the optimal route is selected. Afterwards, the
innovative CERP is studied once its selection rule has been implemented in ContikiRPL.

4.1. Problem Formulation

In this subsection, we aim to choose the route between any source and the CH pair
in the cluster that uses the least amount of energy [38]. This strategy utilizes the selec-
tive digital relaying (SDR) BEP criteria to reduce the transmission power consumption.
To achieve this goal, BEP expressions are examined and developed for cooperative and
non-cooperative communication channels [39]. In addition, the suggested optimization
framework is described in great depth.

In this paper, we focus on a WSN organized in clusters. Within each cluster, whose
x and y coordinates are known and the locations and distances between each other, we
assume that N nodes are dispersed randomly.

Suppose any node in a cluster wishes to communicate with the CH, which is a node
selected by a clustering algorithm such as LEACH [40] that is responsible for collecting
the information captured by the cluster sensors and delivering them to the center of
maintenance and supervision. We denote the source by S and the destination by CH.
Therefore, the signal goes via a series of connections before reaching its final goal. As
illustrated in Figure 2, a relay R may take part by sending CH, a duplicate of the original
signal across a two-hop connection (where required). Therefore, in the second stage, R
may work together to relay the signal from the source to CH using either an amplify-and-
forward (AF) or decode-and-forward (DF) method. Then, the maximum ratio combining
(MRC) method [39] is used to combine the incoming signals at the CH. For a comprehensive
channel model, we combine the path-loss with a temporal fading channel model (Rayleigh
fading), as illustrated in Figure 2:

Ys.cu = hs,cuXs + Wsch, 1)

Yr,cH = hr,cuXr + WrcH, )
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where Ys cy (Yr cn) is the received signal at CH from the source (the relay resp.), X5 (Xg)
is the transmitted signal from S (R resp.), Ws,cy (WR cq) is an additive and white Gaussian
noise with variance Ny and ; ; are the channel path loss-Rayleigh fading coefficients with
[h%i,k)] = d; ', with a is the path-loss exponent, [.] is the statistical average operator and d;
is the distance between nodes in the cluster for i,k = 0, ..., N — 1. Moreover, the signal’s
power perturbed by Rayleigh fading is exponentially distributed. Hence, the resulting
signal-to-noise ratio (SNR) is also exponentially distributed.

Destination

Non-cooperative
Communication

_ Cooperative
Communication

Source

Figure 2. Different communication systems.

In this article, we draw a line between two distinct types of communication protocols,
which are shown in Figure 2:

*  Direct link transmission from a source node S to the CH is an example of non-
cooperative communication. It is denoted by the symbol ; and is referred to as
direct transmission and noted ;;

e With the aid of a relay node R, a source node S may send data to the CH, and is
referred to as cooperative communications, noted .

The following formula gives the BEP a direct communication system in which a
source node S sends data to the destination node CH through a channel with a slow and
frequency-flat Rayleigh fading coefficient [39]:

Peg(e) = 5(1- ©

where (T%C p is the mean of the SNR, noted 7yscp, between source S and destination CH
given by:

Frsen (X) = Lex {- i } where 02 = i 4)
VscH Tscn P 2 SCH d% N’

A generalized closed-form formulation of the BEP expressions for SDR systems is
obtained and applied to a cooperative communication scheme in which a relay R is one of
the N — 2 nodes inside the cluster. To apply these expressions to our reduced-complexity
model of the system [39], we have:

Pe(e‘Rsel) = Ped(€|Rsel)Peprop(€|Rsel)
+ (1 - Ped(€|Rsel))Pecoop<€|Rsel)r (5)

where

*  Peprop(€|Rg) an error propagation occurs when the destination CH mixes the erro-
neously regenerated relay signal delivered by the chosen relay Rsel with the source signal.

®  Pecoop(€|Rser) an error occurs when the final destination CH wrongly combines the
source signal with the appropriately regenerated relay signal delivered by the chosen
relay Rsel.
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According to [39], the probability of error propagation Pey,p(€|Rs;) can be approxi-
mated by the worst value  whereas Pecoop (€| Rs) is given by:

2 2
Pecony (€| Ragt) = & (1 Tocu®SCH___ TrendKeH ©)
ortTel T O%cH — Okcn TRen — %cn )’

where

b -3 b -3 b 13
o2, = Erdgcn o2 = Esdsen 2 Egdscn
SR N, UScH No - Y5cH No

Bringing (6) and (3) into (5) yields the BEP expression for the SDR scheme:

Pe(e[Rser) = 5 — m(USCHSSCH — ORCHSRCH) @)

where

= 11 ’ 8

The newly derived BEP given by (7) will be considered the basic constraint while select-
ing the preferred relay algorithm, which will be investigated in the following subsection.

4.2. Proposed Relay Selection Algorithm (PRSA)

In this subsection, we will formulate the Algorithm of the selection of the optimal
preferred relay that reduced the transmission power E?R and E! . (for S and R, respectively)
while maintaining the BEP expressions given by (3) and (7) in the range of a predefined
threshold value noted P,,, and satisfying the power constraint E?R +Eb . < EZS where Ef:’R,
Eé’s and Eg represent the required transmission power for each communication link, as
schematized in Figure 3.

Destination

Non-cooperative
Communication

Cooperative
Communication

B Selected

O e

Source

Figure 3. Respective power transmission links.
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Essentially, we choose to keep the BEP below a certain threshold, denoted by P,
while minimizing the power sent by the transmitter. To do this, we use the cluster’s
remaining N — 2 sensor nodes as potential relays. We propose a method for determining
the most efficient relay node by minimizing the sum of the transmission powers necessary
for each communication link (Ec;p, Ecgp, and E; ) while fulfilling the power constraint
(Ecgs Ecop, and Egp) as schematized in Figure 3.

The preferred relay is the one ensuring the minimum EE’R + E? ., under the constraint
that P(Eg, j; Esp) is in the range of P,,,. This can be formulated as follows:

Rpre = arg min Eb T Eb < Eﬂbis
i€R
8. PE(ERi,h}ES,h) ~ P, ©)

where R, denotes the preferred relay, R = {Ry,Ry,...RN,} where N; is the num-
ber of reliable nodes having source-node SNRs that exceed a predefined threshold 7.
This optimization problem is solved numerically using the exact algorithm.

The main steps of the preferred relay selection algorithm are explained in the
Algorithm 1. We highlight that cooperation is not always more energy-efficient than
direct transmission. If E? T E? s > EZS, this means that the direct (in this case, the CH will

be set as a preferred relay in the routing table of the sensor node) transmission ensures the
minimum transmission power in the range of P, . Therefore, in the transmission strategy,
cooperation only occurs when the constraint in (9) is verified. Otherwise, if Efva +EL . < Ebs,
the transmission from S to CH is performed via the selected relay only and no direct trans-
mission link is considered. In this case, the proposed transmission strategy will not only
increase the system’s energy saving but also promote communication reliability.

Algorithm 1 Preferred Relay Selection Algorithm

Compute the value of Eb that maintains P, according to Equation (3)
Find the set of reliable relays R ={R1,Ry,...Rns}
for each reliable relay R; € R do
Compute the values of EfR_ and E? , that maintains P, according to Equation (7)
if El, + El, < Ej_then
Cooperative Transmission via relay R;
else
Direct Transmission
end if
end for

4.3. CERP Description

The prevailing research on cooperative transmission strategies predominantly em-
phasizes physical layer approaches. Thus, to fully maximize the available bandwidth and
power efficiency, recognizing the cooperative benefits at elevated levels, such as routing and
security, is imperative. In this study, we propose to explore cooperative efficiency at both
the lower network and application layers, introducing an RPL-inspired routing protocol,
grounded in bit-power-transmission and bit error probability (BEP) within a cooperative-
aided framework. It is requisite for each node in the network to maintain a routing table
throughout the topology discovery phase, which encompasses a list of potential nodes
that may ultimately interface with the cluster head (CH), identifying a selected node as
the preferred relay. Furthermore, as a node dispatches a packet towards the CH, the CH,
upon recognizing the sender, engages its preferred relay selection process to ascertain the
packet’s subsequent destination. This suggests a prospect of enhanced reception reliability
and reduced energy consumption with each transmission hop. The CH (or root node in
the RPL procedure) instigates the network topology’s establishment. During the topol-
ogy creation process, each network node furnishes its positional information to the CH.
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Upon the integration of a new node, the CH deduces the most fitting relay selection
technique for it, taking into account the particular characteristics of the identified node.
The power transmission of each link between the sensor node and the CH is computed
during the recommended relay selection procedure. According to the energy link and
packet loss as interpreted by BEP, the node facilitating the lowest transmission power, if
present, is designated as the preferred relay (comparable to the preferred parent in the
RPL framework). Consequently, the CH undertakes the responsibility of determining the
subsequent hop for the source node, as shown in Figure 4.

CH Step 2

Nodes recognition by the CH
CH

&9
@
66/ l

Preferred relay selection by CH Routing building-up

o/

Figure 4. CERP construction steps.

Once the network has been discovered and its routing has been established, the CH
should initiate a new topology creation process at regular intervals, an action denoted
by the coherence interval, or I.oh. Like ContikiRPL, the proposed protocol includes a
neighbor-finding stage, denoted by [41]. During the relay selection algorithm phase, nodes
also refresh their database of nearest neighbors. UDP was employed as the transport layer
protocol. The contikiRPL selects a route for RPL routing based on the expected number of
transmissions (ETX) needed to successfully transmit a packet across the connection [42].
The path that minimizes ETX from the source to the DODAG root is the route from a
given node to the DODAG root. The routes, however, are constructed in the proposed
protocol following PRSA using the BEP optimization as formulated in Equation (9). A brief
comparison between RPL and the proposed protocol is summarized in Table 2.

Table 2. Comparison between RPL and CERP.

Protocol RPL CERP

Next hop Preferred parent Preferred relay
Building routes initialized by =~ Root CH

Transport layer protocol ubpr ubDpr

Network layer protocol IPv6 IPv6

Control message type ICMmp ICMP

Metric and constraint ETX EZS + P,

To direct traffic upwards like that of an RPL DODAG, CERP simply requires the data
acquired by PRSA. The PRSA reveals which relay the node prefers to use. When a node
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has to transmit data to the CH, it does so by first sending the data to the desired relay in
the tree, which then forwards these to its preferred relay, and so on, until the data reaches
the CH. In the case of a leak in the node, the paths leading to the CH are shown in Figure 5.

" Routing
. tables

Preferred |,
\ Relay ID
0
Preferred “
Relay ID

0 Preferred
ReIa 1D

Preferred
Relay ID
1
9 Preferred
Rela 1D

:ﬁl Cluster

Node ID . Preferred PLfE”Ld
Relay ID Q'E.: ela 1D
3

Leak detecllon

Sensor -~
node .~

VT

P referred

Relay ID
4

Figure 5. Example of leak detection in node 6 and the transmission alert to the CH.

4.4. Routing Mechanism for Proposed Cooperative Efficient Routing Protocol (CERP)

CERP aspires to enhance network longevity and fortify its reliability as its paramount
objective. The proposed protocol’s architecture unfolds in three pivotal steps, as elucidated
in Figure 4:

1.  Initial introduction and identification: in the initial phase, the cluster head (CH)
presents itself to all other nodes within the cluster, identifying their neighbors.
Although cluster formation is not the primary focus of this work and is presumed to
pre-exist, each node submits its unique identifier to the CH for incorporation into the
nodes matrix.

2. Execution of the preferred relay selection algorithm: detailed in Section 4.3, the CH
calculates the preferred relay selection algorithm (PRSA) for each newly incorporated
node N;, wherei = 1...N — 1. The aim is to discern the most optimal and energy-
efficient next-hop for forthcoming transmissions, enabling node N; to attain a specific
bit error probability (BEP), denoted by P, ;, while optimizing power utilization in
its transmissions.

3. Construction of the routing table: the identifier of the chosen relay is stored in a
node’s routing table, which is sustained by the node itself. Consequently, to transmit
a packet to the CH, a node initially dispatches it to its favored relay within the tree.
Subsequently, the packet is sent through a series of preferred relays until it reaches
the CH.

As a further step, we will put the suggested protocol into practice on an Arduino-
based SN and test it to ensure it works as intended while gauging its dependability and
power consumption.

5. Prototyping and Performances Exploration

In this part, we will choose a realistic implementation of the proposed protocol and
investigate its capabilities, contrasting them with the standard RPL. To do this, we shall
describe the SN-level hardware in detail. Next, we will dive into how well the suggested
protocol works in practice.

5.1. Design of the Proposed CERP

A sensor node needs to be able to gather and share data on environmental charac-
teristics. In addition, the hardware and software used to run it must minimize power
consumption. Our team has deployed a working model of a leak-detecting system for
water. The Arduino MEGA 2560 board (ADVANCE-TEC, Monastir, Tunisia), including an
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ATmega2560 operating at 16 MHz, is used to manage the pipeline and is one of the fastest
Arduino boards available. This is also very typical of UART-based sensors like that in [43].
An XBee S2C pro-IEEE 802.15.4, (ADVANCE-TEC, Monastir, Tunisia) module by Digi [44]
provides radio connectivity. As shown in Figure 6, the XBee module is linked to the Ar-
duino through a UART operating at 9600 bauds to allow for bidirectional communication
between the XBee module and the Mega board. Each sensor node, which is based on an
Arduino, checks the flow rate against a standard. Following the suggested routing protocol,
an alarm will be delivered to the CH when the water flow level exceeds the set threshold.

Xbee 802.15.4 module,
connected to UART at 9600

Arduino Mega 260 board, ATmega 2560
at 16 MHz, 8KB SRAM, 256 KB flash

Figure 6. Sensor node built with the Arduino MEGA board.

The sensors’ energy constraint requires using lightweight operating systems, such
as TinyOS or ContikiOS, as explained in [8]. Due to its simplicity, flexibility, and greater
availability, this work employs ContikiOS [45] as the default OS for physical deployment.
Intriguing changes were made in the process of porting the code to Arduino. A demonstra-
tion is set up in the lab to assess the effectiveness of the suggested remedy. We test out the
prototype in a functioning water pipeline. Indeed, putting the offered solution to work in
the initial prototype is a foolproof method of guaranteeing its efficacy. We put this initial
version through its paces in a working water pipeline demonstration specifically built for
our needs, as illustrated in Figure 7.

[

polyethylene
pipes

J Water Fiov;/ .
Sensor

Figure 7. Real testbed demonstrator.

5.2. Validation of the Proposed Prototyping

We will take into account a network of six Arduino-based SNs (one CH and five nodes)
to ensure the suggested protocol is robust and reliable. According to Section 4.3, we divide
the process into three “3” stages:
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1.  Network topology stage: At this point in the network’s development process, each
proposed sensor node must initialize its network device, IPv6 stack, UDP, and data-
transfer timer before it can begin sending data to the rest of the network. The CH
can detect the sensor node immediately after startup. This work will focus on a
cluster with six nodes, one of which will serve as the CH while the other five will
be responsible for monitoring leak detection. Each node is based on the Arduino
platform as described in Figure 6. The network topology is shown in Figure 8.

2. Routing construction stage: The CH is responsible for calculating the PRSA and de-
termining the next hop for all nodes within the cluster. Thus, in the event of a leak,
each sensor node is fully aware of the next-hop (preferred relay) IP address to connect
with. When five nodes are added to the network, the routing structure shown in Fig-
ure 9 functions as intended. This second graphic shows us that there are three distinct
ways for nodes to reach the CH: direct transmission (from nodes 1 and 2), two-hop
transmission (from nodes 3 and 5), and three-hop transmission (from node 4).

3. Packet delivery stage: in this phase, if a sensor node detects a leak, it must immedi-
ately notify the CH. A sensor node’s preferred relay will forward the alert message to
its preferred relay, and so on until the alert message reaches the CH. Future works
will explain a practical implementation of the intended use case.

05 Network Topology for N=6
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Figure 8. Network topology for N = 6.
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Figure 9. Routing construction for N = 6.
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5.3. Power Consumption Evaluation

To evaluate the power consumption of the CERP, the Arduino-based SN is interfacing
with MATLAB using a free support package for the Arduino [46], as shown in Figure 10.

Arduino Me
Connected to

Arduino-based , ies T NSEE Matlab-Arduino

Sensor Node

Figure 10. Experimental test.

A voltage sensor, a current sensor (ACS712), and a voltmeter serve as our tools of
choice for taking voltage and current readings. The sensor node is based on an Arduino
and is powered by a pair of Lithium batteries, which can provide a voltage of up to 7 v.
The support package handles reading the voltage value (or current) across the sensor
attached to Arduino’s port A0 (or A3), allowing us to collect measurements and visualize
them in real-time.

The power used by the CH is found by multiplying its voltage (Volt) by its current
(Amps) for energy measurement:

P =V x I(Watt). (10)

Then, the energy consumed by the CH is the product of power (Watt) and time (hour)
as follows:
E = P x t(WattHour). (11)

Thus, the energy consumed by the CH can be the instantaneous power (we use a
sampling of 1 s for readings), as illustrated in Figure 11.

As depicted in Figure 11, the proposed protocol beats the RPL in terms of energy
efficiency, and this is because, in the CERP mechanism, the CH chooses the ideal path-
ways that decrease the power transmission without compromising high-reliability levels.
However, due to the extensive and ongoing nature of the RPL construction, the CH battery
may be quickly depleted by the many exchanged DAQO, DIS, and DIO messages.
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Figure 11. Comparison of the CH power consumption between the proposed protocol and RPL.
5.4. Packet Loss Ratio

In the quest to assess the reliability of the proposed protocol CERP, we measure the
packet loss ratio, defined as the number of lost packets to the total number of sent packets.
As depicted in Figure 12, the proposed protocol outperforms the direct transmission and
the RPL transmission [47] regarding reliability. Furthermore, we notice an improved level
of reliability as the number of relays increases (i.e., as the number of hops increases).
The selection of more reliable relays will lead to the building of reliable links where the
predefined level of reliability is maintained.

Packet Loss Ratio

30

25 I I
0 I I

Direct Transmission RPL tranmission CERP Transmission CERP Transission via
via | relay 2 relays

Packet Loss (%)

w

Figure 12. Comparison of the packet loss ratio between different transmission protocols for
SNR =15 dB, & = 3 and data rate = 6.67 bps.

5.5. Performance Evaluation of CERP

To evaluate the performance of our proposed protocol in terms of energy consump-
tion, we compare our work with the related works, as discussed in Section 3. Table 3
summarizes the main results of the previous works when dealing with cooperative trans-
mission and reveals the importance of this work where the routing protocol is bounded
into an Arduino-based sensor node and tested not only by simulations but also by real
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tests. Table 3 shows the comparison of our proposed CERP with the main existing RPL
improvement solutions. Some work only improves the reliability, such as [20,27,28], whilst
others only improve energy [26]. However, our work improves both reliability and energy.
Additionally, the existing work only evaluated their work by simulations. However, we
evaluate our work by simulation and real test, and we found that real test results converge
with the simulations ones. Improving RPL reliability will improve the packet delivery ratio.
Moreover, energy saving will increase IoT devices and network lifetime.

Table 3. Comparison between different works.

Refs. RPL Reliability Energy

Improvements Simulation Results

Incorporation of cooperative

approach into the RPL 115% -

Incorporation of cooperative
approach into the RPL when B o
[20] transmitting data to the preferred +20%

parent

Incorporation of hybrid
[27] energy-efficient cluster-parent based 1 16% -
on RPL

Incorporation of cooperative
[28] approach to create multiple 1 30% -
instances among nodes

T10% 1 30%

Cooperative approach to

ERP
= select routes

Real-Test Results

+10% 118%

—: Results not provided.

As illustrated in Table 3, this work is the first mapped on an Arduino-based board.
Furthermore, real tests demonstrate the effectiveness of the proposed protocol. All per-
formance evaluations of the earlier solutions have been limited to the simulation analysis.
Therefore, they ignored several practical aspects, such as mote limitations affecting real
sensor mote implementation.

6. Conclusions and Future Works

This paper presents a novel routing protocol that utilizes an efficient and reliable
rule to construct routes between every source—cluster head combination within the cluster.
The proposed protocol aims to minimize the transmission energy consumption while main-
taining a required level of dependability, resulting in reduced energy usage across the
network. The proposed approach can significantly reduce the network’s overall energy con-
sumption. To validate the protocol’s effectiveness, an Arduino-based sensor prototype was
developed and tested in a real-world setting, demonstrating superior routing efficiency com-
pared to the standard RPL. Moreover, the successful deployment of the prototype demon-
strates the feasibility of our proposal in practical scenarios. The protocol’s efficacy is con-
firmed through experimental evaluations in a real-world setting, demonstrating superior
efficiency and dependability compared to the standard RPL protocol. However, this study
also highlights some limitations and open questions regarding IoT device connectivity, such
as poor data transfer rates and storage capacities. Therefore, future research could investi-
gate alternative hardware platforms with improved capabilities to address these challenges.
The proof of concept presented in this paper provides valuable insights into the design and
optimization of routing protocols in WSNs and their potential IoT applications.
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In future works, we aim to develop more advanced energy-aware routing protocols
that consider the dynamic nature of WSNs and their changing traffic patterns to further
reduce energy consumption. We also aimed to extend the protocol to handle different types
of traffic and data, including multimedia and real-time traffic, and evaluate its performance
in these scenarios.

Author Contributions: Conceptualization, O.C. and N.A.; Methodology, N.A. and A.K.; Software,
N.A.; Validation, N.A., O.C. and EH.; Investigation, K.M. All authors have read and agreed to the
published version of the manuscript.

Funding: This research was funded by Princess Nourah bint Abdulrahman University Researchers
Supporting Project number (PNURSP2023R236), Princess Nourah bint Abdulrahman University,
Riyadh, Saudi Arabia.

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.
Data Availability Statement: Not applicable.

Acknowledgments: The authors extend their appreciation to the Arab Open University for funding
this work. The authors would like to acknowledge the support of Prince Sultan University for paying
the article processing charges (APCs) of this publication.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Jerbi, W.,; Cheickhrouhou, O.; Guermazi, A.; Trabelsi, H. MSU-TSCH: A Mobile scheduling updated algorithm for TSCH in the
internet of things. IEEE Trans. Ind. Inform. 2022, 19, 7978-7985. [CrossRef]

2. Al-Fuqaha, A.; Guizani, M.; Mohammadi, M.; Aledhari, M.; Ayyash, M. Internet of things: A survey on enabling technologies
protocols and applications. IEEE Commun. Surv. Tutor. 2015, 17, 2347-2376. [CrossRef]

3.  Liouane, H.; Messous, S.; Cheikhrouhou, O.; Koubaa, A.; Hamdi, M. Mobile Anchor and Kalman Filter Boosted Bounding Box for
Localization in Wireless Sensor Networks. Electronics 2022, 11, 3296. [CrossRef]

4. Qiu, T; Chen, N.; Li, K.; Atiquzzaman, M.; Zhao, W. How can heterogeneous internet of things build our future: A survey. IEEE
Commun. Surv. Tutorials 2018, 20, 2001-2027. [CrossRef]

5. Derhab, A.; Cheikhrouhou, O.; Allouch, A.; Koubaa, A.; Qureshi, B.; Ferrag, M.A.; Maglaras, L.; Khan, F.A. Internet of drones
security: Taxonomies, open issues, and future directions. Veh. Commun. 2022, 39, 100552. [CrossRef]

6. Atitallah, N.; Hakim, H.; Abid, M. Prototyping of an Efficient and Energy-Aware IoT-based Sensor Node for Water Pipeline
Monitoring. In Proceedings of the 2021 International Wireless Communications and Mobile Computing (IWCMC), Harbin, China,
28 June-2 July 2021; pp. 2115-2120. [CrossRef]

7. Mazouzi, M.; Mershad, K.; Cheikhrouhou, O.; Hamdi, M. Agent-Based Reactive Geographic Routing Protocol for Internet of
Vehicles. IEEE Access 2023, 11, 79954-79973. [CrossRef]

8.  Gaddour, O.; Koubaa, J.A. RPL in a nutshell: A survey. J. Comput. Netw. 2012, 56, 3163-3178. [CrossRef]

9. Gaddour, O.; Koubaa, A.; Rangarajan, R.; Cheikhrouhou, O.; Tovar, E.; Abid, M. Co-RPL: RPL routing for mobile low power
wireless sensor networks using Corona mechanism. In Proceedings of the 9th IEEE International Symposium on Industrial
Embedded Systems (SIES 2014), Pisa, Italy, 18-20 June 2014; pp. 200-209.

10. Asshad, M.; Khan, S.A.; Kavak, A.; Kigciik, K.; Msongaleli, D.L. Cooperative communications using relay nodes for next-
generation wireless networks with optimal selection techniques: A review. IEE] Trans. Electr. Electron. Eng. 2019, 14, 658-669.
[CrossRef]

11. Sheng, Z,; Yang, S.; Yu, Y.; Vasilakos, A.V.; McCann, J.A.; Leung, K.K. A survey on the ietf protocol suite for the internet of things:
Standards, challenges, and opportunities. IEEE Wirel. Commun. 2013, 20, 91-98. [CrossRef]

12.  Khelifi, N.; Kammoun, W.; Youssef, H. Efficiency of the RPL repair mechanisms for Low Power and Lossy Networks.
In Proceedings of the International Wireless Communications and Mobile Computing Conference (IWCMC), Nicosia, Cyprus,
4-8 August 2014; pp. 98-103.

13. Clausen, T.; Yi, J.; Herberg, U. Experiences with RPL: IPv6 routing protocol for low power and lossy networks. In Proceedings of
the 83rd IETF Plenary Meeting, Paris, France, 29 March 2012; pp. 25-30.

14. Vasseur, ].P.; Kim, M.; Pister, K.; Dejean, N.; Barthel, D. Routing Metrics Used for Path Calculation in Low-Power and Lossy
Networks, Technical Report, (No. RFC 6551). 2012. Available online: https://www.rfc-editor.org/rfc/rfc6551 (accessed on 10
October 2023)

15.  Chithaluru, P; Kumar, S.; Singh, A.; Benslimane, A.; Jangir, S.K. An energy-efficient routing scheduling based on fuzzy ranking

scheme for internet of things (IoT). IEEE Internet Things J. 2021, 9, 7251-7260. [CrossRef]


http://doi.org/10.1109/TII.2022.3215990
http://dx.doi.org/10.1109/COMST.2015.2444095
http://dx.doi.org/10.3390/electronics11203296
http://dx.doi.org/10.1109/COMST.2018.2803740
http://dx.doi.org/10.1016/j.vehcom.2022.100552
http://dx.doi.org/10.1109/IWCMC51323.2021.9498932
http://dx.doi.org/10.1109/ACCESS.2023.3299230
http://dx.doi.org/10.1016/j.comnet.2012.06.016
http://dx.doi.org/10.1002/tee.22852
http://dx.doi.org/10.1109/MWC.2013.6704479
https://www.rfc-editor.org/rfc/rfc6551
http://dx.doi.org/10.1109/JIOT.2021.3098430

Sensors 2023, 23, 8834 18 of 19

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

Queiroz, D.V.; Alencar, M.S.; Gomes, R.D.; Fonseca, L.E.; Benavente-Peces, C. Survey and systematic mapping of industrial
Wireless Sensor Networks. J. Netw. Comput. Appl. 2017, 97, 96-125. [CrossRef]

Winter, T.; Thubert, P. RPL: IPv6 Routing Protocol for Low Power and Lossy Networks, IETF Draft, Retrieved from Internet
Engineering Task Force. 2012. Available online: https://www.rfc-editor.org/rfc/rfc6550.html (accessed on 10 October 2023).
Umar, A.; Akbar, M.; Igbal, Z.; Khan, Z.A.; Qasim, U.; Javaid, N. Cooperative partner nodes selection criteria for cooperative
routing in underwater WSNs. In Proceedings of the 2015 5th National Symposium on Information Technology: Towards New
Smart World (NSITNSW), Riyadh, Saudi Arabia, 17-19 February 2015; pp. 1-7.

Khan, A.; Ali, I.; Rahman, A.U.; Imran, M.; Mahmood, H. Co-EEORS: Cooperative energy efficient optimal relay selection protocol
for underwater wireless sensor networks. IEEE Access 2018, 6, 28777-28789. [CrossRef]

Aslani, Z.; Aijaz, A. Coop-RPL: A Cooperative Approach to RPL-based Routing in Smart Grid AMI Networks. arXiv 2017,
arXiv:1706.05134.

Osman, R.A,; Peng, X.H.; Tang, Z. Energy efficient adaptive cooperative communications in wireless sensor networks.
In Proceedings of the 2015 IEEE International Conference on Computer and Information Technology; Ubiquitous Computing
and Communications; Dependable, Autonomic and Secure Computing; Pervasive Intelligence and Computing, Liverpool, UK,
26-28 October 2015; pp. 1080-1086.

Igbal, Z.; Kim, K.; Lee, H.N. A cooperative wireless sensor network for indoor industrial monitoring. IEEE Trans. Ind. Inform.
2016, 13, 482-491. [CrossRef]

Mansourkiaie, F.; Ahmed, M.H. Cooperative routing in wireless networks: A comprehensive survey. IEEE Commun. Surv. Tutor.
2014, 17, 604-626. [CrossRef]

Qadir, J.; Ullah, U.; Sainz-De-Abajo, B.; Zapirain, B.G.; Marques, G.; de la Torre Diez, I. Energy-aware and reliability-based
localization-free cooperative acoustic wireless sensor networks. IEEE Access 2020, 8, 121366-121384. [CrossRef]

Safaei, B.; Monazzah, A.M.H.; Ejlali, A. ELITE: An Elaborated Cross-Layer RPL Objective Function to Achieve Energy Efficiency
in Internet-of-Things Devices. IEEE Internet Things J. 2020, 8, 1169-1182 [CrossRef]

Sheng, Z.; Fan, J.; Liu, C.H.; Leung, V.C,; Liu, X.; Leung, K. K. Energy-efficient relay selection for cooperative relaying in wireless
multimedia networks. IEEE Trans. Veh. Technol. 2015, 64, 1156-1170. [CrossRef]

Zhao, M.; Chong, PH.].; Chan, H.C. An energy-efficient and cluster-parent based RPL with power-level refinement for low-power
and lossy networks. Comput. Commun. 2017, 104, 17-33. [CrossRef]

Barcelo, M.; Correa, A.; Vicario, J.L.; Morell, A. Cooperative interaction among multiple RPL instances in wireless sensor networks.
Comput. Commun. 2016, 81, 61-71. [CrossRef]

Zhang, T.; Li, X. Evaluating and Analyzing the Performance of RPL in Contiki. In Proceedings of the First International Workshop
on Mobile Sensing, Computing and Communication, Philadelphia, PA, USA, 11 August 2014; pp. 19-24.

Zaatouri, I.; Alyaoui, N.; Guiloufi, A.B.; Sailhan, F.; Kachouri, A. Design and Performance Analysis of Objective Functions for
RPL Routing Protocol. Wirel. Pers. Commun. 2022, 124, 2677-2697. [CrossRef]

Shahbakhsh, P.; Ghafouri, S.H.; Bardsiri, A.K. RAARPL: End-to-end Reliability-Aware Adaptive RPL routing protocol for Internet
of things. Int. ]. Commun. Syst. 2023, 36, e5445. [CrossRef]

Al-Amiedy, T.A.; Anbar, M.; Belaton, B.; Bahashwan, A.A.; Hasbullah, I.H.; Aladaileh, M.A.; Mukhaini, G.A. A systematic
literature review on attacks defense mechanisms in RPL-based 6LoOWPAN of Internet of Things. Internet Things 2023, 22, 100741.
[CrossRef]

Bang, A.O.; Rao, U.P; Kaliyar, P.; Conti, M. Assessment of routing attacks and mitigation techniques with RPL control messages:
A survey. ACM Comput. Surv. (CSUR) 2022, 55, 1-36. [CrossRef]

Jerbi, W.; Cheikhrouhou, O.; Guermazi, A.; Baz, M.; Trabelsi, H. BSI: Blockchain to secure routing protocol in Internet of Things.
Concurr. Comput. Pract. Exp. 2022, 34, e6794. [CrossRef]

Cheikhrouhou, O.; Fredj, O.B.; Atitallah, N.; Hellal, S. Intrusion Detection in Industrial IoT. In Proceedings of the 2022 15th
International Conference on Security of Information and Networks (SIN), Sousse, Tunisia, 11-13 November 2022.

Nandhini, P.S.; Kuppuswami, S.; Malliga, S.; DeviPriya, R. A Lightweight Energy-Efficient Algorithm for mitigation and isolation
of Internal Rank Attackers in RPL based Internet of Things. Comput. Netw. 2022, 218, 109391. [CrossRef]

Sheibani, M.; Barekatain, B.; Arvan, E. A lightweight distributed detection algorithm for DDAO Attack on RPL routing protocol
in Internet of Things. Pervasive Mob. Comput. 2022, 80, 101525. [CrossRef]

Atitallah, N.; Hakim, H.; Loukil, K.; Obeid, A.M.; Abid, M. Energy Efficient Adaptive Transmission Strategy Using Cooper-
ative Diversity for Wireless Sensor Networks. In Proceedings of the 27th IEEE PIMRC Mobile and Wireless, Valencia, Spain,
4-7 September 2016; pp. 2120-2125.

Hakim, H.; Boujemaa, H.; Ajib, W. Single relay selection schemes for broadcast networks. IEEE Trans. Wirel. Commun. 2013, 12,
2646-2657. [CrossRef]

Singh, S.P.,; Sharma, S.C. A survey on cluster based routing protocols in wireless sensor networks. Procedia Comput. Sci. 2015, 45,
687-695. [CrossRef]

Seliem, M. A ; Elsayed, K.M.; Khattab, A. Performance evaluation and optimization of neighbour discovery implementation over
Contiki OS. In Proceedings of the IEEE World Forum on Internet of Things (WF-IoT), Seoul, Republic of Korea, 6-8 March 2014;
pp. 119-123.


http://dx.doi.org/10.1016/j.jnca.2017.08.019
https://www.rfc-editor.org/rfc/rfc6550.html
http://dx.doi.org/10.1109/ACCESS.2018.2837108
http://dx.doi.org/10.1109/TII.2016.2613504
http://dx.doi.org/10.1109/COMST.2014.2386799
http://dx.doi.org/10.1109/ACCESS.2020.3006194
http://dx.doi.org/10.1109/JIOT.2020.3011968
http://dx.doi.org/10.1109/TVT.2014.2322653
http://dx.doi.org/10.1016/j.comcom.2016.10.007
http://dx.doi.org/10.1016/j.comcom.2015.12.008
http://dx.doi.org/10.1007/s11277-022-09484-6
http://dx.doi.org/10.1002/dac.5445
http://dx.doi.org/10.1016/j.iot.2023.100741
http://dx.doi.org/10.1145/3494524
http://dx.doi.org/10.1002/cpe.6794
http://dx.doi.org/10.1016/j.comnet.2022.109391
http://dx.doi.org/10.1016/j.pmcj.2021.101525
http://dx.doi.org/10.1109/TWC.2013.050313.120186
http://dx.doi.org/10.1016/j.procs.2015.03.133

Sensors 2023, 23, 8834 19 of 19

42.

43.

44.

45.

46.
47.

Gnawali, O.; Levis, P. The ETX Objective Function for RPL. In IETF Internet Draft: Draft-Gnawali-Roll-Etxof-00; Stanford University:
Stanford, CA, USA, 2010.

Arduino, S.A. Arduino Mega 2560. 2014. Available online: http://arduino.cc/en/Main/ArduinoBoardMega2560 (accessed on 10
October 2023).

DIGI: XBee/XBee-PRO, S2C Zigbee, RF Module. 2017. Available online: https://www.digi.com/products/embedded-systems/
digi-xbee/rf-modules/2-4-ghz-rf-modules/xbee-zigbee (accessed on 10 October 2023).

Osterlind, F. A Sensor Network Simulator for the Contiki OS; SICS Research Report; Swedish Institute of Computer Science: Kista,
Sweden, 2006.

Nichols, D. Arduino-based data acquisition into Excel, LabVIEW, and MATLAB. Phys. Teach. 2017, 55, 226-227. [CrossRef]
Telecom Bretagne. Arduino-IPv6Stack. Available online: http://github.com/telecombretagne/Arduino-IPv6Stack/wiki (ac-
cessed on 10 October 2023).

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://arduino.cc/en/Main/ArduinoBoardMega2560
https://www.digi.com/products/embedded-systems/digi-xbee/rf-modules/2-4-ghz-rf-modules/xbee-zigbee
https://www.digi.com/products/embedded-systems/digi-xbee/rf-modules/2-4-ghz-rf-modules/xbee-zigbee
http://dx.doi.org/10.1119/1.4978720
http://github.com/telecombretagne/Arduino-IPv6Stack/wiki

	Introduction
	RPL Routing Mechanism Overview 
	Related Works
	Cooperative Efficient Routing Protocol Formulation
	Problem Formulation
	Proposed Relay Selection Algorithm (PRSA)
	CERP Description
	Routing Mechanism for Proposed Cooperative Efficient Routing Protocol (CERP)

	Prototyping and Performances Exploration
	Design of the Proposed CERP
	Validation of the Proposed Prototyping
	Power Consumption Evaluation
	Packet Loss Ratio
	Performance Evaluation of CERP

	Conclusions and Future Works
	References

