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A Secure and Scalable Sidechain Model for Fog Computing in 
Healthcare Systems 

 
Ali Amhaz 

 
ABSTRACT 

 
     With the enormous amount of data produced daily, cloud and fog computing presented efficient 
and effective models for real-time data exchange. Nevertheless, this technology came with a cost 
at the security level, where it became an easy target for malicious actions that could directly spread 
throughout the model. Blockchain, a recent and promising technology, was a suitable solution for 
securing the transactions in the fog environment because of the distributed ledger structure that 
makes it resistant to many attacks. Scalability, however, introduced the main drawback for a 
blockchain by making it inefficient in some real-world applications, especially in the medical field, 
which includes a lot of data exchange. This work will suggest a scalable and secure model for fog 
and cloud computing in healthcare systems that depend on sidechains and the clustering of the 
available fog nodes. The importance of the model is highlighted, and experimental results showed 
promising outcomes. 
 
Keywords: Blockchain, Sidechain, Fog Computing, Cloud Computing, Scalability, Healthcare. 
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Chapter 1 

Introduction 

 
 
The technological revolution in the last century has led to a significant development in the 

software and hardware of information systems. For example, in the old banking systems, 

committing a transaction needed the manual assistance of one or more employees. However, 

presently, all the banking services are automated and allow clients to do transactions from their 

homes or any shop using online applications and micro hardware (i.e., electronic ships).   

A significant part of this enormous development was the proliferation of the Internet of 

Things (IoT) devices. Those devices, which support connecting to the internet network, granted 

a variety of data manipulation actions such as gathering, transmitting, and processing. In 

addition, they helped in dispensing many human-controlled activities that consume time and 

resources. Many fields started using IoT devices because of their low prices and the ability to 

perform critical tasks without human supervision. Healthcare institutions, including hospitals, 

started using such devices to keep track of patient's health records (i.e., blood pressure, 

temperature) and add them to the central system for later use. Moreover, modern agriculture 

adopted IoT sensors connected to the internet to monitor the soil state for a better harvest.  

This enormous development of information systems and the amount of data produced 

(especially by IoT devices) brought the need to invent and enhance those systems to satisfy the 

growing demands like storage, processing power, and availability. Cloud computing came to 
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solve these problems, offering several services to facilitate data manipulation. It allowed the 

accomplishment of many tasks using remote servers provided by several international 

companies (i.e., Google, Apple). For example, cloud storage offered by Google supplied the 

users with terabytes of storage at a low cost. Moreover, it eliminated the risk of losing the 

physical data resulting from any emergency. In addition, cloud services enhance the 

deployment of large programs that needs vast computer resources and human management. 

Although cloud computing presented the solution to many problems, it raised others. 

Such a technology consists of a centralized structure that serves millions of users in the same 

place; thus, causing unwanted latency in some critical applications. For example, in automated 

car projects, the response time and availability are crucial measures that can lead to life-

threatening problems. Those cars need quick operations toward any action that could happen 

on the roads (i.e., a child crossing the street). Based on that, fog computing [1] came as a 

solution to give a better performance. It provided services similar to cloud computing but with 

better performance. The distributed and close-to-user structure helped a lot in increasing the 

response time with much fewer failures. 

Fog systems were secure compared to cloud computing because of the distributed 

architecture. Nevertheless, the communication between the different fog nodes represented 

the main vulnerability that a hacker could exploit. For instance, a malicious transaction 

targeting a specific fog node could spread throughout the system, making it very hard to 

recover to the original state. Moreover, the level of damage would be more in the case of 

heterogeneous models [2]. And to tackle this problem, researchers proposed two different 
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approaches [3, 4]. The first approach depends on preventing malicious transactions before 

entering the system, while the other suggests detecting and recovering the damage. 

In the case of detecting and recovering malicious actions, studies focused on building 

efficient and effective algorithms [2, 5] that could scan the system for unusual behavior and 

directly start the recovering process in the case of attacks. For instance, in [6], the researchers 

focused on machine learning as a way to discover any intrusion and try to recover it. On the 

other hand, the prevention systems mainly focused on blockchain as a technology to approve 

any transaction before entering the fog system. For example, in [7], the authors presented a 

blockchain model to protect the system and facilitate data exchange for doctors. 

Recently, blockchain technology became a target for many applications because of its 

high security and the ability to control the flow of transactions to any system, especially in fog 

networks. This combination (blockchain + fog) helped to filter the transactions of IoT devices by 

forcing the proof of work and validation between different nodes [8]. Blockchain effectiveness 

and efficiency are measured using a set of metrics to study its scalability and compatibility with 

the given systems [9]. 

 

1.1 Overview 

This section will present an overview of the fundamental subjects tackled in this thesis.  

1.1.1 IoT Devices 
 

IoT devices are connected to the internet for gathering, transmitting, or processing data. 

IoT devices are deployed in many fields (see Figure 1) because of their low prices and the ability 

to manipulate data in severe environments. 
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Figure 1: IoT Devices 

 
Concerning healthcare systems, IoT devices found their place as a way to monitor patients' 

medical measures and provide instantaneous alerts in the case of emergencies. Moreover, they 

are facilitating the process of giving medicine to the clients. For instance, a recent IoT invention 

had the role of tracking the glucose level in blood and injecting the correct amount of insulin 

[10].  

The benefits of IoT could be illustrated by: 

Data Gathering: IoT devices facilitated the data collection process by their ability to work in 

severe environments which are hard to be reached by humans. For example, IoT devices play a 

critical role in managing space missions and reducing human interactions [11]. 

Efficiency: Because of their self-supervised nature and their ability to work under complex 

conditions, IoT devices are considered an efficient and effective way for data manipulation. In 

addition, they can provide more working hours in comparison to some electronic equipment 

that cannot work without human interaction. 
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Reduce human supervision: These devices are capable of monitoring their functions without 

human control because of their connectivity to the internet and the algorithms that specify 

their work. 

Less price: In comparison with human-controlled equipment, these devices offered many 

services at low manufacturing costs. Moreover, they eliminated the cost of human supervision 

and required less maintenance. 

Although IoT devices bring many benefits to information systems, they still suffer from 

drawbacks: 

Complexity: The devices with their self-supervised structure are more complex to be embedded 

and integrated into any environment. They require planning and designing to get the required 

performance. 

Security: The low processing power and the high dependency on the internet make the devices 

an easy target for many types of attacks. For example, a small-scale denial of service attack 

could stop its functionality because of the limited ability to handle user requests. 

Network dependency: As it is well known, IoT devices perform their tasks through the internet 

connection; thus, any network failure will interrupt their activities and lead to delays. 

Privacy: The IoT devices collect data without human supervision; for that reason, they could 

violate the privacy of the surrounding environment by sending unauthorized data. 

1.1.2 Cloud Computing 
 

Cloud computing is a set of facilities that allow remote access to storage, processing 

power, networks, etc. It is provided over the internet network to get better services and quick 

access. Its main advantages are: 
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Security: Nowadays, ensuring the security of the data and clients is one of the most critical 

factors for a successful information system. For that reason, cloud companies ensure the safe 

storing of the data uploaded by the customers. For instance, Google drive [12] encrypts the 

data stored on its side using a specialized encryption algorithm. Moreover, such companies 

authorize the users to check their identities and if they have the right to access the data. And 

with the evolution of such technology, researchers suggested new approaches to protect the 

cloud, especially using blockchain technology which guarantees a controlled data manipulation 

process [13]. 

Price: Compared to the prices of computer hardware needed to accomplish large computing 

tasks, cloud services presented an innovative and low-cost solution to get sufficient processing 

power. Such a service can save the expenses of establishing the information system on the 

client-side. Those expenses include the money needed to buy the hardware, set up the 

environment, maintenance, and power price. For instance, in countries with expensive power 

prices, cloud computing could present the best way to make a profit. 

Effectivity: With the enormous processing power offered by cloud computing, many clients 

benefit from the ability to run large programs without being limited to the power of the 

available hardware. Cloud companies offer several services to satisfy the growing needs of 

users. For example, the clients could rent servers by selecting the needed specifications (i.e., 

memory, number of cores, bandwidth). 

Availability: Cloud companies spend millions of dollars on providing a reliable service that can 

satisfy the client's needs. They establish different backup locations in the case of disasters to 

ensure the safety of the data. In addition, they ensure that the data is available upon request. 
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Speed: Speed is an important factor when dealing with cloud computing. Clients could store an 

enormous amount of data that should be quickly and smoothly accessible upon their request. 

Cloud companies ensure a satisfactory download/upload rate to guarantee a good experience 

when using the data. In addition, they provide a scheduling algorithm to assure fairness in 

accessing the available resources. 

However, cloud computing does have some limitations: 

Security: Although cloud computing could provide security on some sides, giving the data by 

itself to a third-party entity could be a problem. For instance, in 2014, dropbox deleted by 

mistake an enormous amount of users' data [14]. In addition, the central architecture of the 

cloud makes it a target for Denial of Service attacks (DoS). Attackers could focus on a specific 

server causing damage to millions of users. 

Flexibility: Because of the global centralized structure and company-based cloud services, 

customizing the data storage and processing power becomes a rigid part. Customers need to 

deliver their preferences to the cloud agencies; thus, losing time and money. 

Performance: Cloud architecture is usually central, serving millions of users from a specific 

location. For that reason, cloud services could not cover the demands, especially in the 

applications that require fast response time. For example, automated car projects, which are 

very popular nowadays, require a quick response to the changing environment (i.e., unexpected 

accidents). 

Network Dependence: Every cloud service relies on the internet network. For that reason, good 

quality internet represents a critical factor for smooth use. Problems in connection will directly 
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reflect on the performance of the users. For instance, natural disasters can corrupt the internet 

network, and any work which depends on cloud computing would stop. 

Changing Providers: As it is well-known, there is no single provider for cloud services. For that 

reason, moving from one provider to the other can lead to difficulties because of the different 

architecture and systems. 

1.1.3 Fog Computing 

Like cloud computing in terms of services, fog computing is a more decentralized system that 

facilitates storing, processing, and managing data. It is located in a middle way between the 

cloud services and the clients. Moreover, it is considered a complementary part of the cloud. 

Fog computing offers some significant features, including:  

Scalability: As previously mentioned, Fog computing supports a decentralized structure that 

focuses on distributing resources over several sights. For that reason, fog services will eliminate 

the overhead of having a centralized structure that serves millions of users at the same time. 

Moreover, such an architecture will filter the data before uploading it to the cloud; thus, 

reducing the pressure on the cloud resources. For example, the street cameras, which monitor 

the traffic, will benefit from the fog network by uploading only (to the cloud) the critical events 

instead of saving the whole view, which wastes the system resources. 

Security: Fog computing, with its separated nodes, presents default protection against threats. 

The structure will make it harder for the attacker to locate the useful data. In addition, this 

distribution in nodes makes it easier to identify any potential threat before happening. 

Response Time and Latency: While performing computing operations, the fog nodes are 

technically near the users; hence, they will benefit from a better response time and less 
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latency. These measures are critical in some real-life applications where timing is more 

important than the data itself. For instance, in the medical field, the speed in executing an 

action could save the life of a human. Another example is the fire-alarm systems, where 

performing the right action at the right time will help in avoiding losses. 

While Fog computing is desirable in today’s computing paradigms, it faces a few challenges: 

Complexity: Dividing the processing power over the fog nodes is beneficial in terms of 

performance but a problem in its complexity. The deployed programs should adapt to the 

decentralized structure; thus, adding more complexity to the development process. For 

instance, in some programs, data should be divided before processing and regathered after 

that. 

Security: Although fog computing presents security by its architecture, malicious transactions 

could spread throughout the system, causing damage. Attackers can take advantage of the 

decentralized systems that exchange and process data between its nodes. For instance, if a 

malicious database query is dependent on data from another fog node, both nodes will get 

affected. In addition, recovering from this damage is complex and costly. 

Cost: Establishing a fog system requires a lot of implementation and hardware. For that reason, 

fog computing structures are among the most expensive systems to build. In addition, they 

have high power consumption and need maintenance. 

1.1.4 Blockchain Technology 
 

In 2008, Satoshi Nakamoto [15] introduced blockchain technology through a paper that 

explained the implementation of Bitcoin. This new technology represented a revolution in 

presenting a new security mechanism to protect and manage the data. It relied on a 
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decentralized structure that did not require a single point of control. Blockchain, with its new 

architecture, was self-supervised by its users and by adopting smart contracts. 

Blockchain is a distributed ledger (see Figure 2) that records all the transactions done by the 

users. Each user has a copy of the chain, and it is updated regularly through time.  

 

Figure 2: BlockChain Architecture 

 

Every block consists of a "hash" that reflects the content of the chain and protects it from being 

altered. Moreover, the block has a pointer that records the hash of the previous one and the 

transaction details. The first block is always called the "Genesis". 

Every time a user wants to commit a transaction, a new block is established with all the 

details. The new block needs the approval of the majority/all the users. This mechanism is 

critical to monitoring the flow of transactions and preventing hackers from inserting 

unauthorized transactions. Once the block is created, it will point to the hash of the previous 

block to prevent any alteration to the original chain. Finally, no one can modify the transactions 

once it is added to the ledger. 

The security mechanism in the blockchain relies on 3 main points:  
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 By recording the hash of the previous block, the hacker is obliged to change the hash of 

all the preceding blocks in the system. 

 The distributed ledger structure forces the attacker to gain control over the majority of 

the network to alter or insert blocks, which is impossible. 

 The voting mechanism also protects the newly created blocks and ensures they follow 

the system's policy. 

Blockchain technology entered many advantages to information systems: 

Security: The distributed ledger structure and the proof of work protocol make it impossible for 

attackers to alter the chain. The attackers need to take control over the majority of the user, 

which is an impossible process. 

Privacy: The blockchain's users could hide their identity, and no one could track the origin of 

the transactions. The encryption and decryption strategy adopted in this technology allows the 

users to own their data and prevent any unauthorized. Moreover, the ledger structure makes it 

hard to track the important information of the transaction like time, location, and users. 

Trust: Being moderated by all the users, blockchain represented a trustworthy environment to 

commit transactions and exchange assets. Blockchain allows the users to safely exchange assets 

through the ledger without any risk because of the smart contracts that initiate trust between 

the different entities of the transactions. 

Simplicity: Blockchain is very simple to use and does not require professional experience. 

Creating online wallets that allow the storage of the chain's currency is easy and doesn't require 

any conditions. In addition, using the chains is not restricted by location, country, nationality, 

etc. 
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Despite their advantages, blockchain has some disadvantages like: 

Scalability: Because millions of users are using blockchain technology, the proof of work will 

take more time to be accomplished. For that reason, scalability represents a significant problem 

that could affect the performance of the whole system. 

Illegal Use: The anonymity of the users made blockchain an attractive environment for 

criminals around the world. Many reports stated that more than 76 billion dollars were for 

illegal transactions on the Bitcoin platform in 2019 [16]. 

1.1.5 Sidechains 
 
Sidechains represented a practical solution to overcome the problem of scalability. This new 

solution suggests the implementation of small chains that could exchange assets with the main 

chain when needed. It proved its importance by decreasing the time to add new blocks and by 

creating local privacy in the smaller chains.  

Side chains could have a different structure and mechanisms than the main chain. Such 

technology requires specific protocols that ensure a smooth transfer of assets between the two 

communicating ledgers [17].  

Two-way Peg Protocol 

It is the most critical protocol to ensure the data exchange between two chains. It ensures the 

integrity of the data transferred by implementing smart contracts between two entities. 

This protocol can be of two types symmetric and asymmetric. The symmetric protocol deals 

with chains with similar properties and structures. On the other hand, the asymmetric ensures 

the cross-chain communication between different chains (i.e., Bitcoin and Ethereum). 

Sidechains entered a lot of advantages to the blockchain technology like 
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Scalability: Because the sidechain removes the bottleneck effect of having a central chain. It 

represents a suitable solution for the scalability problem by dividing the data over a set of 

smaller ledgers with a smaller number of participants. This small number of users per chain 

reduces the time required for validating the new blocks; thus, leading to better throughput and 

performance. 

Local Privacy: The sidechains are separated from the main chains in terms of block creation and 

data manipulation. For that reason, the transactions that are done within a sidechain are local 

and provide privacy for its users. 

Protection for the Main Chain: Sidechains allow testing new features and deploying policies 

without affecting and altering the main chain. For that reason, they protect the root chain from 

bugs and other problems. 

Despite its benefits, sidechains still suffer from problems like 

Complexity: Cross-chain protocols (like 2-way-peg) are not easy to implement and require 

attention, especially in the case of asymmetric chains. In fact, with the presence of new chains 

and features, cross-chain algorithms are becoming more complex and harder to develop. 

Price: Sidechains require more human resources in the development process. For that reason, it 

is considered expensive in comparison with the regular blockchain. Moreover, they involve 

more maintenance expenses. 

The paper [18] was the first to mention side chains as a potential solution to overcome the 

scalability problem in blockchain technology. It emphasized its importance in establishing 

private chains owned by specific institutions. In addition, they highlighted that some of its 
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problems are the complexity and the difficulty in communication between two chains with 

different structures. 

 

1.2 Problem Statement 

The fog architecture, with its advantages, became a target for many information systems, 

including healthcare [2]. However, such a structure had a security problem by being vulnerable 

to malicious transactions that could spread throughout the whole system. This infection is very 

hard to recover due to the decentralized structure of the fog system and the exchange of data 

between the different nodes. For example, a database query in a node could depend on the 

affected data from another; thus, transmitting the bad data. 

The security solution for the fog architecture is divided into two categories. The first is 

detection and recovery, where the researchers tried to propose algorithms and models that 

could effectively detect and recover the effect of malicious transactions [2, 5]. Others suggested 

prevention mechanisms to avoid those transactions before happening [19, 20]. 

Many researchers [13, 19, 21] suggested the use of blockchain technology as a way to 

overcome this problem. This technology could secure the transactions by the validation process 

that could stop any suspicious actions committed in the fog network. In addition, the 

distributed ledger structure could provide a detailed record of queries performed by the 

different nodes. 

Although blockchain technology combined with the fog architecture represented a 

secure and trustworthy information system, they suffered from the problem of scalability with 

the increase in the number of fog nodes [8]. This problem would significantly decrease the 
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performance of the whole system, especially in the case of HealthCare which includes millions 

of transactions every day. 

Based on all the above, this thesis will focus on presenting a secure and scalable blockchain 

approach for fog computing in the healthcare system. This approach will focus on the ability to 

implement several sidechains; thus, decreasing the time needed for adding transactions. 

 

1.3 Contribution of the Thesis 

Despite the superiority of fog computing over the cloud, it still suffers from a set of 

security vulnerabilities that are hard to handle. Those vulnerabilities came from the 

decentralized architecture of fog that makes it easy to spread malicious transactions between 

the correlated nodes. Moreover, the separated structure imposes many challenges in terms of 

tracking the attacks and recovering their effects.  

BlockChain, a recent and promising technology, protected the environments that include 

committing transactions and exchanging data. Based on that, this thesis will suggest a 

blockchain model that secures the fog nodes using a sidechain approach. The model will cluster 

the nodes based on their frequency of communication to form a sidechain and ensure local 

privacy between them. Within the same cluster, when a node needs to commit a transaction, it 

is approved first by the majority of nodes, then a new block is created on the ledger. On the 

other hand, when there is communication between nodes from different clusters, the 

transactions are committed through a mainchain that is formed from the unclustered nodes. 

Based on that, the contribution in this thesis will be: 

 Blockchain technology is used to protect the data shared between different fog nodes. 
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 The model avoids scalability problems by establishing sidechains in the clusters of the 

fog nodes. 

 The suggested approach eliminates the need for centralized communication between 

fog nodes in different clusters. 

 The model ensures privacy within the clusters. 

 

1.4 Organization of the Thesis 

In Chapter 2, the thesis will go over the literature review related to the topic. Then, Chapter 3 

will suggest a new model that provides a secure and scalable blockchain solution for a 

healthcare system. Chapter 4 will show and analyze the obtained results after the simulations. 

Finally, the conclusion will be presented in Chapter 5. 
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Chapter 2 

Related Work 

 
 

In this chapter, the thesis will tackle the most relevant studies that focus on using cloud and 

fog technologies in information systems. In addition, it will go over the different security 

measures, especially the blockchain and sidechain models, for better data exchange in the fog 

environment. Those measures are divided into two categories: detection and recovery methods 

and prevention methods. In the first one, the authors will try to assess the damage of the 

attacks and provide the necessary recovery algorithms. On the other hand, the prevention 

solutions focus mainly on blockchain technology to assure trustable and approved transactions. 

 

2.1  Cloud and Fog Computing in Information Systems 

Since the existence of cloud computing, many system models began adopting its 

architecture because of the benefits on both computing and financial levels. The authors in 

[22], for example, emphasized the importance of integrating cloud computing in smart cities 

and suggested a model for this target (see figure 3). The model consists of several hierarchical 

layers that are responsible for the mapping between the smart cities' requirements and the 

offered cloud services. 
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Figure 3: Cloud Computing in Smart Cities [22] 

The layers in the model could also be divided into horizontal and vertical sections. The 

horizontal layer will be responsible for establishing the interfaces between the different 

components of the smart city and the cloud infrastructure. On the other hand, the vertical layer 

will provide the necessary security and data management actions before committing the data 

transactions on the cloud. This model facilitated the process of uploading the large data files to 

the cloud servers and retrieving them when needed. In addition, it offered more availability and 

easier interaction for the users in accessing different city modules. 

In [23], the authors provided a dense study about the use of cloud services as a 

revolutionary step in the healthcare sector. The paper included studying the strengths and 

weaknesses of the cloud when dealing with real-life healthcare applications. Figure 4 illustrates 

the main strengths, weaknesses, and threats included in the research. 



  19 

 

Figure 4:Strengths, Weaknesses, and Threats of Cloud Computing [23] 

In addition, the paper tackled some of the cloud models and their properties. For instance, the 

public cloud is usually accessible by all the users and owned by large entities like governments. 

On the other hand, the private cloud belongs to a specific institution that provides a set of 

computing services and management. 

Another paper [24] investigated the role of the cloud in agriculture. It highlighted the main 

weaknesses in the traditional information system that could slow the production chain and 

limits the tracking process. Those weaknesses include the old unmodernized programs that 

cannot satisfy the modern agricultural demands, which require enormous data storage and 

effective processing power. In addition, this lack of a competent information system leads to 

losses at the financial level and wastes the farmers' efforts. 

Then, the authors introduced a cloud architecture (see figure 5) that facilitated the production 

process and improved the flexibility of the system. For example, such a model provided a better 

weather tracking system which is critical for the production process. 
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Figure 5: Cloud Computing in Agriculture [24] 

The proliferation of IoT devices and real-time applications, which require a lot of 

computer resources (i.e., storage and processing power), led to the invention of fog computing 

as a way to enhance cloud services. The research paper [25] was one of the first papers to 

tackle fog computing and its important role in IoT device development (see figure 6). 

 

Figure 6: Fog with IoT Structure [25] 

The work presented the characteristics that allowed fog to play this role, which includes layer 

location, decentralization, number of nodes, and real-time communication.  
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• Layer location: The fog layer is in the middle between the cloud and IoT devices, which 

helps in filtering data to decrease the pressure on the cloud. 

• Decentralization: The decentralized architecture will allow serving the wide distribution 

of IoT devices. 

• The number of nodes: A large number of nodes will eliminate the single point of failure 

problem that exists in cloud services. 

• Real-time communication: The fog location, which is near the end devices (IoT and 

users), will improve the response time, especially in applications that require real-time data 

exchange. 

The researchers in [26] focused on fog computing as a middle layer and suitable architecture for 

real-time application. The location of the fog layer helped in being a filter for the data uploaded 

to the cloud. Hence, instead of uploading data directly, fog nodes can remove the unnecessary 

information, thus decreasing the pressure on the cloud. 

In addition, the authors suggested a model that provides a real-time response based on fog 

computing (see figure 7). The model presented a unit called "Third Party Memory 

Management", which is responsible for serving the IoT devices in real-time without the need to 

use the cloud. In addition, it implemented a mechanism that differentiates between regular and 

real-time requests. 
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Figure 7: Real-Time Fog Model [26] 

In [27], the authors highlighted the importance of the fog layer in the application of the 

autonomous car because of the need to get a fast response time and less latency. This model 

involves the cooperation between multiple fog nodes at the same time to serve a set of cars 

(see figure 8). 

 

Figure 8: Fog Computing with Autonomous Cars [27] 
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The model integrated the Support Vector Machine algorithm with fog computing to provide 

fast response and better cooperation between the different cars. In addition, the decentralized 

structure of the model helped in selecting the trajectory of the cars on the streets. Finally, 

simulation results on a real-life dataset showed promising results. 

Fog Computing in healthcare Systems: 

Many studies have adopted fog computing as a model for healthcare systems. The authors 

in [28] suggested a fog model that manages a real-time notifications system about the patient's 

health record. Such a system had low latency and fast response time to avoid querying 

outdated information. They mentioned that cloud computing cannot handle such an application 

because of the overhead produced by enormous data. The authors adopted the model in figure 

9, which is divided into four layers. The sensor layer consists of the IoT devices and the sensors 

that gather data from the environment. The fog layer will be responsible for the data analysis 

and other operations that require a fast response time. The cloud layer will store the large data 

files. Finally, the manager’s layer will monitor and benefit from the model. 

 

Figure 9: Healthcare Monitoring Architecture 
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In [29], there was a comparison between a cloud model and a suggested fog 

architecture in the healthcare system based on security and performance levels.  

The model, in terms of services, was divided into two functionalities. The first one, which 

requires a fast response time, is directly connected to the fog layer (see figure 10) to ensure 

fast data manipulation. On the other hand, the services that require large storage and high 

processing power; are directly connected to the cloud. 

 

Figure 10: Fog Architecture in Healthcare Systems presented by [29] 

On the performance level, the model showed its superiority with 28%, faster than the cloud 

model. While on the security level, the decentralized structure brought an effective defense 

against some attacks. 

In the paper [30], the model enhanced the presented fog structure by adding a security 

mechanism that can protect the fog nodes by authenticating the patients who are using the 

system (see figure 11). In addition, they considered Virtual Machine (VM) in the selection 

process of fog nodes for better IoT management. Moreover, they suggested a cryptographic 

model that monitors and supervises the generation of the public and private keys in the system. 
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Figure 11: Fog structure in [30] to Ensure Secure Communication 

The experimental results were simulated on iFogSim, which is a software for simulating the fog 

computing structure. Results showed good latency value and system performance. 

 

2.2  Fog Computing Models with Security Solutions 

As stated earlier, securing the fog systems could be divided into two categories 

"Detection and Recovery" and "Prevention". Researchers extensively studied both cases and 

suggested a lot of tools and models. In this section, we will go over the related work, especially 

the ones focusing on blockchain solutions in fog environments. 

2.2.1 Detection and Recovery  
 

In [2], the authors studied the data integrity in fog systems in healthcare systems. This 

research focused on the malicious transactions that could spread throughout the system, 

causing a lot of damage. For example, they stated that a small piece of corrupted data could 

lead to inconsistent data at multiple fog nodes because of the interrelated database queries. 

Their study took into consideration both homogeneous and heterogeneous fog architectures 

(see Figures 12 and 13). The homogeneous structure has a moderator node that can access any 
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data in the system; thus, helping the doctors to view and edit their patients' records when 

needed. On the other hand, the heterogeneous structure allows the exchange of information 

directly between the different nodes without a master, exposing fast inconsistent data 

spreading. 

 

Figure 12:Homogeneous Healthcare Architecture [2] 

 

 

 

Figure 13: Heterogenous Healthcare System Architecture [2] 

The proposed assessment algorithm relied on an intrusion detection system (IDS) to detect the 

set of malicious transactions in both structures. Next, it searches the possible places of 

spreading. For example, the affected data could be in the cloud, or it is still in one of the fog 
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nodes. Then by a procedure that involves searching the history of transactions of the fog nodes, 

the system will finally assess the amount of spreading. After finishing the assessment process, 

which will locate the places of affection, a recovery step will be done. 

The importance of the presented algorithm is in the capability of assessing the damage in the 

database efficiently. Moreover, unlike the previous work, after the assessment process, the 

affected transactions will be distinguished as bad transactions instead of deleting them. This 

will help in benefiting from them for future work. 

Although the paper presented a clear assessment model, it lacked the real-world simulation, 

which is capable of demonstrating its ability to get a scalable solution. Also, the system relied 

on the result of the IDS, which may be inaccurate, leading to a false database assessment. 

Another study [5] suggested a new fog model for managing users' data in smart cities 

(see Figure 14). The model presented two algorithms for data assessment and recovery in case 

of attacks. The model differentiated between two types of fog nodes (private and public) to 

serve the different computing duties in the city. The private nodes, which are not accessible by 

the citizens, will manage the public utilities in the city like water, electricity, etc. On the other 

hand, the public nodes will serve the people and provide the link to the private nodes. 
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Figure 14: Fog Computing Model in Smart Cities [5] 

Then, the authors developed an algorithm to evaluate the damage to the database after being 

attacked. This algorithm will scan the different nodes in the system and locate the affected 

transactions relying on the generated logs. Finally, a recovery algorithm will fix the database by 

redoing the affected transactions. No simulation was done at the end to test the model. 

Starting from the fact that authentication alone can not protect the fog computing 

environment because of malicious transactions from authorized users, [31] proposed a model 

to isolate the affected fog nodes and reduce the damaging effect. The new model, which is 

named COMITMENT, imposes a set of procedures to ensure a specific quality of service and a 

safe environment to exchange data. It is equipped on every fog node and can monitor several 

services at the same time. For security reasons, the software's algorithm builds trust records 

and labels the trusted and malicious fog nodes. On the performance side, COMITMENT 

manages the amount of data processed at each node; thus, enhancing response time. The 



  29 

simulations showed that the model decreased the intensity of the attacks by 66% and reduced 

the average latency by 15 sec. 

The authors in [32] targeted the detection of malicious nodes as a way to mitigate the 

damage. The mechanism to detect those nodes relied on an algorithm that studied the 

behavior and correlation between the different fog servers. For example, an unusual action or 

communication between two fog nodes could be a signal that there is an attack. In addition, it 

uses a rating method in which reaching a specific threshold raises a warning. This model proved 

its importance and effectiveness in the field of vehicles ad hock networks in fog topology. 

Similar to [32] in the method to detect malicious nodes, the authors in [33] presented 

the model "DataIDS" that is responsible for detecting the attacks on the database of the fog 

nodes. Such a model showed a data analysis methodology to generate dependency graphs and 

catch any unexpected behavior in the system, which can be evidence of an attack. The 

simulation of the suggested model showed an effective response toward the noise, replay, and 

stuck-at attacks. Although the paper showed good outcomes in the experimental results, it 

didn't go over any recovery approach to cancel the effects of the attack. 

A survey presented in [34] studied the integration between machine learning and 

artificial intelligence from one side with the security of the fog computing system that uses IoT 

devices. The survey showed that machine learning algorithms were widely used as an effective 

technique to secure the data in fog computing and protect it against different types of attacks. 

For example, the Random Forest algorithm assisted in the assessment of the damage after 

malicious actions. Naive Bayes provided probability models to detect the attacks on the 
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database. Principal Component Analysis (PCA) algorithm was widely adopted in building 

intrusion detection systems to catch unusual actions. 

2.2.2 Prevention 

Prevention solutions in fog computing mainly focus on blockchain technology because of 

the distributed ledger structure that stops the attacker from committing any transaction without 

being approved by the majority of the chain's users. In addition, blockchain provides a private 

environment where different entities in the chain can exchange information without being 

tracked. Thus, hackers will find an additional problem in understanding the communication 

architecture of the system. This sub-section will provide the latest and most important studies 

that tackled this situation. 

The researchers in [35] presented a blockchain architecture for fog computing to manage 

the healthcare records generated by the IoT devices. Their study focused on inserting a new fog 

layer to increase the capabilities and performance of the suggested model. The system eliminates 

the latency and throughput problems caused by the direct use of IoT devices. The blockchain 

ledger was built over the fog layer, forming what they called FogChain. 

The model supports real-time data exchange and provides a suitable response time for many 

types of applications (see figure 15). 
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Figure 15: FOGCHAIN architecture presented in [35] 

Results showed that the suggested model was better than the cloud model in the number of 

performed transactions and response time. The model achieved 66% better response time in 

comparison to the default cloud architecture. 

The authors in [19] tackled the case of integrating the fog computing and IoT with the 

evolving blockchain technology. The author suggested a model that uses fog nodes as users in 

the blockchain ledger to provide a secure environment for communication and exchanging data. 

Moreover, they presented an algorithm for IoT devices to help in the process of sharing 

information and creating new blocks in the chain. The algorithm's main operations were 

searching, selecting, and examining the environment. Moreover, they were the main metrics to 

test the performance of the model. In the end, the results showed good performance. Although 

the paper had promising results, it did not take into consideration the scalability factor that could 

eliminate the advantages of the system. In addition, the author evaluated the system 

performance using the local parameters, which may be insufficient to get an accurate result. 

In [21], a blockchain-based fog model was proposed to provide a secure environment for 

data exchange. The paper claimed that the main source of the threat was the data produced from 
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the IoT devices at the patient level. For that reason, they suggested a structure that uses 

blockchain technology and encrypted digital signatures to protect the data at the fog nodes from 

being illegally modified. Moreover, the transparency of the blockchain transactions enhanced the 

fog computing defense and made tracking modifications easier. The experimental simulations 

relied on two metrics response time and space complexity. Results showed that the model had 

good performance on security and scalability levels. 

In the last few years, smart cities models have become a field of interest for many 

researchers. The authors of [20] developed a new structure for smart cities based on fog 

computing and blockchain technology to enhance the security features and to get a better system 

performance. The model consisted of a set of layers (Fog, IoT, and Cloud) that cooperate and 

exchange information to satisfy the different needs of the users. The blockchain, which was on 

top of the IoT layer, provided the necessary protection against malicious transactions. In addition, 

the model adopted a set of encryption and authentication steps to ensure the identity of the 

users before accessing the system. Experimental results, which used the IFogSim software, 

showed promising results in terms of security, response time, and energy consumption. Despite 

the advantages of the model, the authors did not go over the scalability factor, which could 

greatly affect the performance. 

With the increase in the number of users in the blockchain ledger, the technology suffered 

from a decrease in performance, causing a lot of delays in creating new blocks. For that reason, 

many studies tried to achieve scalable and secure chains that can meet the user's requirements. 

In [8], the researchers integrated the fog computing environment with an improved version of 

the blockchain, which is sidechains. Sidechains partitioned the whole system into several chains 
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that can work independently but with the cooperation of a root chain. It is worth mentioning 

here that those sub-chains may share the same structure and architecture or may not. In the 

simulation, the authors used the plasma software, considering some low-power IoT devices as 

users in the chains. In addition, they used Rasberry pi hardware to play the role of the clients. 

Experimental results showed that the new model was able to achieve better utilization of the 

processing power and get more successful transactions. 

Another paper [17] focused on the sidechain solution as a way to overcome the scalability 

problem in fog computing. This study presented an architecture that is capable of combining the 

work of several sidechains with the coordination with the root chain. In addition, it supported an 

access mechanism to regulate the work of the different ledgers and approve the set of generated 

transactions in the system. The simulation was done through IOTA Tangle software with many 

metrics such as throughput, latency, and sending rate. Experimental results showed the 

scalability and efficiency of the model compared to the regular blockchain. 
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Chapter 3 

The Suggested Model 

 
 
This section of the thesis will present the model and the approach adopted in this work. As 

previously mentioned, fog computing architecture showed promising performance in 

applications that require strict quality of service constraints. In the field of healthcare, those 

constraints are the latency and the response time because of the importance of getting 

updated information about the patient's records. Moreover, any outdated or misleading data 

could put lives at risk. In addition, some healthcare applications require a consistent 

notification system that sends accurate and precise information. 

Although fog computing presents an effective and efficient environment for data exchange in 

the healthcare system, it is still vulnerable to malicious transactions that could spread out 

through the whole system, causing a lot of corruption. The suggested model will solve this 

problem by using blockchain technology that is capable of rejecting untrusted transactions 

based on the approval of the available fog nodes. Moreover, the model will overcome the 

scalability problem with its clustering and sidechain technique. 

3.1 Model/Overview 

The model will start first by clustering the fog nodes based on the frequency of communication 

and with a number k that specifies the minimum number of nodes in a cluster. This step will 

help in locating the fog nodes that regularly exchange data between each other. Thus, providing 
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local privacy between those nodes. The k-means clustering algorithm [36] is adopted in the 

model, and a number N will specify the number of clusters. Before running the clustering 

algorithm, the least 10 interacting fog nodes will be excluded and will form the main chain of 

the system.  

We chose number ten to form the main ledger because it is widely recommended that 

the minimum number of nodes to form a secure blockchain is seven. The recommendation was 

based on the fact that seven nodes provide more than 66% agreement between nodes with the 

ability to tolerate two untrusted participants. 

The k-means clustering algorithm will work based on the number of communications between 

the different nodes and will cluster them accordingly. It is clear that the more links between 

two nodes, the more likely they will be in the same cluster when the algorithm converges. Then 

the formed clusters will form the sidechains, and each node within the cluster will represent a 

user in the chain. The fog node in a specific cluster will be responsible for committing the 

transactions for all the connected IoT devices. In addition, the transactions within each 

sidechain will be monitored and approved by the nodes of the cluster only. Such a step can 

provide more privacy for the entities that require a level of secrecy and doesn't want their data 

to be visualized or tracked. The creation of the sidechains is done through the plasma 

framework, which initializes a ledger with a given number of transactions and specific data to 

be processed. Moreover, all the manipulation process (adding blocks) is based on the Ethereum 

protocols that involve specific features like smart contracts, Decentralized Autonomous 

Organizations (DAO), and digital token. Figure 16 illustrates the mentioned steps. 
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Figure 16: A Fog Cluster 

Each block consists of a set of parameters that are essential for its functioning (see figure 17): 

Block ID (same as Transaction ID): is a unique attribute that refers to a specific block. 

Hash: As stated in chapter 1, each block has a unique hash that ensures that the block is not 

altered or modified by unauthorized users. 

Previous Block Hash: This parameter creates the ledger structure by linking the different blocks 

to each other. When a block is modified, it will change its hash, thus making the link 

inconsistent. For that reason, it is considered the main defense mechanism in the blockchain. 

Encrypted content: The healthcare data is encrypted and saved in this attribute of the block. 

Signature: This attribute links the creation of the block to a specific entity without knowing the 

actual identity. 

Timestamp: Records the date of the creation of the block. 
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Figure 17:Block Structure 

The main chain will consist of the fog nodes in the system that do not belong to any cluster or 

preselected ones. This chain will be responsible for exchanging the transactions between the 

different sidechains. The communication between the sidechains and main chain will be 

through a protocol called a 2-way peg, which ensures the integrity of the data transmitted 

between them. This protocol is the most important component in cross-chain data exchange 

because it ensures the correct communication and information transfer from one chain to the 

other. Moreover, it obliges both chains through a digital contract to abide by the confirmed 

data transactions. Similar to side chain creation, the main chain involves the same set of 

features provided by the plasma framework. The main chain is built based on the data provided 

for the ten selected nodes and allows the cross-chain data exchange using the 2-way-peg 

protocol. 

Coordinator 

The coordinator presented in the model is a computer program that is responsible for the 

encryption/decryption process to ensure that the data is only accessible by authorized users. 

Moreover, it plays a role in helping the recipient node to find the intended data after being 

uploaded to the main chain. 

 



  38 

Encryption/Decryption process 

This process is done based on the private and public keys concepts that can protect the data 

from unauthorized access. The public key will be shared between all the nodes and has the role 

of encrypting the data. On the other hand, the private key is given to specific nodes that have 

the right to decrypt the data (see figure 18). 

 

Figure 18: Public and Private Key Concept 

First, the node uploading the data will encrypt it using the public key provided to all the nodes 

(sent by the coordinator). In the next step, the coordinator will follow a predefined set of 

privileges to send the private key to the authorized recipients to ensure their right in accessing 

the data. 

Implementing the different chains in the model is done through the plasma framework [37] 

that allows the available active nodes to be divided into chains. The framework creates the 

chains using an interface that permits adding the nodes to each chain (including the main chain) 

and setting the different attributes like proof of work, time to approve a block, and the data 

exchanged. Moreover, this software specifies the data exchange scheme that will select the 

data used in the model and the flow of data and transactions between the different entities in 



  39 

the simulation. The importance of this framework is in the 2-way-peg protocol, which ensures a 

smooth data transfer between any two chains. This protocol works by locking the data on the 

sending chain first and then using a smart contract, the data will be transferred without any 

modification to its intended destination. 

 

Figure 19: The Complete Model 

Pseudo Code 

This subsection will present the pseudo-code for the creation of the whole model. It will 

include the clustering method, the creation of the chains, and the data mapping to the chains. 

1. k // minimum number of nodes per cluster 
2. N // number of clusters 
3. D //data 
4. Exclude the 10 least active nodes from D 
5. Run k-means (D, k, N) 
6. Establish SideChains + MainChain 
7. Map the data to the different chains; 
8. Run the transactions 
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3.2  How the model works? 

3.2.1 In the sidechain of a specific cluster 
 

In a given cluster, when a node commits a transaction, a block is created containing the 

encrypted data with a specific hash and points to the hash of the previous block. This process is 

done using the plasma framework that links the different blocks and updates the ledger at each 

node within the cluster. This block is then sent to the other fog nodes in the same cluster to 

check if it is accepted or not (All/Majority of the users). Finally, if the approval is achieved, the 

block is added to the sidechain of all the users (in the same cluster); else, it will be deleted. 

Pseudo Code 

The below pseudo code will present the functionality of the sidechain in a specific cluster, 

including the approval mechanism and the nodes creation process. 

1. Di  database of Fog node i 
2. Tj  Transaction j 
3. Li  SideChain ledger of node i 
4. Bj  Block of transaction j 
5. If Tj.Is_committed(Di) 
6.          Bj.Create(); 
7. If majority of nodes approve 
8.          Bj.Add_To(Li); 
9. Else 
10.          Bj.Remove(); 

          

3.2.2 Exchanging data between clusters: 

When two fog nodes in two different clusters need to exchange information, the data will be 

sent first to the main chain through the 2-way-peg protocol. This protocol is responsible for 

ensuring the integrity of the data while being transferred from one chain to the other. 
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Moreover, it will lock the data in the side chain and wait until the smart contract is initiated to 

transfer it from one chain to the other. Then, from the main chain to the targeted cluster (also 

using the 2-way-peg), the fog node could get the data. It is worth mentioning here that at every 

included chain, a new block will be added to the ledger. 

Pseudo Code 

This part shows the functionality of the whole model when communication between the 

different clusters is involved. It will include how the data is transferred from one block to the 

other and blocks creation locations. 

1. Di  database of Fog node i 
2. Dy  database of Fog node y 
3. Tj  Transaction j //sending data to main chain 
4. Tk  Transaction k //receiving data from the main chain 
5. Tm  Transaction m // posting data on the main chain 
6. Lm  Main Ledger 
7. Li  SideChain ledger of node i 
8. Ly  SideChain ledger of node y 
9. Bj  Block of transaction j 
10. Bk  Block of transaction k 
11. Bm  Block of transaction m 
12. If Tj.is_Commited(Di) 
13.        Bj.Create(); 
14. If majority of nodes approves (Cluster i) 
15.          Bj.Add_To(Li); 
16. Else 
17.          Bj.Remove(); 
18.          End_Process(); 
19. If  Tm.is_Commited(Di) 
20.         Bm.Create(); 
21. If majority of nodes approves (Main Chain) 
22.        Bm.Add_To(Lm); 
23. Else 
24.        Bm_Remove(); 
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25.        End_Process(); 
26. If Tk.is_Commited(Di) 
27.        Bk.Create(); 
28. If majority of nodes approves (Cluster y) 
29.        Bk.Add_To(Ly); 
30. Else 
31.        Bk.Remove(); 
32.        End_Process(); 

 

3.3  An Example 

In this sub-section, we will demonstrate how the suggested model works in the case of 

intercluster and intracluster communication. 

3.2.1 Data exchange within a cluster: 

After taking some medical measures for a patient called “Jad”, the responsible department 

decided to upload the data into the sidechain to be visible to the others. The table below shows 

the records of the patients. 

 

ID Name Temp Weight 

1234 Jad 38 70 

    

Table 1Records number 1 of Jad 

As a first step, the fog nodes responsible for the operation will create a new block containing 

the encrypted data of Jad and a hash corresponding to it. Then, if the majority of the nodes 

approve the block creation, it will be added to the ledger of the cluster. The votes are managed 

and organized using the plasma framework that is capable of gathering the votes and giving the 

decision of the new block.  
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Let's suppose that the transaction of Jad was successful. Now a doctor from another fog node 

within the same cluster needs to access the data. He needs to request permission for the data 

(from the entity which uploaded the data) through the coordinator, who will provide the 

necessary private decryption key. After obtaining the private key, the node will be able to 

decrypt and use the content of the intended node on the distributed ledger of the sidechain. 

3.2.2 Data exchange between clusters: 

In a hospital, the emergency department is in fog cluster 1, and the X-Ray entity is in fog cluster 

2. A patient called Sami entered the emergency and had the following record: 

ID Name Temp Weight 

4321 Jad 37 75 

    

    

Table 2Records number 2 of Jad 

After transferring the patient to the X-Ray department, doctors in that department requested 

the old data. 

Fog cluster 1 will request creating a new block on the main chain containing the data (with the 

help of the coordinator). Then, the coordinator will be responsible for exchanging the crypto-

keys between the targeted fog nodes. Using the 2-way-peg protocol, the sidechain of the first 

cluster will add the data to the main chain through another cross-chain operation. The second 

cluster will be able to get the data to its ledger. The data is finally decrypted using the private 

key provided by the coordinator.  
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Chapter 4 

Experimental Results 

 
 
This part of the thesis will examine the experimental results after the simulation of the 

suggested model. It will first introduce the simulation software which was used to get the 

results. Then it will go over the dataset. Finally, it will show the achieved results. 

 

4.1  Simulation Software 

The Plasma framework was used to simulate the functionality of the suggested model. This 

framework supports InterLedger Protocols, which play a vital role in the data exchange 

between the different chains. Truffle and Ganache were also used to allow the smart contract 

in the environment. 

 

4.2  Data 

We used simulated data for fog computing in the healthcare systems to test the 

suggested model. The dataset consists of medical reports for clients, assuming that the records 

may be X-ray photos, medicine prescriptions, or any type of text [7]. In the model, we will 

assume that the block in the sidechain and mainchain can have a single medical report only.  

The maximum size that a block can handle is 2.53 KB. 
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4.3  Hardware 

In the simulation, a 2.30GHz computer with 8 GB of RAM, a core i7 processor, 1 TB hard disk, 

and a 64-bit windows operating system was used to run the Plasma framework. 

 

4.4  Performance 

This subsection will focus on presenting the results after doing the simulation on the Plasma 

framework. The metrics “Transaction per minute”, “Latency”, and “Response time” will be used 

to study the performance and scalability of the model in comparison with the default 

blockchain approach. Moreover, the data exchange size will be tracked as well. In addition, a 

discussion of the achieved results will be discussed and analyzed. 

In figure 19, the graph shows the performance of a single chain in comparison with five 

sidechains. It focused on studying the number of committed transactions as a function of time. 

Results clearly show that the model that contains the five chains is superior in terms of 

productivity, which lead to more transactions in the given time. The clustering technique, which 

decreased the number of nodes in each one of the sidechains, made the data exchange 

smoother and faster because the approval of the transactions is required by a smaller number 

of nodes. In addition, the proof of work, which is an elementary protocol in providing the 

securing and validity in the chains, requires less running time in comparison to having a single 

chain model. 

In figure 19, at minute two, we can spot the little curve in the five chains model; this is justified 

by the fact that the simulation is on a single computer that may encounter a varying 

performance depending on the RAM and CPU utilization. 



  46 

 

Figure 19: Time versus Transactions performed 

Figure 20, on the other hand, studied another Latency which is an important metric 

when assessing the effectiveness of a blockchain mode. This metric is defined as the time from 

the submission of the transaction until it was successfully rejected or accepted on the chain. 

The graph in the figure clearly showed less latency for the new model because of the fewer 

number of transactions per chain, so the transaction time to be approved or disapproved will 

be less.  

Although the size of the block is 2.53 KB, in the 5 clusters model, we can spot that the latency 

decreased because of the less pressure on the chains, which leads to more data exchange and 

less latency for the transactions. 

Similar to the previous figure, we can spot the small change in performance and a curve at 

minutes two and four because of the change in the computer processing power. 
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Figure 20: Time versus Average Latency 

In the simulation, this thesis studied the size of data exchange through the model. The 

data exchange is the amount of data that went through the blockchain using the transactions. 

Figure 21 shows the data that entered the two models as a function of time. It is clear that the 

new model allowed much data to enter the chains. This superiority could be explained by the 

less latency and more transactions that are being approved to the suggested architecture. The 

clustering technique allowed more data flow throughout the model because it eliminated the 

single chain structure, which proved to allow less data exchange when a large number of 

entities are manipulating data. 
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Figure 21: Time versus Size of Data Exchange 

After studying the performance of the model, figures 22 and 23 tackle the scalability 

when increasing the number of clusters to a large number. The model was tested when the 

number of clusters was 30 to check its ability and effectivity in adding blocks to the ledgers.  

It is clear that the increase in the number of clusters positively enhanced the performance of 

the system in terms of the data exchange and the number of performed transactions. This 

promising result proves the importance of the model as a scalable solution for fog computing 

because of the ability to deal with information systems with a high number of nodes.  

The clustering technique eliminates the single chain structure that highly affects scalability and 

requires the validation process for a huge number of nodes. Moreover, it takes the advantage 

of the sidechain architecture that requires less effort in block creation, which leads to better 

system throughput. In addition, the sidechain does not require permanent connectivity with 

the mainchain, which avoids the bottleneck problem. 
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Figure 22: Time versus Size of Data Exchange 

 

Figure 23: Time versus Transactions performed 

We compared our model to the system presented in [35]. In this study, the authors 

showed a novel architecture in securing healthcare records in a fog environment. The model 

focused on a new fog layer to secure the system and provide better throughput and real-time 

services. 
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Because the model in [35] adopted a block of the size of 1KB and 0.1KB, we performed the 

simulation on the same block sizes. Figures 24 shows a comparison between our approach (30 

clusters) and the system presented in [35] in terms of throughput (Transactions per second). 

The bar graph clearly shows that our model is superior in terms of the number of transactions 

performed; This could be justified by the clustering algorithm that forms the side chains and 

decreases the validation time required by each transaction. 

 

Figure 24 Comparison between our Model and [35] in terms of Throughput 

In addition to throughput, we could compare our model with the latency results presented in 

[35] and the latency of the cloud model. Results presented in figure 25 shows the superiority of 

our model in term of latency. The sidechains with their smaller node numbers can allow the 

transactions to be committed faster and decrease the time required for the validation process. 
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Figure 25: Comparison between our Model, [35], and Cloud in terms of Latency 
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Chapter 5 

Conclusion and Future Work 

 
Cloud computing, with its services enhanced the performance of information systems. 

Those services allowed the users to benefit from better processing power, more options, and 

enormous storage. However, with the prosperity of IoT devices and the increase in complexity 

and demands of the programs, the cloud was not able to satisfy the user's needs. For that 

reason, the fog layer came as an enhancement to the cloud and offered the users a variety of 

advantages, including fast response time and less latency. Despite the superiority of the fog, it 

is still a target for attackers who commit malicious transactions between the different nodes. 

Based on that, this work suggested a fog model based on a clustering algorithm to form 

a set of sidechains for monitoring the flow of transactions throughout the system. In addition, it 

addressed the scalability problem, which is one of the common drawbacks of blockchain 

technology and could eliminate its advantages. 

The security in the model comes from the hash structure that protects the nodes from 

being altered. This defense mechanism forces the attacker to change the hash of all the 

preceding blocks at all the users, which seems impossible. In addition, the decision mechanism 

protects the system from injecting bad transactions. 

In future work, we could use real data in the simulation process to get more accurate 

and closer to real-world applications. Testing the model on industrial data helps to detect 

problems that do not appear when using computer-made data. In addition, this work may 
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adopt a different clustering algorithm or use another metric than the frequency of 

communication when clustering. This modification may lead to different discoveries. In 

addition, for the evaluation process, researchers could use other blockchain metrics in the 

assessment process. For example, response time could be a metric to study in future research 

other than transactions per minute and latency that were used to evaluate the model. 
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