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ABSTRACT
In recent years, blockchain technology has shown to be an object of interest in many
different domains (finance, banking, insurance, etc.). However, before it can achieve its
full potential, it needs to find an effective framework.
The main focus of this work will be the legality of the relationship between contract law
and the use of blockchain technology through smart contract programs. We will examine
the many challenges related to this specific pairing, as well as give potential solutions to
some of them. Moreover, we will see that this relationship is a two-way street, meaning
that adapting smart contracts to fit the rules of contract law isn't enough. Adapting the
contract law to the functioning of smart contracts is also a necessity for this relationship
to work. The subject matter of this thesis is a good example of how for something to
work, both tech and legal domains need to be aligned.

Keywords: Blockchain technology, Smart contracts, Decentralized, Encrypted,
Automatized, Ethereum, Law, Contracts, Transaction, Future.
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Chapter One
Introduction
It’s difficult in this day and age not to be affected by the fast-moving pace of technology.
The most recent and certainly the most revolutionary since the discovery of the internet,
some would argue, is the blockchain technology. Supporting this fact are the estimations
of the World Economic Forum which predicts that in 2027, approximately 10% of the
global gross domestic product (GDP) would be stored on blockchain technology1 .
Because of this, it quickly started becoming the object of interest of different institutions,
commercial (banks, insurance companies) as well as governmental.

Before we can tackle the more important questions let’s start with the basics. Like every
good story, it begins with a promising protagonist that hasn't reached her’s/his full
potential. The protagonist of our story is the blockchain technology. If it already sounds
familiar that’s perhaps because you heard of it in conjunction with the cryptocurrency
Bitcoin. It was probably described to you as the underlying technology behind Bitcoin.
However, if you thought that blockchain took a back seat compared to Bitcoin’s glory,
you would be wrong.

The word blockchain is self-explanatory to a certain extent. Blockchain can be described
as a chain of blocks2 that store information. It is a technology that works as a distributed
ledger that records the history of all transactions made between its users from the
beginning of its creation. It’s entirely accessible to anyone. As soon as the data has been

1

World Economic Forum, Deep Shift, Technology Tipping Points and Social Impact, Survey Report 2015,
p. 24 (http://www3.weforum.org/docs WEF_GAC15_Technological_Tipping_Points_report_2015.pdf)
2

Blockchain Explained Investopedia (https://www.investopedia.com/terms/b/blockchain.asp)

1

recorded in the blockchain it becomes very difficult to change it3 . This decentralized
technology has many implications in the legal as well as in other domains. However, the
most significant one and the one relevant to our work would be its implication on
contract law through the intermediary of smart contracts.
The blockchain technology allows smart contracts to reach their full potential. Smart
contracts are essentially programs that permit automatic execution as well as the
conclusion of contracts. This contractual process seemingly excludes any human
intervention which raises new and important legal questions, that will be examined in the
paragraphs to come4.

Therefore, in order to measure the eventual impact of the blockchain technology on
contract law we will first have to understand the idiosyncrasy of its mechanism, as well
as the utility, strengths, and weaknesses of smart contracts(I); consequently this will
permit us to examine their implications and specific consequences not only on contract
law but on its ecosystem. These include lawyers, notaries public, but also new actors
such as programmers…(II) Finally, because the development of the blockchain
technology and smart contracts is fairly new and fast-changing it is important to proceed
with caution regarding the legislation to come. Thus the third part of this work will be
consecrated towards looking into the future and the many possibilities and questions it
brings(III).

3

How does a blockchain work ? Simply explained ( https://www.youtube.com/watch?v=SSo_EIwHSd4 )
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Les “Smart Contrats” en droit des obligations suisse, p. 53 Christoph Müller
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Chapter Two
The Notions And Functioning Of Blockchain
Technology And Smart Contracts
2.1 What is blockchain technology ?

2.1.1 A bit of history
The Blockchain technology isn’t a recent one. This idea was firstly developed in 1991 by
a group of researchers whose objective was to implement a system where document
timestamps could not be tampered with5, almost like a notary. However, the blockchain
idea stayed dormant until it was conceptualized and improved by a person (or group of
people) known as Satoshi Nakamoto in 20086 to create a digital cryptocurrency Bitcoin.

2.1.2 Definition : what is it?
Government of the people, by the people, for the people, shall not perish from the Earth.
Abraham Lincoln7

Blockchain is a technology that combines different technologies applied in various new
ways. It is built on a platform using protocols, the hashing system, the peer-to-peer
network and the security that is ensured by private key cryptography for identity.8 The
objective of blockchain is the transmission and storage of data on a network, using a
5

How does a blockchain work ? Simply explained ( https://www.youtube.com/watch?v=SSo_EIwHSd4 )
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How does a blockchain work ? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4 )

7 Abraham

Lincoln; Brainy Quote; (https://www.brainyquote.com/quotes/abraham_lincoln_101395)

A Simple Introduction to Blockchain Algorithms; Zee Ali; (https://blog.goodaudience.com/a-simpleintroduction-to-blockchain-algorithms-ca05b9bcc32f)
8
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decentralized control system, without the intervention of any third party9 . In other words,
the blockchain technology can be compared to a published book with numbered pages
that everyone can read and see10.
Before we venture into the next part and explain how the blockchain technology works
as well as why it is so special, we need to understand what is held in the “building
block” of the blockchain. Each block contains four main things: data, the hash of that
data, the hash of the previous block11 as well as a timestamp.
“The data that is stored inside a block depends on the type of blockchain”12. If we were
to take the example of the Bitcoin blockchain, we would find that it stores details of the
transaction inside the block. These details encompass information related to the sender,
receiver, and the number of coins that the sender wanted to send in the transaction13.
The hash is a scrambled number that is used as a security measure against subsequent
attempts of modification or tampering, intending to verify the authenticity of the chain of
transactions14. Moreover, there are two types of blockchains: the public and the private
one15. In this assessment, we will only be focusing on the public blockchain.

Blockchain: l’exemple des smart contracts; Entre innovation et précaution; Mustafa Mekki (https://
lesconferences.openum.ca/files/sites/97/2018/05/Smart-contracts.pdf)
9

Blockchain application land register: Georgia and Sweden leading; Marcell Nimfuehr (https://
medium.com/bitcoinblase/blockchain-application-land-register-georgia-and-sweden-leadinge7fa9800170c
10

11

How does a blockchain Work? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4

12

How Does Blockchain Work? Inpim (https://www.inpim.org/how-does-blockchain-work/)
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How does a blockchain Work? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4 )
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Les “Smart Contrats” en droit des obligations suisse, p. 58 Christoph Müller

What Different Types of Blockchains are There? dragonchcian.com (https://dragonchain.com/blog/
differences-between-public-private-blockchains/)
15
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2.1.3 What makes this technology so special and how does it work ?

In their book “Blockchain and the Law: The Rule of Code” the authors Aaron Wright
and Primavera De Filippi underline the unique characteristics of blockchain technology.

Firstly, the blockchain technology works as a global and transnational network. Meaning
that it operates like the internet. Consequently, anywhere that the users can access the
internet, they can access the blockchain as well.

Secondly, blockchain functions on a peer-to-peer network. This implies that all data is
available and shared with all the participants to review. So when someone joins the
network, he gets the full copy of the blockchain. Therefore this allows for a very
important feature to take place, which is transparency. Yet, peer-to-peer technology isn’t
a new one. The average internet user was initially using it for pirating music and films.
Even though it’s beginnings weren't on the legitimate side, the peer-to-peer technology
quickly found legitimate uses powering applications such as Skype (for telephony) and
Spotify (streaming music)16.

Thirdly, the magic ingredient that makes blockchain technology work is cryptography.
Again, as was the case with peer-to-peer technology, cryptography isn’t new as well.
However, blockchain is the latest and unexpected use of cryptography. More precisely,
cryptography consists of a “mathematical scrambling that is used to boil down an
original piece of information into a code that is known as a hash”17 . Every block that is
added to the chain contains its own unique and original hash (“similar to a fingerprint”18 )

The promise of the blockchain :The trust machine; The Economist; (https://www.economist.com/
leaders/2015/10/31/the-trust-machine)
16

17

The promise of the blockchain -The trust machine; The Economist; (https://www.economist.com/
leaders/2015/10/31/the-trust-machine)
18

How does a blockchain work? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4 )
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as well as the hash of the previous block added to the chain. Therefore if anyone were to
attempt to tamper with the hash of one of the blocks, they would be tampering with all
the subsequent blocks at the same time. This will automatically alert the whole network
and the tampered block will be rejected immediately.
Moreover, next to adding a degree of security to the blockchain, cryptography enables
these records to be digitally signed. In practice, one way to think about these
transactions, in the case of Bitcoin blockchains is that it is a chain of digitally signed
transactions. So we know which accounts are engaging in a transaction at any point in
time19.
For example, Tom wants to send his cryptocurrency (Ether) to Mark. Tom and Mark
each possess two different keys (unique codes), a private and a public one20. The public
key gives the possibility of managing your private account so that you can receive any
transaction that other participants have made on the blockchain. The private key makes it
possible to manage your transactions on the blockchain. Thus for making a transaction,
the sender in our case Tom would have to sign with his private key and send the
cryptocurrency to the address of the receiver, Mark. To prevent the misuse by nonauthorized individuals of the account, every participant must keep his private key a
secret (much like the password of your email address). In short, the integrity of the
database is ensured by cryptography.

In fourth place, blockchain provides for a resilient and tamper-resistant data. Because
blockchain constitutes a database that is massively replicated across many different
computers, it’s highly resilient. There are copies of all these transactional data on a

19

“Blockchain and the Law: The Rule of Code” Aaron Wright and Primavera De Filippi

Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
Contracts; Ari Herbert (http://wakeforestlawreview.com/2018/01/harry-potter-ethereum-and-theblockchain-revised-implications-and-current-shortcomings-of-smart-contracts/)
20
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blockchain and they are stored on various nodes21 that are scattered across the globe. To
illustrate, if you were to do a transaction using the cryptocurrency Bitcoin, the
transaction would be stored on its blockchain (which by itself is highly tamper resistant).
If the Bitcoin network had for example 25 000 nodes, the exact copy of our Bitcoin
transaction (aka the blockchain containing it) would be stored on each node. Therefore
making 25 000 exact copies of that transaction. Storing information in many places at
the same time means that no single place can control all the nodes and that it is unlikely
that one will be able to convince the world that the fake version is the real one22.

Fifth, the mechanism that Blockchain seams to use is the “consensus mechanism”.
In simplified words, each node adds a new block (containing the new transaction) to its
own blockchain. Then all the nodes create consensus.23 Meaning that they agree which
blocks are valid and which aren’t24 (using peer-to-peer network). Blocks that are
tampered with will be rejected by other nodes on the network25 and the valid ones will
be added to the chain of each of the nodes. Moreover, once added to the chain, the
information registered on the block cannot be canceled retroactively. It becomes
inalterable.
A more pragmatic way to look at it is through an experiment given by Nolan Bauerle to
better understand the benefit of a distributed network. “If a tree falls in a forest, with

“A node can be any active electronic device, including a computer, phone or even a printer, as long as it
is connected to the internet and as such has an IP address. The role of a node is to support the network by
maintaining a copy of a blockchain and, in some cases, to process transactions.”
“Therefore, a full node will store all blockchain information such as records and transactions”.
https://lisk.io/academy/blockchain-basics/how-does-blockchain-work/nodes
21

22

Blockchain application land register: Georgia and Sweden leading; Marcell Nimfuehr (https://
medium.com/bitcoinblase/blockchain-application-land-register-georgia-and-sweden-leadinge7fa9800170c
23

How does a blockchain work ? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4 )
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How does a blockchain work ? Simply explained ( https://www.youtube.com/watch?v=SSo_EIwHSd4 )
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How does a blockchain work ? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4 )
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cameras to record its fall, we can be pretty certain that the tree fell because we have
visual evidence”26. To further explain, if no one was there to hear the tree fall and record
it, we wouldn't know how that tree fell nor the sound that it made. If only one person
recorded the fall we would need to verify that they are a reliable source. However, the
optimal situation would be to have multiple people recording the tree fall. Then we
wouldn't need to verify the source, because the group that recorded the fall would have
reached a consensus on how the tree fell and the sound it made27. This optimal situation
is a good illustration of the efficiency of the consensus mechanism used by the
blockchain technology.
In technical terms, consensus is reached by a variety of technical methods such as proof
of work or proof of stake 28. As soon as it is reached, the consensus enables the network
to create a tamper-resistant data. Furthermore, in order to tamper with the blockchain
you’ll need to do three things. Firstly, tamper with all the blocks of the chain separately,
then re-do the proof of work for each block and finally take control of more than 50% of
the peer-to peer-network29. The latter point would mean that you would have to convince
more than 50% of the network users (ex 18 000 of them) that the block you tampered
with is valid, which is almost virtually impossible.

26

How Does Blockchain Technology Work? Nolan Bauerle (https://www.coindesk.com/information/howdoes-blockchain-technology-work) ( analogy of the tree falling in the-woods)
Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
Contracts; Ari Herbert (http://wakeforestlawreview.com/2018/01/harry-potter-ethereum-and-theblockchain-revised-implications-and-current-shortcomings-of-smart-contracts/)
27

28

Proof of Work vs Proof of Stake: Basic Mining Guide Ameer Rosic ( https://blockgeeks.com/guides/
proof-of-work-vs-proof-of-stake/)
29

How does a blockchain work? Simply explained ( https://www.youtube.com/watch?v=SSo EIwHSd4 )

8

The sixth characteristic of blockchain is that they are pseudonymous. This means that
you don't need to identify yourself as an individual in the network to participate in it.
You can create an account like an e-mail address and be free to use the network30.

Finally, the thing that keeps blockchain technology alive and popular is the incentive
mechanisms31 put in place by the founders of blockchain platforms (Bitcoin, Ethereum).
The objective of these incentives mechanisms is to induce a climate of cooperation
between the participants as well as to popularize and secure the success of their platform.
“Therefore the incentives are the foundation for blockchain platforms”32.
An overly simplified example would be that the Bitcoin platform has two different types
of users. Ones that are there to make a transaction and those who are there to verify this
transaction and add a new block to the chain. The latter type of users are called “miners”
and they verify the validity of the new block so that it can be added to the chain
(confirming a transaction). This verification process is done by solving a “computational
problem”33. A significant computer power is needed to achieve this, however, once it is
solved, the miner is paid in the bitcoin cryptocurrency for his work and contribution.
Thanks to these incentive mechanisms there is a newly emerging field in economics
called crypto-economics that relies on blockchain-based systems 34. Furthermore, one of
the takeaways of these blockchain-based platforms is that there are different types of
interactions that are emerging between various parties in the network.

30

“Blockchain and the Law: The Rule of Code” Aaron Wright and Primavera De Filippi

31

“An incentive is any design element of a system that influences the behavior of system participants by
changing the relative costs and benefits of choices those participants may make”. Blockchain Incentive
Structures: What they are and why they matter?; Kathy Barrera (https://medium.com/@cathybarreraphd)
Blockchain Incentive Structures: What they are and why they matter? Kathy Barrera (https://
medium.com/@cathybarreraphd)
32

33

https://www.buybitcoinworldwide.com/mining/

34

“Blockchain and the Law: The Rule of Code” Aaron Wright and Primavera De Filippi
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So far, we have seen the technical originality of the blockchain technology, in the next
part, we will examine how this technology translates in practice and why it is a
revolutionary tool for society.

2.1.4 Blockchain, the “trust machine”35?

“The technology behind bitcoin could transform how the economy works36” claims an
article from the Economist. This promising statement isn’t one of a kind. An idea
developed by Aaron Wright and Primavera de Filippi in the article "Decentralized
Blockchain Technology and the Rise of Lex Cryptographia” suggests that the
blockchain technology may give rise to a new type of a legal order, the so-called “Lex
Cryptographia (code as law)”. These two authors came up with this idea based on its
now predecessor “Lex Informatica37 (Code is law)”. The latter suggests that with the
birth of the internet, online services started influencing our lives and the way we behave
on the internet. Technological systems design choices and impose rules on its
participants. Consequently, traditional legal sources and the government stopped being
the only sources of lawmaking.
However even if “code is increasingly used as a way to regulate behaviors”, regulators
such as traditional lawmakers “can influence that code by exerting pressure on the
platform operators to influence the code that will in return influence the behavior of
internet users38”.

35

The promise of the blockchain:The Trust Machine; The Economist (https://www.economist.com/leaders/
2015/10/31/the-trust-machine
The promise of the blockchain: The Trust Machine;The Economist (https://www.economist.com/leaders/
2015/10/31/the-trust-machine
36

37

Blockchains and the Emergence of a Lex Cryptographia; John Danaher; Institute for Ethics and
Emerging Technologies (https://ieet.org/index.php/IEET2/more/Danaher20160411)
Blockchain and the Law: The Rule of Code; The Berkman Klein Center for Internet & Society (https://
www.youtube.com/watch?v=UH1tQidGR9U)
38
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On the other hand, what “Lex Cryptographica” suggests, is that after the revolutionary
discovery of the internet (Lex Informatica) the next big technological upheaval, having a
direct effect on the law, would be brought by the blockchain technology. This would be
done by having rules encapsulated into blockchain-based code. This approach to rules
and law, in general, is supported by libertarians and crypto-anarchists, who are in favor
of an “algocratic”, code-based social governance.
The reasoning behind the distinction between these two philosophies lies in that “Lex
Cryptographica” means order without law. To explain, contrary to “Lex Informatica
(code is law)”, there is no centralized operator or identifiable actor that can influence the
execution of the technological system. “Lex Cryptographica” introduces two new
features that are disintermediation and autonomy, which in their own right present legal
challenges that didn't exist in “ Lex Informatica”.

The first impact of “Lex Cryptographica” is to disintermediate transactions between the
network participants. Meaning that blockchain helps people who have no particular
confidence in each other collaborate without having to go through a neutral central
authority39.
As we have seen in previous paragraphs, blockchain uses cryptography and the system
of two individual and unique keys to identify the parties involved in any transaction. In
practice, this means that this identification system not only proves the identities of the
parties involved but more importantly shows that the parties intend to transact 40. Thus,
the system almost completely thins out the requirement for intermediaries because they
are no longer required to verify the parties and their intent 41. Using the blockchain
technology, particularly in the areas like the financial services industry has so far been
The promise of the blockchain: The Trust Machine; The Economist (https://www.economist.com/
leaders/2015/10/31/the-trust-machine
39

40

Les “ smart contrats” sont-ils contrats ? Jerôme Giusti (https://medium.com/@graldinesalord/les-smartcontracts-sont-ils-des-contrats-25f1bbd5e253)
Les “ smart contrats” sont-ils contrats ? Jerôme Giusti (https://medium.com/@graldinesalord/les-smartcontracts-sont-ils-des-contrats-25f1bbd5e253)
41
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shown to do a good job in storing assets as well as things like virtual currencies or
tokens.
One notable example of this is the Bitcoin blockchain. It effectively acts as a central
bank that’s administering a payments network, yet there are no laws to support it, only
code-based rules and smart contract programs. As for the inalterability, it is guaranteed
by the peer-to-peer network of independent participants42.

The second impact is automation and autonomy through the smart contract programs.
This implies that blockchain has the ability not only to store but also run potentially
autonomous code, without having a legal reparatory framework that’s underpinning it.
The smart contract programs help facilitate increasingly automated transactions that are
managed on a peer-to-peer network. These transactions are based on the value exchange
of things like virtual currencies (Bitcoin and Ether), but also things like votes or other
forms of social coordination 43…

To summarize, the biggest contributions of the blockchain technology to the law are the
disintermediation, automation, transfer of value, and the recording of proof.
Consequently, we can understand why blockchain lives up to its name “the trust
machine”.

2.1.5 What is it used for and who can use it?

Even if the potential of blockchain is still unclear and it’s gonna take a few years before
we can better understand it, it’ important to keep a close eye on it.
To comprehend the eventual possibilities of blockchain, we should start with its different
uses. There are three main ones. The first use of blockchain is the transmission of value
42

Les Blockchains et le droit, p.4; Boris Barraud

Blockchain and the Law: The Rule of Code; The Berkman Klein Center for Internet & Society (https://
www.youtube.com/watch?v=UH1tQidGR9U)
43
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through currency (Bitcoin, Ether, etc.) or tokens (present titles, rights, acts …). The
second use of blockchain refers to its preservation function. Blockchain technology
makes it possible to carry out record-keeping, in a manner that keeps information
unfalsifiable and secure whilst ensuring its time-stamping. Moreover, another
consequence of data preservation is better traceability of goods as wells as rights
(transport of merchandise, works of art, …). Finally, blockchain makes it possible to
securely automate certain steps in a contract or outside of it44.

In practice, because blockchain functions as a more secure ledger, it’s a cheaper
substitute for storing data such as land registers, ownership of luxury goods or works of
art. Using this tamper-free technology, documents can be put into a public blockchain
where they will, thanks to the verifying peer-to-peer network, no longer need a notary to
vouch for them. Due to blockchains data transparency and traceability, financial service
firms are looking at the possibility of using it as a way to record ownership instead of
having a series of internal ledgers. In this manner, the financial institutions would hit two
birds with one stone. They would function in a faster, more cost-effective way whilst
minimizing errors and rekindling the trust of their users.
“Santander reckons that it could save banks up to $20 billion a year by 2022. Twentyfive banks have just joined a blockchain startup, called R3 CEV, to develop common
standards, and NASDAQ is about to start using the technology to record trading in
securities of private companies45 ”. Countries like Sweden and the Republic of Georgia
are already establishing blockchain programs as official property-title recording
systems46, by substituting the former central land register database. France has also

Blockchain:l’exemple des smart contracts; Entre innovation et précaution; Mustafa Mekki (https://
lesconferences.openum.ca/files/sites/97/2018/05/Smart-contracts.pdf)
44

45The

promise of the blockchain:The Trust Machine; The Economist (https://www.economist.com/leaders/
2015/10/31/the-trust-machine
Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
Contracts; Ari Herbert (http://wakeforestlawreview.com/2018/01/harry-potter-ethereum-and-theblockchain-revised-implications-and-current-shortcomings-of-smart-contracts/);)
46
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recognized the blockchain technology in its Financial and Monetary Code under the
article 223-12, thanks to the law added in 2016 concerning “mini bonds”47.
Now that we have examined the notion of blockchain technology let’s move on to smart
contracts which will be the main focus of the part to come.

2.2 What is a Smart Contract?
2.2.1 Definition

Imagine a world where trust is given and where you don’t have to depend on any other
intermediary or a third party. The technology that would allow for this type of
revolutionary change could probably have the potential of solving the world’s biggest
problems that have never been solved before 48.

The term “ smart contract” was first fabricated by Nick Szabo (a computer scientist, law
scholar, and cryptographer) in 1997, a while before Bitcoin was created. Szabo’s
objective was to create a system where a set of contractual clauses could be embedded in
a software program, to automatically penalize the violating party of the contract. The
latter would have to pay a higher price for its faultiness49 . Furthermore, to store these
contracts he wanted to use a distributed ledger50, so that no one computer has the
approbation power, but a network of computers around the world would share this
decision (consensus).
47

Smart contracts/ la blockchain et le droit - Viviane Gelles (https://www.jurisexpert net/smart-contractsblockchain-droit/)
How Smart Contracts Will Change the World | Olga Mack | TEDxSanFrancisco (https://
www.youtube.com/watch?v=pA6CGuXEKtQ)
48

49

50

The idea of smart contracts; Nick Szabo, (https://nakamotoinstitute.org/the-idea-of-smart-contracts/)
Smart contracts; Simply Explained (https://www.youtube.com/watch?v=ZE2HxTmxfrI)
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Today, a smart contract is, before anything else, a computer program that functions using
the blockchain technology51. Because it is functioning based on this technology, it
inherits all the same characteristics making smart contracts decentralized and secured by
cryptography52. Consequently, the use of blockchain proprieties helps to define (in a
digital format) contractual relationships and put them in place (to enforce them) 53. Once
that is done, the rules of the smart contract become both unequivocal and binding for all
the parties of the contract, as well as impossible to contest. Furthermore, as soon as the
parties fulfill all the pre-programmed conditions of the contract, it will automatically
(self) execute the defined obligations (ex. releasing the funds).

2.2.2 Are “smart contracts” real contracts ?

The question that gets asked a lot is “ are smart contracts” real contracts?
This confusion is caused by the nomenclature “smart” and “contracts”. Some legal
theoreticians argue that it’s badly chosen because a “smart contract” isn't a contract in
the legal sense of the term, nor is it smart54.
It’s not a contract in the legal sense of the term, but a computer program that is used to
automate certain acts such as concluding and executing real contracts. The smart
contract program works on the principle: “ if this …then that …”55 . For example, if some

Blockchain: l’exemple des smart contracts; Entre innovation et précaution; Mekki Mustafa;(https://
lesconferences.openum.ca/files/sites/97/2018/05/Smart-contracts.pdf)
51

52

Les “Smart Contrats” en droit des obligations suisse, p. 54-55; Christoph Müller

Introduction aux contrats intelligenets (smart contracts), p.4 -Andreas Glarner (https://www.sav-fsa.ch/
fr/documents/dynamiccontent/07 glarner andreas f.pdf)
53

54

Les “Smart Contrats” en droit des obligations suisse, p. 54-55; Christoph Müller

“Smart Contracts and the Role of Law” p.3 Gabriel Olivier Benjamin Jaccard; (https://papers.ssrn.com/
sol3/papers.cfm?abstract id=3099885)
55
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type of natural catastrophe is established, then an indemnity will automatically be paid
on to the account of the insured party that suffered damage56.
The “smart contract” isn't really “smart”. On the contrary “smart contracts” are executed
rather foolishly because they only do what the programmer envisioned them to do, thus
excluding the artificial intelligence aspect of it57. Nevertheless, they execute what
they’re programmed to do it in a very reliable way.

2.2.3 How do they work ?

The current enthusiasm for smart contracts is initially linked to the recent upheaval of
the blockchain technology. Even if the latter isn't a condition sine qua non for smart
contracts to self execute, it permits them to realize their full potential58.

My favorite illustration, that captures the essence of how smart contracts work is done
by the author of the article “Harry Potter, Ethereum, and the Blockchain: Revised
Implications and Current Shortcomings of Smart Contracts” Ari Herbert. In his article,
he compares the functioning of smart contracts to the “unbreakable vow59”, a deal/
promise made between two wizards that can’t be broken. Once “A silvery thread of light
twists around the enclasped arms and then disappears, the spell is done60”. Herbert
argues that if such a tool as the self-enforcing agreement was to become a reality, our

Blockchain: l’exemple des smart contracts; Entre innovation et précaution, p.3; Mustafa Mekki (https://
lesconferences.openum.ca/files/sites/97/2018/05/Smart-contracts.pdf)
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commercial world would be different 61. “Trusted intermediaries and legal enforcement
procedures would be less needed62”.

Nonetheless, moving on to a more practical example of how smart contracts work, that is
best explained in the “Smart contracts - Simply Explained” video63. Here, a fundraising
platform “Kickstarter” works as an intermediary between two parties with different
goals. The first party, being the project creators, is interested in making enough money to
make their project a reality. The second party, being the investors, are people who
believe in the project idea and want to support it. Both of these parties can fulfill their
objective only because a platform like “Kickstarter” is trusted to handle their money
securely.
If the project creators reach their fund goal, only then will “Kickstarter” give them their
money. In the opposite situation, if the fund goal isn't reached, the supporters would get
their money back, ensured by “Kickstarter”. In this scenario, the “Kickstarter” platform
is a necessary third party that ensures trust between parties and thus drives them to
interact. Per contra, using smart contracts eliminates the need for an intermediary like
“Kickstarter”. As we have so far seen, a smart contract can be programmed to fulfill an
obligation only when all of the conditions have been fulfilled. Thus, it would
automatically release the funds to the project creators only when they reach their goal
and return the funds to the project supporters in the opposite situation. In the meantime,
the funds would be safely kept by the smart contract. With this technique and because
smart contracts are stored inside a blockchain, everything is completely distributed.
Hence, no one party is in control of the money.

“Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
Contracts” Ari Herbert (http://wakeforestlawreview.com/2018/01/harry-potter-ethereum-and-theblockchain-revised-implications-and-current-shortcomings-of-smart-contracts/)
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Once more, the reason we trust smart contracts is because they inherit all the
characteristics of the blockchain technology. They are immutable and distributed. As
soon as a smart contract has been created it can never be changed again. Consequently,
no one can go behind your back and tamper with the code of your contract. Also, the
data on the smart contract is validated by the whole network. Any attempt of tampering
with the contract, to release the funds, will automatically be noticed by the network and
invalidated. Therefore, the data on the smart contract remains secure and intact.

The end-user primarily uses a smart contract through a decentralized application
(DApp). The latter, as it is explained in the “What is a Dapp?” video by Blockgeeks,64
doesn't have one definition but rather multiple characteristics, that when put together
make a DApp. These common features are that it is an open-source, decentralized and
incentivized application. Open source meaning all changes to the data are decided by
user and developer consensus in a transparent, open to the public way; Decentralized
meaning all records of the application’s operations must be stored on a public and
decentralized blockchain; Finally the application needs to be incentivized so that anyone
who is working to help secure the application’s blockchain is rewarded with
cryptographic tokens. The best example of a DApp is the Bitcoin platform.

However, because the Bitcoin platform wasn’t designed to sustain smart contracts even
though both of them function using the same underlying technology, something needed
to be done. This “gap” gave birth to Ethereum. A platform that was specifically
constructed to support smart contracts. Ethereum next to being a DApp, functions also as
a DApp library, thus going a step further than Bitcoin. This is because all smart contracts
are regarded as DApp’s themselves and they are all stored on Ethereum. The practicality
of this aspect is that instead of developing an entirely new blockchain for every smart

What is a Dapp? Blockgeeks (https://www.youtube.com/watch?v=CDQX8inMCt0) or (https://
blockgeeks.com/guides/dapps/)
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contract, we are storing all the smart contracts on the Ethereum blockchain. Thus,
Ethereum created a secure platform for DApps to be built and deployed.

Like Bitcoin, Ethereum functions using the blockchain technology. However, Ethereum
has its programing language called Solidity as well as its cryptocurrency called Ether. To
this day, Ethereum remains a public platform with the most success in storing smart
contracts65 as well as running potentially autonomous code.

Smart contracts can be applied to many different domains, not just crowdfunding. We
will examine this point in the next paragraph.

2.2.4 Possible applications

The potential applications of smart contracts are many. Smart contracts are thus
susceptible to revolutionizing a big number of different domains, economic and
administrative. Here are some of the examples.

Because of their trustworthiness, smart contracts can be used in cases where at least one
of the parties to a contract needs to be able to trust the other party to conclude a contract
and execute its obligations.
For example, a buyer can order a book and even provide the funds for it, yet the smart
contract won’t transfer them to the seller until the moment where the buyer has received
the book ( “if …then…” principle).
How does this way of purchasing things online differ from the current way we purchase
things nowadays? Several internet platforms are already offering similar protection
(similar to the smart contract) to the buyer, but this means that the buyer has to trust the
platform itself (trust the intermediary). Also, this type of protection carries a price for the
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user (of the internet platform) which may be expressed in the form of supplementary
fees or as a requirement of providing personal information 66.
Another illustration, the german startup “slock.it" has, in recent years, raised 150 million
dollars and is functioning by using smart contracts to rent out apartments to individuals.
Once the payment has been made by the lessee, it will then be authenticated using the
blockchain. If everything checks out, the lessee can download the keys, in a digital form,
to his apartment.
To summarize, the smart contract offers three main things: security for both parties, the
reduction of the verification coast, execution of the contract and the physical
disintermediation67.

Next to helping facilitate the conclusion and the execution of contracts, smart contracts
allow also for an automatic response to a contractual violation. An example given by
Nick Szabo in his first article published in 1995, explains how a smart contract can also
be used to lock-out a car when the person who’s renting it is late on his payments.
The reliability, speed and economical aspect of smart contracts open possibilities even in
domains that are managed and verified by traditional intermediaries such as banks and
insurance companies.
Some would argue that the insurance sector could be the main sector impacted by smart
contracts. This is because it is directly concerned by this automatization of contracts.
The fact that a computer program reacts automatically when all the conditions of the
contract are fulfilled, corresponds specifically to the nature itself of an insurance
contract. Moreover, the insurance contract is a contract concluded between two parties:
the insurer and the insured. The insurer (a company) commits to paying damages to the
ensured party in the case of an occurrence of a specifically defined event in the contract.
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In exchange, the insured party will be paying a premium fee. Therefore, it can appear
very useful that an insurance contract self-executes automatically as soon as the event
and the condition linked to the payment of damages is fulfilled68.
Following a similar concept, banks could for instance use smart contracts to issue loans
or to offer automatic payments.

Other possible spheres of use of smart contracts include relationships between different
parties in the distribution chain. To illustrate, smart contracts can add a degree of
transparency and a better traceability of the distributed products in relationships between
wholesalers and retailers 69.

A purely administrative domain that could undergo a real change is the public
administrative sector (eGovernment) and the notary public. Here smart contracts can
considerably simplify the functioning of public registers (ex.land), granting certificates
and permits as well as managing and collecting taxes 70.

Today, if the use of smart contracts is for the most part in its beginning stage, one use
was already tested in a somewhat successful way.
This was done by a DAO (Decentralized Autonomous Organization or Distributed
Autonomous Organization). A DAO is an organization whose companies’ partnership
agreement, statutes and the internal regulation are represented by a smart contract that is
self-executory and automated. Contrary to the traditional forms of creating and
managing a company, the idea behind DAO was that it doesn't need any one individual
for direction or administration. Next to showing us that multilateral contracts can also

Blockchain: quel impact pour les smart contracts sur le Droit ? Laurent Syda (https://www.carrieresjuridiques.com/actualites-et-conseils-emploi-juridique/blockchain-quel-impact-pour-les-smart-contractssur-le-droit/1609)
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profit from smart contracts, the DAO is the most complex form of smart contracts and is
still in its beginning phase71.
A case indicated in the Report published by the French Ministry of Culture72 gives the
example of one startup that succeeded in raising its funds to 150 million dollars thanks to
DAO(functioning as a fund). However, a third of this sum was stolen due to a fault in the
code of the smart contract. This drove the writers of the Report to conclude that the
usage of smart contracts has to be done with the habitual prudence one is expected to
exert when using this type of a system.

2.3 The famous vending machine analogy
For Szabo, the precursor of the smart contract was the vending machine (automatic
distributor). He explains that the machine accepts coins and, by using a simple
mechanism liberates the product and gives back the change based on the price of the
product. The distributor, therefore, made it possible to conclude a sales contract with
whoever has the money and wants to provoke an exchange with the vendor. The
products and the money would safely be protected against possible attacks by a lockbox
and other security mechanisms.

From a legal point of view, the installation of a vending machine presents a public offer
to contract. By inserting the coins into the machine that corresponds to the price of the
product, the client accepts the offer by an act, indicating his will to contract. We can also
understand this by assimilating the execution of the act to the manifestation of the will of
a party to contract.
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However, if the vending machine is the ancestor of the smart contract, and if there is no
difference between these two mechanisms we could simply submit the legal regime of
vending machines to smart contracts73. Müller sees it differently. He explains that the
fundamental difference between a smart contract and a vending machine resides in the
fact that the latter is only semi-automatic. The only automatic part is the execution by the
vending machine. Contrary to that, the action taken by the client, introducing the coin
and choosing the product, is human 74.

2.4 The advantages and the limits of smart contracts
In this part, we are going to study the strengths and weaknesses of smart contracts both
legal and technical.

2.4.1 The advantages of smart contracts

Smart contracts are globalized. Because they run on a global infrastructure, they provide
for a secure execution of contractual obligations even in the countries that don't have a
secure legal structure.

Smart contracts are automatized. They execute exactly what they are programmed to do.
One of the biggest problems regarding contracts is related to the interpretation of its
terms. Consequently, dealing with misunderstandings in the legal field has shown to be a
very demanding job. For that reason, because ambiguity is a celebrated feature in the
human language, a lot of work is put into eliminating it in the legal sector. For this
reason, smart contracts or more importantly the computer programing language, because
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of its binary nature can serve as a great tool to use in making the content of the contract
more clear. Furthermore, one of the main reasons we chose to translate something into a
programming language is to ensure the predictability of that content at any point in time.
The value that smart contracts could bring to the functioning of a regular contractual
relationship is the foreseeability of the rules and their execution75. At the same time,
whether every contract can be translated into code is debatable. Max Raskin believes
that many of them can be.

Smart contracts are autonomous. In addition to being almost completely tamperresistant, the smart contract offers a higher level of transparency and identity protection
to the user by providing anonymity. Transparency, as we have previously seen, is due to
the peer-to-peer technology which allows any participant of the network to consult all
the transactions made on the public blockchain.
At the same time, the anonymity of the blockchain participants will be better preserved,
because they won’t need to give personal information to be able to use the network, as is
the case with some internet platforms that act as intermediaries. The parties need only to
use their two keys (public and private) for the network to verify their identity.

Smart contracts are efficient. The main strength of a smart contract compared to normal
contracts is that parties don't need to trust each other, nor any third person or middleman
(insurance companies, banks, wholesalers, notaries…). Also, in some cases, a smart
contract can be used to remove a “contractual middleman76 ” such as lawyers, lenders,
title companies, arbitrators,…This makes their execution (and the transaction as a whole)
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cheaper faster and more reliable77. Simply said, smart contracts rationalize the way
contracts are concluded and executed.
Moreover, because these programs are said to be self-executing as well as self-enforcing,
the need for courts, in the case of a breach of the smart contract may become obsolete78 .
Also, it is possible to program into the smart contract code particular remedies and
enforcement mechanisms that will automatically take place when certain conditions
happen79. Furthermore, from a “philosophical” perspective, smart contracts and the
blockchain technology, by principle function on the premiss of removing any third party.
Therefore, introducing the judge or any judiciary organ to the mix would be like an
extremely serious joke, an oxymoron.

Smart contracts can also be programmed to incorporate external information by using
“oracles”. The latter is defined as an interface80 making it possible to connect the smart
contract to the exterior world81. In practice, this translates as contractual reference
(reference in the smart contract) to a particular outside source that is known as the
“oracle”. The “oracle” provides information based on which the smart contract will act
and execute its obligations.
To illustrate, a smart contract was created by a sports betting organization. In the
contract, it was stipulated that based on the score of a certain football match (FranceData, Blockchain and Smart Contracts: Proposal for a robust and forward-looking Swiss ecosystem,
p.38 Swiss LegalTech Association (https://swisslegaltech.ch/wp-content/uploads/2018/05/SLTARegulatory-Task-Force-Report-2.pdf)
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Germany), people who made a bet and won would get their money automatically.
Therefore on the exact date and time (sometime after the match is over), the smart
contract would be programmed to extract the end score of that game and deduct who
should be automatically paid and execute that payment 82.
Now that we have seen some of the main advantage points of smart contracts, let’s move
on to its disadvantages.

2.4.2 The disadvantages of smart contracts

Before the smart contract can be correctly implemented, it will need to overcome
significant technological, legal and social constraints83 . Also, a lot of advantages, that we
have previously seen, are shown to have a dual nature. In other words, the same point
next to being a real strength can at the same time be shown as a weakness.

Smart contracts function using a binary logic. As we have so far seen, the binary nature
of smart contracts was an attribute in fighting ambiguity. However, here we find out that
it’s also a weakness. The fact that smart contracts have a binary (“if … then…”) nature,
makes it difficult to take into account the more “undetermined” legal notions such as “a
reasonable delay” or concepts such as bona fide or “best efforts”84. The issue lies in the
fact that normal day-to-day problems are usually more complex and they cannot be
boxed into a “0 or 1” format. It’s much more of a “fifty shades of gray85” situation.
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Smart contracts are automatized. An important weakness of smart contracts is that for
something of economic value to be transferred via blockchain, that something has to first
exist on the blockchain. Meaning, it needs to exist as a fiduciary title or as a
cryptographic currency (Bitcoin, Ether)86or token. In the case where a smart contract
needs, to be executed, information that’s only existent in the real world (ex-the state of a
bank account)87, an issue will arise. Consequently, the smart contract won’t be able to
guarantee the automated execution of that contract88. Moreover, this is the same reason
for which we still can’t find service contracts (personalized contracts) such as
representation contracts or agency agreements, being incorporated into a smart
contract89.

Smart contracts are autonomous and as such, once they’re up and going it becomes
almost impossible to influence them in any way. The fact that the execution of a contract
is conducted using a smart contract, a program that cannot be stopped or modified raises
many legal questions. This characteristic of smart contracts prevents them from taking
into account some essential (legal) contractual aspects. This involves notions such as the
absence or lack of consent (essentially any type of vice90) when concluding a contract,
the adaptability of the contract to the situation at hand, etc. Furthermore, the
inadaptability of smart contracts in time and space excludes the application of the
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“Clausula rebus sic stantibus91” and thus obliges the parties to foresee all the possible
changes in circumstances that are susceptible to provoke a disbalance between the
obligations of the parties92 . Therefore, we could say that this preconceived treatment of a
transaction (via smart contracts) is opposed to the dynamic of the exterior world.
Moreover, the inalterability principle of blockchain transactions is contrary to the legal
system as a whole93.

Smart contracts lack dispute mechanisms. A lot of unanswered questions remain when it
comes to the legal regime applicable to the blockchain and consequently to smart
contracts. Still, this void can be filled with time, since this was what the invention of the
internet and e-commerce also had to go through around two decades ago94.
Regardless, we can easily imagine the chaos that would rain in various situations where
we would have to determine the applicable law, the competent jurisdiction or even the
validity of the smart contract in the eyes of the Law. Moreover, the biggest legal problem
that a smart contract creates is in the domain of Contract Law. Some of the main
questions concern the consent of the parties, their capacity to contract, the validity and
the legitimacy of the contract itself, and the way all of them are manifested in the smart
contracts.
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The authors of the Report 95 evoked the possibility for the judge to pronounce nullity of
contentious smart contracts a posteriori. At the same time, this would be contrary to the
main principle of blockchain technology, which is inalterability. Additionally, the
principle of disintermediation(no third party necessary) would also bring to question the
legitimacy of the judge to intervene. Even if the judge does pronounce nullity of a smart
contract, another question re-surfaces. How do we ensure the enforceability of the court
decision96? That being said, the law of smart contracts seams to be imperative because
its main functions and principles prevent anyone or anything from intervening.

Moreover, even if coding can help clarify the content of a smart contract, the legal
disputes and arbitration are at risk from undergoing a fundamental change. The center of
interest would shift from the simple execution of a contract to how the contract was
coded. Meaning that judges and arbitrators won’t focus only on contracts but on the code
itself. In that situation, it would be hard to establish the responsibility of programmers of
the smart contract since it can be difficult to establish their identity (here anonymity is a
disadvantage) even more because smart contracts and blockchain use an open-source
application where multiple actors are modifying the code97.
Additionally, determining responsibility can also be difficult in cases of default of
execution of the smart contract or in any other situation where the default could arise.

Rapport de la mission sur l’état des lieux de la blockchain et ses effets potentiels pour la propriété
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It can be hard, at this beginning stage, to determine with certainty who (the editor, the
co-contractor, the developer of the smart contract, the miners…) would endure which
type of responsibility98.
To stress even more the necessity of figuring out a legal framework that will help in
determining the responsibility of smart contract actors, we will revert to the DAO case
provided by the Report published by the French Ministry of Culture 99 (p.23). In that
case, 50 million dollars were fraudulently stolen from the startup that was using a smart
contract to organize itself and its funds. Even though the vulnerability of the program
was quickly fixed, the issue of fraud remains. That’s why the legal responsibility aspect
of smart contracts needs to be managed, so that we can rely on them more easily in the
future.

Smart contracts count several technological and practical constraints that could affect
their functioning.
First off, incorrect code can largely play a role in creating an issue with how the smart
contract program works. There are two possible ways things can go wrong.
The first one is related to bugs in the system. A “bug is an error, flaw, failure or fault in a
computer program or system that causes it to produce an incorrect or unexpected result,
or to behave in unintended ways”100. However, even if this issue can be fixed using
different techniques and tools, it could still harm the way a contract is executed and thus
harm the parties to that contract.
The second happens when the code of the content is written wrongly. For example, the
conditions of a contract weren’t well translated into code. Thus the content of the smart
contract doesn’t match the intentions of the contracting parties.
Smart contracts/la blockchain et le droit Viviane Gelles ((https://www.jurisexpert net/smart-contractsblockchain-droit/)
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Additionally, an important question arises as a consequence of contracts being put into
code. Should future lawyers have to know how to code? Or inversely, should smart
contract programmers learn law?101 One answer is certain, an abridge person doesn't
understand code, therefore they’re going to have to trust a third party, which is the
programmer, to write their contract into code.

Another way technicalities can get in the way of the security aspect of smart contracts is
if less people used them. The concept of the blockchain (and of smart contracts)
functions as a global peer-to-peer network, where a large number of people verify the
content and depending on its validity it’s accepted or rejected. From this, we can
conclude that the more the network has users (the more it’s popular) the more secure any
data on it is. A contrario, if there was a small group of people using it, the data would be
less secure because a smaller group of people would be verifying it. Thus making it
subject to manipulation and tampering. This brings us to the conclusion that smart
contracts are only trustworthy as long as their use is popular and largely utilized by
people. If their popularity sinks, their utility will become useless.

The last, but certainly not the least point is that smart contracts need a lot of energy to
function102. The longer and more complex the contract is, the more energy it consumes.
This is because the data recorded on the blockchain has to be copied and recorded on a
large number of servers. Moreover, this is one of the big differences between using
blockchain to store transactions and using blockchain to store contracts. Transactions
take much less server energy to verify and store, and that’s probably one of the main
reasons why they have achieved the success that they have (Bitcoin). On the other hand,
more complicated contracts use a lot of server energy and so far their progress has
stagnated. In the future, if we want to see more contracts being executed via the
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blockchain technology, we will have to work on solving this issue, because it’s a major
prerequisite for the success of smart contracts.

Conclusively, due to all the constraints seen in the previous paragraphs, it seems that
smart contracts still have a long way to go and that they are for now only viable in
certain limited circumstances 103.

In the next part, we will focus on more specific legal questions relating to Contract Law.
We will examine smart contracts through the lens of traditional contracts. Starting from
the formation of the contract, we will look into its other key aspects, such as
performance and modification, enforcement, breach, and remedies.
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Contracts” Ari Herbert (http://wakeforestlawreview.com/2018/01/harry-potter-ethereum-and-theblockchain-revised-implications-and-current-shortcomings-of-smart-contracts/)
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Chapter Three
The Place Of Smart Contracts In Existing Contract
Law
3.1 Introduction
A contract is a legally binding and enforceable agreement between two or multiple
parties that intend to contract with one another104. Having said that, how does the smart
contract fit this definition, and how does it manifest itself with regards to the traditional
contract law?
To illustrate, an example was given by Aaron Wright and Primavera De Filippi105, which
opposes traditional Property Rights (rule of law) to the Blockchain-based Property (rule
of code).
On one hand, Property Rights are defined by law and can also be taken away by the law.
Thus the court can seize the assets in a variety of different situations defined by law (ex.
acquiring a property illegitimately).
On the other hand, Blockchain-based Property (crypto-property) presents rights that are
defined by code, and can only be taken away by the code (ex. even if you are acquiring a
bitcoin or any other type of crypto-asset illegitimately, no one can take it away from you
legally). Consequently, no matter what the law says, no one can seize these assets, (at
least with the traditional enforcement mechanisms) because they aren’t defined by the
Law. This is, to the exception of a particular provision in the code, that could enable this
seizure.

104

Contract definition (https://en.wikipedia.org/wiki/Contract)

105

Blockchain and the Law: The Rule of Code -Aaron Wright and Primavera De Filippi

33

When it comes to traditional contract law, it is based on specific legal rules which are
designed to reflect the intention of the parties; so it's not necessarily only the language of
the contract that matters. Therefore, the intention will be determined and enforced by a
third-party authority.
Whereas in the blockchain-based system, in the context of smart contracts, the
contractual relationship is defined purely by code. For this reason, the program is not
able to account for the intention of the parties. It is only interested in the wording of the
code. Thus, there is no longer a necessity for a third-party authority, because the
provisions of the contract (the code) will automatically be executed.

A look at this illustration makes it apparent that there is a “wall” between the rule of law
and the rule of code when it comes to the execution of smart contracts. Nonetheless, it is
not only the execution part of smart contracts that raises questions. It is also the
formation, performance and modification, breach, and remedies that need to be
examined. For that reason, each of these phases will be covered in the paragraphs to
come, to understand if and how smart contracts can be placed in the frame of traditional
Contract Law.
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3.2 Formation
Traditional contracts are formed when an offer meets its acceptance (in civil law) and is
supported by consideration (common law). With the emergence of internet and ecommerce, there was a need to once again define the concepts of offer and acceptance
and how they are manifested. When it comes to smart contracts, these specifics haven't
yet been explicitly regulated, but they found their way in practice106 . In this part, we are
going to focus on the initial stage of the contract and examine how and if a smart
contract could fulfill all the legal requirements necessary to form a valid traditional
contract.

To start, it is important to indicate that next to being a good tool for the execution of
contracts, smart contracts can also be used to conclude contracts. There are two
scenarios. First, when a smart contract is only used to execute a contract, this means that
the parties have already agreed on the set of terms before initiating the program (a
contract concluded off-chain). However, the other scenario suggests that a contract can
be concluded using a blockchain (a contract concluded on-chain).
In the latter case, the parties set all terms and conditions in the smart contract. If these
conditions set forth in the smart contract contain for example a determined price, tariffs
or documents, and if the other party receiving these conditions can in good faith
conclude based on the documents provided that their author is expressing his will to
contract; then this process could constitute a valid offer to contract in the eyes of the
law107. A simplified way of looking at it is that an offer can be made by posting a smart
contract code to the ledger. Once the offer has been accepted by the performance of the
106
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other party, such as surrendering the money to the smart contract, the contract is formed.
Even if at first glance concluding a contract via the smart contract program seems to be
almost the same as concluding a traditional contract, some substantial issues remain.
Smart contracts have a problem with determining the identity of the parties. Because the
parties to a smart contract are only determined by an address (similar to an e-mail) made
out of a sequence of numbers, it is hard to identify whether is a natural or legal person
you are contracting with108. Also, other problems may arise related to the party's legal
capacity to contract (legal age, mental capacity, etc.) which would open the possibility of
making a contract void. To solve this problem, platforms such as Ethereum must provide
a more efficient identification procedure. From a legal perspective, concluding a contract
via the smart contract program won’t be valid unless the identities of the respective
parties to a contract are known and identifiable109. For this reason and for now, smart
contracts have a better chance of being used to execute rather than conclude contracts.

Are smart contracts validly formed in civil law ?

To answer this question, Jérome Gisuti in his article110 takes the approach by exclusion.
The civil legal system puts forth a set of conditions regarding the content and the form of
the contract to be valid.
When it comes to the content of the contract, the main condition is that its object
shouldn't be contrary to the public order. This will render the contract illicit and thus
void.
When it comes to the form of the contract, it is important to also have in mind an
essential principle based on which the validity of a legal act doesn't depend on its form
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(liberty of form principle). Nevertheless, the exceptions to this principle are expressly
enumerated by the law. Consequently, when it comes to the form, usually a contract
needs to be in writing and sometimes a certain type of clauses are required to ensure that
its existence can be proved, to avoid void-ability. Moreover, to ensure authenticity, some
contracts have to pass by a specific authority such as a notary public. This leads us to
conclude that contracts, where the authentication by a notary public is imperative (ex.
marriage contracts, sale of real estate, etc.), cant be concluded via smart contracts.
Accordingly, a good example of contracts needing a specific form and clauses are
contracts that concern Intellectual Property rights, such as the assignment of the authors’
rights. Here, to be valid, a smart contract needs to be done in writing in the legal sense of
the term and contain necessary indications such as territoriality, the scope and the limits
of the cession as well as its duration. If a smart contract can contain all of these things
and translate them into code, then it has a chance of being assimilated to the needed
written form necessary to render this type of contract valid.
As we have seen in the above paragraph, not all contracts have an imperative form that is
required. Most of the contracts are consensual and the main condition of validity is the
meeting of the will of the contracting parties. In practice, this type of contract is
abundant, meaning that the use of smart contracts is more likely to be applied.

Furthermore, to be valid, an offer needs to contain some essential elements and to
express the will of its author to be legally bound by it in case of acceptance. Moreover,
the offer needs to be sufficiently precise, clear and comprehensible to be accepted. Also,
with the rise of e-commerce, the law has allowed the process of offer and acceptance to
be done using an electronic form. Jérome Gisuti 111 continues his article by putting forth
an important distinction between electronic contracts (e-commerce) and smart contracts.
For a while now, electronic contracts have followed a specific set of rules where a
particular form was necessary for a contract, between a professional and a non-
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professional, to be concluded. This specific contractual process consists of four steps and
a “double click”. If we were to try to assimilate the smart contract to the legal regime of
electronic contracts, we would probably run into an obstacle almost impossible to
surpass. This is because, even if in practice a smart contract can translate into code all
the legal criteria necessary to form an electronic contract, the specific contractual form
of electronic contracts excludes the possibility of smart contracts being concluded
between merchants and consumers.
On the other hand, apart from the latter type of contracts, smart contracts can be
concluded between professionals and non-professionals.

How do smart contracts affect common law?

Because the process of offer and acceptance is similar in civil and common law, we will
focus on one thing that is different, consideration.
The consideration, crucial in traditional contracts (common law) would also be
necessary in ensuring the legal enforceability of smart contracts. Because “Consideration
must be something of value in the eyes of the law”112, this excludes one-sided promises
such as promises of love and affection gaming and betting, etc. The latter, not falling
under the category of consideration, are considered as gifts that aren't enforceable by law
unless they are made by deed113. Therefore, “courts believe that mutuality of obligation
distinguishes a contract from a gift”114. Nevertheless, sometimes the line between what is
considered as consideration and what as a gift can be blurred by the notion of the socalled “gift-promises”. A situation where a gift induces action and this action can serve
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as a substitute for consideration115 . Max Raskin gives an interesting example, where the
smart contract appears to solve the problem of “gift-promises”.
He shows this by evoking a case (Ricketts v. Scothorn116) where a grandfather promisees
to give a sum of money to his granddaughter if she quits her job. When the grandfather
died his estate refused to pay his granddaughter, who in return sued the executor of the
estate. The court ruled in favor of the granddaughter for the reason that “she
detrimentally relied on the promise of her grandfather” 117.
Raskin, parallel to this case, projects a new outcome, one where the grandfather wrote
into the code (smart contract) the terms of this promise and whether he or his estate is
allowed to change their mind. After his death, the smart contract would be readable by
his bank and based on that the bank would have the obligation to comply. Furthermore,
the doctrine of detrimental reliance, that the granddaughter evoked in the case, would
become almost negligible if the grandfather used a smart contract in which he put the
option of changing his mind. Therefore, the granddaughter would know, from the
beginning, that there is a possibility of her not getting the money, and thus not be able to
use the detrimental reliance doctrine. At the same time, because of this, she may, from
the beginning, demand that her “gift” comes with the promise of finality.
In this case, the advantage of smart contracts is apparent. The terms of the smart contract
are explicitly defined and “each side’s obligations and benefits are immediately”118 clear.
This almost mechanical way of concluding and executing contracts adds a degree of
certainty by ensuring one crucial aspect of any contract which is foreseeability.
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3.3 Performance and modification
One of the main principles of smart contracts is that they are executed automatically119.
This means that once the smart contract program starts, it becomes hard to stop or
modify. In theory, this characteristic makes them able to fully live up to one of the
fundamental contractual principles of civil law, which is “Pacta sunt
servanda” (“agreements must be kept” between the parties)120. Meaning that when a
contract is immutable, its terms will be executed with certainty, exactly the way they
were programmed form the beginning121. In simple terms, by using smart contracts the
performance part of the contract is made easier. As we have previously seen, an
automated program does present advantages such as diminishing ambiguity, augmenting
certainty and lowering costs.
However, there is a negative side to this automated program. Situations where the
execution of a smart contract doesn't correspond to what one of the parties wanted or
intended; or where some factors, external to the contract itself have effected its terms,
create a problem. A smart contract needs to be able to resolve these issues by allowing
for the modification of its terms. This is where the adaptability of smart contracts to the
alea122 of real-life events becomes a necessity.
In the paragraphs to come, we will see some of the different legal issues related to the
execution and the modification of smart contracts in both civil and common law.

In civil law, a contract can be voided after its conclusion for vitiated consent. The
reasons for opening this possibility are: error (mistake), deceit, emotional distress, etc.
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Let’s take a look at what would happen if a smart contract was to incur an error
(mistake) related to the scope of consent given by one of the parties.
In the presence of smart contracts, an error or a mistake can amount to a complete or
partial invalidation of a contract. An example of this can be seen with Intellectual
Property contracts. For instance, a mistake could arise where one party(A), at the time of
the conclusion of the smart contract, believed that it will be giving away a certain scope
of its rights, that the smart contract falsely recorded. The smart contract recoded a much
wider scope of rights to be transferred from one party(A) to another(B) than it was
initially intended by party(A). In practice (hypothetically), this can mean that an author
of a book intended to transfer distribution rights to only one publishing house, to sell in a
specific country only. Instead of doing that, the smart contract recorded that the book can
be distributed to the whole region. Here, the smart contract manifested the will of one of
the parties that was much wider than the party victim to this had anticipated at the time
of the conclusion of the contract. Thus a mistake or an error was formed. For this reason,
the party, victim to this error needs to be able to rectify the situation by invalidating
partially (if not fully) the smart contract.
There could be two ways of dealing with this. The first is prior to the event itself (a
priori) and the second is after the event (a posteriori). To illustrate how this could work
we are going to take the example of the vending machine123 that sells alcohol to minors,
in a country where this transaction is forbidden. In this case, the contract would most
probably be deemed as illegal and thus void. To prevent this, the law of that country can
either create a regulation that forbids the sale of alcohol through the vending machines
or install a scanner into the vending machine that can read identity cards and other
personal documents attesting to the age of the buyer.
This example underlines the fact that the possibility of modification needs to be
embedded into the smart contract code form the beginning or made possible during the
execution of the contract.
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In traditional civil law contracts, it is up to the judges to determine the intention of the
parties and based on that to modify or terminate and/or accord damages, etc. Exactly
how this would be done with regards to smart contracts, remains an important question
to which the answer is yet to be seen and dealt with by the different jurisdictions.

In common law, a question likely to be asked is what happens when the performance of
the contract isn't perfect? The doctrine of substantial performance is a common law
doctrine that recognizes the validity of the contract “even if the performance does not
fully comport with the express terms laid out”124 by the parties.
A more difficult task concerns the modification of smart contracts. In common law, there
are strict situations laid down when a party to a contract wishes to modify or exonerate
itself from the performance of a contract. These specific situations are impossibility125
and impracticability126. Consequently, if after formation, the smart contract is determined
to be illegal, then the parties can be relieved from all performance127.Looking at this
through the lens of a smart contract, it becomes immediately clear that this can pose a
problem. Because of their rigid and immutable nature, smart contracts don’t support any
updates. Nevertheless, for them to be able to compete with traditional contracts, smart
contracts need to be updated to include real-world changes.
An illustration of this would be that when a smart contract was formed between the
creditor and the debtor, the terms of the contract indicated the time limit of 30 days for
124
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the debt to be paid. However, before the end of this period, a new law came to effect,
that sets the time limit for these types of contracts to 90 days minimum. Therefore this
new law needed to be immediately applicable to all the contracts in place at that time.
This creates a problem for the smart contract because it is by nature almost nonmodifiable. Nevertheless, some solutions can be put in place to rectify this situation.
Max Raskin128 provides two methods of dealing with this issue.
The first solution requires the use of oracles 129. Accordingly, the government or any
other jurisdiction in charge of dealing with the publication of laws can create a publicly
available database of laws that, with the use of an oracle, can be connected to the smart
contract. Consequently, any changes regarding the laws would be immediately updated
to the smart contract terms, thus achieving the necessary modification. Although this
way seems to be efficient, it goes against the ideology of smart contracts because by
using oracles we are permitting a third party (government) to not only intervene in the
contractual process but also override the terms of the contract.
The second way of dealing with modifications is more internal and more loyal to the
philosophy of smart contracts. Here the parties and their agents are the ones updating the
code after its formation (a posteriori). Raskin sees this as a good way of avoiding any
third party intervention such as the one from the government. Nevertheless, the negative
aspect of this approach is that the parties to the contract, could by themselves, modify
the terms of the smart contract and compromise its integrity. However, this issue can also
be managed by creating two categories of terms, modifiable and non-modifiable. The
modifiable terms such as the length of time a debtor has to pay the creditor, are those
that can be altered by the parties themselves. Contrary to this, the non-modifiable terms
concern terms that are essential to the contract itself, those in the absence of which the
contract probably wouldn't exist. Referring to the creditor-debtor example, such a term
could be the necessity of payment.
128The
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3.4 Enforcement, Breach and Remedies
In traditional contract law, whether civil or common, the consequence of a conflictual
contractual relationship can amount to enforcement of that contract; breach of the
contract by one or both of the parties (or more) as well as remedies granted to the party
victim of the breach, such as damages, restitution, specific performance etc. All of the
latter are usually dealt with by the public court system. The court judges are in charge of
determining based on the existent law, precedent or case by case basis if the contract is
valid and should be enforced (validity); if there was a breach and what the remedies to
that breach are. Moreover, the role of the public court system is stressed in a case Kirby
v. Foster130 where it was expressed that “the law does not permit parties to take the
settlement of conflicting claims into their own hands.”
However, the recourse to the public court system is contrary to the functioning of smart
contracts because the parties end up perusing external recourse from a third party131.
Nevertheless, the most prudent way of approaching the consequential part of the contract
is by trying to understand the smart contract within the boundaries of the contract law.

Firstly, the enforcement of the “smart contract” will render the courts’ job much easier.
The reason for this is that the judges are going to have in front of them a set of terms that
are much less ambiguous and more explicit than in the traditional contracts. They will
probably need less time to determine the intention or the meaning of the terms and thus
reduce the costs of the procedure as a whole.
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Furthermore, if a breach of the contract is determined, then there is a need for a remedy.
“The remedy must come after the fact to undo or alter the agreement in some way”132 .
As was indicated at the beginning of this part, remedies can be determined by the judges.
Additionally, there is another more consensual way of dealing with remedies which is by
“self-help133” or private enforcement. This means that the remedies in the smart contract
are determined by the parties themselves and are enforced by the smart contract without
the need for recourse or intervention of the court. Even if at first glance smart contracts
look like a tool par excellence for promoting and enforcing party autonomy in a more
efficient way as well as eliminating external interference, certain limits exist.
Party autonomy is one of the main principles of contract law, both civil and common.
This implies that parties to a contract are free to determine its terms as well as the
consequences in case of a breach (e.g. they are free to choose the procedure for
arbitration, arbitrators, etc.). However, party autonomy is not absolute. It is among other
things mainly limited by public order as well as by some imperative contractual rules. To
illustrate, contracts such as selling alcohol to minors through a vending machine are
going to be voided because of the illegality of their objective.
Moreover, it is important to distinguish two types of damages134 . The first type of
damage is where one of the parties to the contract has suffered a prejudice mostly caused
by the actions or inactions of the other party to the contract. Here the damage is internal
to the contract and the parties themselves.
The second type of damage is one that has an external effect. In this case, the damage
was done to the society as a whole and not to the parties themselves. For example, a
contract that was concluded between a party that is below the drinking age and a seller
of alcoholic drinks doesn't prejudice either of them because at the end of the transaction
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both of them are satisfied. Moreover, things like child pornography, the sale of organs,
etc. are also good examples of damage done to society and because of that, they are
against the law. More importantly, this just underlines the necessity of the government to
secure the public order, safety, and morality of a society.

Therefore even if the state is not directly intervening in the enforcement of a smart
contract, it is intervening indirectly by putting legal limitations and laws that ensure
public order and public safety. Therefore, for those extreme crypto-libertarians who go
so far as to think that smart contracts can one day replace the government, change the
way laws are formed and create a state of crypto-anarchy, this fact shows why there are
low chances of that ever happening. Furthermore, when it comes to enforcement, what
differentiates traditional contracts from smart contracts is the fact that we live in the real
world. To elaborate, it is because we live in the real world that a physical enforcement
(police, army ..) by the state exists. As long as this particular power of enforcement
exists, a smart contract cannot even come close to the level of enforcement the state has.

Max Raskin gives some propositions of ways how a smart contract could avoid illegality
along with giving an example of dealing with the consequences of that same illegality.
He indicates that the drafters of a smart contract are going to be inclined to write the
code of the smart contract in a way that’s not not contrary to the existent law.
Additionally, they could also write modifiable terms that would ensure subsequent
changes in the law.
On the other hand, the law could also adapt to the smart contract. Raskin adds that new
torts could start to appear “for negligent coding or negligent update”135, that would
subsequently secure compliance with existing legal standards.
That being said, there are countless ways to theorize about how a smart contract can be
formed, modified, enforced breached and remedied so that it encompasses all the
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necessary requirements of the existent contract law. Before trying to project all these
different outcomes a better way of targeting the notion of smart contracts as well as their
legality is to start by asking specific legal questions. Some of these questions are how to
interpret a declaration or the will to contract?; Conditions of the validity of the contract?
What happens if there is a particular circumstance arrises?; What happens if there was an
error or a party wants to go back on their decision to contract? How to determine
responsibility and the author thereof? And more importantly, what is the law applicable
to the smart contract? Are smart contracts going to be assimilated to the traditional
contracts or is there going to be a new specific regime dedicated to them? Or maybe it’s
going to be a mix?
All of these questions have already been in one way or the other addressed in this
dissertation. Even though some of the answers seem very plausible, no certain step has
been taken to solidify any of them. Hence, these answers will remain theories and
questions will remain the only certain thing we have (so far).
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Chapter Four
The Future Of Smart Contracts And Their Effect On
Contract Law
Everything that we have seen so far points to the fact that despite its key advantages,
smart contracts remain constrained. Whether it is technologically, legally or socially they
still have a long way to go to prove their worth. Because of this, their use remains
limited. Despite this reality, there are many different views on the matter. In this part, we
will examine the three main ones.
In recent years, technology has shown to be one of the main building blocks of our
society. Ari Herbert136 mentions that “Computer scientists are building this new future”.
For them, even if smart contracts aren't yet a reality, it is a goal worth pursuing. Some of
the world’s biggest companies agree and have shared the same interest by investing in it.
These companies include major financial institutions as well as “Fortune 500
conglomerates… like JPMorgan, Microsoft, Intel, and BBVA.”137. Ethereum co-founder,
Vitalik Buterin has also indicated that international organizations such as the United
Nations world food programs and applications such as Twitter and Reddit are interested
in Ethereum 138. However, before any collaboration like that happens, Vitalik says that
Ethereum needs to deal with its biggest technological issue, scalability. Meaning, as he
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puts it, “ Ethereum Blockchain is almost full”139 and adding a big organization would
cram the transaction space and augment its cost significantly.
In accordance with this, people who share this type of view are also calling the use of
smart contracts revolutionary and are comparing it to the invention of the internet. Some
people would go so far as to call for a change, a replacement of the old traditional
contracts by the smart contract. This “optimistic” view supports the idea of having a
separate legal regime just for smart contracts and embraces it full-heartedly.
Nevertheless, from a legal perspective, smart contracts are far from being a perfect tool
for the execution of contracts. For this reason, the definition” code is law140 ”(mostly
appreciated by the “optimists”) is inexact because even if the legal rules are encapsulated
in the code of the contract, their origin still remains the existent law of that country
(rules, jurisprudence, and doctrines), that governs the execution, the bad execution and
the non execution of the contract 141.

On the other hand, if we were to completely undermine the existence of smart contracts
by reasons such as skepticism, fear of the new or downright laziness, we would be
missing out on a substantial opportunity to reduce costs and simplify redundant tasks
while adding a degree of certainty. A good example of this is in the domain of corporate
governance. Here smart contracts are used to improve the transparency, shareholding
voting systems, mitigate the risk of fraud, track debt, and equity issues, etc. For that
reason, ignoring smart contracts can only result in the loss of momentum of trying to
regulate and use them.

Finally, contract law is mostly administered by the state, and there is no proper state or
federal law specifically dealing with smart contracts. The main reason for this is that the
Vitalik Buterin Talks Scalability: “Ethereum Blockchain is almost full” (https://cointelegraph.com/
news/vitalik-buterin-talks-scalability-ethereum-blockchain-is-almost-full)
139
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and the Law: The Rule of Code” Aaron Wright and Primavera De Filippi

“Les Smart Contracts” en droit des obligations suisse” Christoph Müller
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current situation is too speculative at this point and “these technologies have yet to reach
a level that requires a government”142 response. Nevertheless, some governments such as
the French and the Suisse have already started looking into smart contracts and writing
legal reports on the matter. The legal community as a whole has certainly taken an
interest in smart contracts. This is evidenced by the number of online articles written on
the matter. For example, in his article 143, Ari Herbert suggests that it is not only the
programmers and the tech people that can help solve smart contract issues, but that it
should be a teamwork between the state legal regulators, courts and them(programmers).
He continues his argument by giving solutions for the courts and regulators to
implement. For example, Herbert opts for updating the “UCC to clearly recognize the
enforceability of smart contracts”144 which would be a good step forward towards their
legalization.
Conclusively, the best approach to take is to accept the smart contract, whilst proceeding
with caution. In different words, recognizing their value while still keeping a close eye
on them. Legislators, as well as programmers, will need to work together to try to better
understand the issues that smart contracts face. Only then can they be able to focus on
integrating smart contracts into contract law and also adapting the legislation to fit smart
contracts (it’s a two-way street). Ultimately, for the smart contracts to overcome all of its
hurdles, it requires a lot of balancing, compromise, and most importantly hard work.

The law and legality of smart contracts -Max Raskin p.329 (https://georgetownlawtechreview.org/wpcontent/uploads/2017/05/Raskin-1-GEO.-L.-TECH.-REV.-305-.pdf)
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Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
Contracts (http://wakeforestlawreview.com/2018/01/harry-potter-ethereum-and-the-blockchain-revisedimplications-and-current-shortcomings-of-smart-contracts/)
Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
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Chapter Five
Conclusion

To summarize, this paper assessed several issues. Firstly we examined the nature of the
blockchain technology in conjunction with the smart contract; then we studied the
positive and negative effects of this paring on the society, law and the economy.
Secondly, we focused on if and how smart contract could be integrated into the current
contract law (Civil and Common), by concentrating on some of the essential parts of the
traditional contract. Finally, the third part of this work was dedicated to future
projections, seen through the lens of three different outtakes on the importance of smart
contracts.

Conclusively, the opinions are almost unanimous when it comes to the importance of
blockchain technology and the wide range of possibilities it offers. From the legal point
of view, the blockchain technology is a great tool that allows for a more collaborative
and competitive society or at least moves it in that direction. This new opportunity for a
decentralized and democratized commercial world, where everyone is an active
participant, can at times seem almost utopian. However, when you take a closer look you
see that there are a lot of technical, legal and social constraints that limit the success of
the blockchain technology and by a ricochet of the smart contracts. Another important
barrier that stands in the way of fully embracing smart contracts, by the legal
institutions, is uncertainty. Businesses, as well as individuals, are scared of the new and
for them, change is overwhelming. They trust only what they know, what they can count
on. Until the legality of smart contracts crystallizes, uncertainty will be the sentiment by
default.
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Fortunately, technology, as well as the law, are not subject to inertia. They are everevolving, in order to meet the changing needs of society. For this reason, and despite the
different current legal and technological challenges, it is important to create a
cooperative environment to allow issues to be solved and things to move forward.
From a legal perspective, a fact that legal institutions should keep in mind is to proceed
with caution. Moreover, as for the legal uncertainty, a good way of dealing with it is by
“situating the new in the old”145. Ari Herbert has a good way of looking at it. He says
that “regulation should be reactive not proactive” 146.
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The law and legality of smart contracts p.322 Max Raskin (https://georgetownlawtechreview.org/wpcontent/uploads/2017/05/Raskin-1-GEO.-L.-TECH.-REV.-305-.pdf)
Harry Potter, Ethereum, and the Blockchain: Revised Implications and Current Shortcomings of Smart
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