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Abstract
Violent extremism is a key challenge to security in most parts of the world. This
has become particularly the case as globalization facilitates violent extremism through
global media coverages as well as global economic finance that provide strategic access
to violent extremist groups. At the same time, preventing violent extremism in the era of
globalization has also become possible as collaborations between governments,
international organizations and civil societies increased. Yet, it remains critical to identify
strategies that have proven most effective in undermining and preventing violent
extremism. In this thesis we examine the lessons learned from global efforts to counter
the media and finance campaign of ISIS as to draw a comprehensive integrated strategy
for PVE. The significance of the study stems from the fact that global strategizing efforts
are needed to pay greater emphasis on the media and finance, specifically in weak and
vulnerable states. The lessons extracted from the struggle against ISIS on both media and
finance fronts demonstrate ways to strengthen youth resilience to stand against violent
extremists’ appeal and recruits on both media and finance fronts.
Keywords: Globalization, PVE, ISIS, Media, Finance, VE.
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Chapter One
1.1 Introduction
Globalization is a complex concept. There is still not a widely agreed definition of
what it is, nor there is consensus on whether it is an entirely observable occurrence. Jim
Dator (2006) describes globalization as “the complete range of forces and elements that
are traveling across the whole world totally unobstructed, or hardly hindered by frontiers
and states policies”. Based on Pooch’s (2016) writings, the economist Theodore
Levitt first used “globalization” in 1983. The word has been employed in common
literature since the middle eighties and got its exposure in the nineties where it has been
mostly linked to the economy. Marxists believe that globalization took place out of the
connection that is happening across the globe, which increased the chances of profit
gaining and oversupply build-up. According to the article “8 Theories of GlobalizationExplained!” (n.d.), the liberalist theory considers globalization as the growth of
modernization through different markets. Moreover, it points out the importance of
creating soft infrastructure to assist it. “Globalization is extensively used to describe
different economic, political, and social changes that have shaped the globe during the
past decades (Guttal, 2007)”. Globalization can be explained as an increase in
interconnection between, and the incorporation of, different genres of activities ranging
from

social

to

economic

ones

(Mussa,

2003).

As

stated

by

Brenda J. Lutz and James M. Lutz (2015), globalization can cause a political disturbance
that involves violent extremism in middle eastern states, because with globalization
emerge alterations in the social, political, and economic state systems.
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Many governments and societies have not improved under the influence
of globalization. Developed countries are mainly establishing an international capitalist
order with a consumer culture by creating international markets headed and managed by
the most presiding interests within the governing elites of these multinational
corporations, exposing vulnerable countries to new economic challenges (Adesina, 2012).
Globalization came with benefits that cover many different areas, however, it brought
poverty, inequality, and social confusion to some countries as well (Rahim, Zainalabidin,
Ping, Alias, and Muhamad, 2014).
Globalization has generated conditions in poor countries that are conducive to the
emergence of extremist movements, instability, conflicts, and consecutive deaths of
innocent people. For instance, poverty in Africa rose from two hundred ninety million to
four hundred fifteen million, also in the late 19th century, the proportion of average wages
in the wealthiest states to middle wages in the impoverished ones was nine to one (Heinze,
2020). To add that, from 2002 till 2018, the MENA region accounted internationally for
around 36% terrorist occurrences, around 49% terrorist instigated casualties, along 21%
deceased from conflicts (Kim, 2020).
Although there is not yet one agreed definition of violent extremism, USAID
defines it as “supporting, being part of, assembling, or otherwise backing ideologically
driven or justified violence to further political, cultural or economic objectives”. Whether
based on religious, ethnic, or political grounds, extremist ideologies take advantage of the
supremacy and the governance of increasingly diverse and multi-cultural societies
(Sheelagh,2018).

Since

Globalization

is deeply

connected with economic

systems and markets, its impact has led to a sharp increase in trade and economic
2

exchanges and an increasingly free flow of ideas, people, goods, services, and capitals.
And the changes in institutions and policies at national and international levels have
facilitated and promoted such flows.
According to Hernandez (2019), “The globalization of the economic markets made
it possible for illicit entities to transact along with one another, which further enhances
their proliferation”. Authors, like Aydinli and Rosenau (2005), believe that globalization
causes some entities to fall back on what concerns culture, economy, and society. Hence,
this phenomenon creates a higher level of insecurity among the world’s population,
leading them to violent extremism to defend themselves from globalization.
Furthermore, Cronin (2003) cites that “because globalization has been quick and
the Middle East, with its weak states, has not been fully ready for democratization and
globalization, this would keep the west paranoid about middle eastern born extremism”.
For instance, the making of a universal unified culture derived from the western views has
shown insufficient outcomes and the adverse effect on cultures that began to tear them out
of their beliefs and behaviors to fit the mold of other people and cultures. The Middle East
in particular has been expected to fit into the mold of globalization, to be similar to
other people. At a given time, this conflict will be no longer governable and will lead to
important consequences. It is certain then, that these systems are made to meet the needs
of populations, not to replace or drastically change their current structures.
The UN secretary-general announced a new exhaustive strategy encompassing not
only vital security-based PVE approaches but also structured preventative steps to deal
with the underlying settings that drive people to be part of a VE group. This strategy
includes seventy recommendations based on five interlinked sections: The first one is
3

about giving priority to prevention, then building productive and constructive institutions,
collaborative work in what concerns human rights, United Nation engagement, and finally
an all-government strategy (“UN chief introduces new action”, 2016). Moreover, the
alliance of the European states for fighting VE set up a forum where every EU member
will be able to share his own experience with violent extremism and give information
regarding suggested procedures and training initiatives to help with the issue (Kerem
Cankoçak, 2020). For its part, Russia is in the process of dealing with violent extremism
by introducing anti-extremist legislations. In other words, creating security space can very
well produce more violent extremism, and Russia’s approach is considered as “extreme”
since journalists were prosecuted for having criticized the language of some Russian
minorities (“Legal Provisions on Fighting”, 2015). Globalization has played an important
role in the spread of violent extremism and, at the same time, its prevention methods.

What are the important globalization factors that serve the proliferation of violent
extremism in the world, and what effective strategies are there to combat its expansion?

1.2 Literature review
The rapid social change due to globalization led the people to confusion about their
groups and self-identities. The interconnectedness brought by globalization on different
areas of life, and educational connections traveling across nationality frontiers made the
world susceptible for homogenization culture wise. In different parts around the globe,
cosmopolitanism has been introduced as a feature in people’s daily lives. Small
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communities and underdeveloped ones are mostly being influenced by developed
countries. Mainly, the West’s culture has been sweeping away other cultures and
traditions, especially the young generation is being highly influenced by the west’s mode
of life. For example, in the MENA region we can find many American or French schools
and universities that help spread the west’s culture instead of joining local educational
institutions and passing the historical traditions to the new generation.
Moghaddam (2008) argues that for these groups and individuals, violent
extremism would be considered as a way to restore their lost identities, where it promises
stability and familiarity. Many societies could not follow the fast paste of globalization
which caused them to fall back on what concerns education, economic, and social changes.
This caused poverty, illiteracy, and marginalization in many societies, where violent
extremist groups took advantage of these situations to acquire a larger number of
supporters. According to the United Nations official website (2001), with globalization
billions of individuals were living in severe poverty, around one billion unlettered and,
around fourteen million people passed away yearly due to medical care shortage or
absence.
Moreover, the global attacks and criticism on Islam and the affirmation of the
western world that Islamic nations are not as successful as they are supposed to be,
resulted in widespread hatred and retaliation which further enhanced the support of violent
extremist entities (Allan, Glazzard, Jesperson, Tumu, Winterbotham, 2015). Iraq, after the
invasion of 2003 by the United States of America, could be considered as an example
where the exclusion of the Sunni Arabs from the political settlement was often considered
as one of a couple reasons behind the rise of ISIS, giving it a chance to expand and to
5

become a threat to both local and international systems. Besides, as explained by Schmid
(2005), state failure and weakness enable chances for revolts, and excessive force with
misuse of state power could promote hostility and opposition, giving opportunities for
violent extremist entities.
The literature on this subject has varied in providing different conspectuses. Some
are soft-linking and bottom-up in terms of providing education and changing attitudes and
values toward achieving equity, economic seeking, improvement, and the eradication of
poverty, while others are associated with countering violent extremism strategies based
on military choices to suppress and combat VE groups. Kundnani and Haye’s (2018),
believe that “The globalization of violent extremism prevention strategies and approaches
has been the most important advancements in counterterrorism strategy through the
previous decade”. Globalization’s interconnectedness aspect facilitates the work on PVE
by providing the capacity to reach any entity across the globe with little time and effort
compared to the pre-globalization era. Baylis, Smith, and Owens (2020) have found that
“The universal communication infrastructure provided by globalization allowed the
management and the organization of entities with similar goals across the globe in
virtually real-time. Violent extremism prevention is about taking bold and well-considered
steps leading to the failure of its efforts to enroll and mobilize individuals. Once the
drivers that are considered to be conducive to violent extremism are identified, solutions
could be found. In general, among other characteristics, these fundamental drivers are
religious, cultural, economic, social, and above all discriminatory.
Education is one of the most important aspects to focus on (Baily, 2018),
especially in our days where the internet is used as an education platform, making
6

education much more accessible and engaging for students around the world. Ni’s (2013)
writings show, that individuals learning through internet platforms are more encouraged
to participate and grasp information more than in an old-fashioned way. Sheelagh (2018)
says that teaching the new generation skills of conflict resolution, problem-solving, and
critical thinking, is crucial for a safer society. When individuals gain an insight into these
skills and get educated and aware of the consequences of violent acts, they would be more
prone to solve their problems peacefully. Education strategies have the task of
contributing to preventing individuals from being reduced to objects of radicalism, as well
as the recruits who have already been involved with extremists.
There are cases where some individuals who had joined an extremist group later
quit by themselves. Marina Tapley and Gordon Clubb (2019) assume that a solution to
violent extremism might be the recruitment of an ex-extremist to shed light on the dangers
and consequences of being a violent radical. These individuals could share their stories on
social media platforms to reach a wider audience, and to explain their previous
experiences to inform and enlighten others about the negative and dark side of becoming
part of a violent extremist group like ISIS. However, the help provided by a previous
radical is limited, and favorable results are not always guaranteed. When choosing this
path, some precautions are required to obtain the expected results (Tapley and Clubb,
2019).
Media, and precisely social media, has become the most influential and important
virtual space. Shirky (2011) believes that social media is an integral part of life around the
globe. It is now an important part of many people's lives. It has become more important
than ever: governments, non-governmental organizations, international organizations, and
7

other entities since the 20th century till today use it for their many activities. It enables
planning, communication, e-commerce, and sharing different information with less time
and effort. Based on the United Nations Security Council's official website, social media
plays a crucial role in the encouragement of coexistence and the suppression of violent
extremism. The use of social media and the internet easily helps to spread awareness to a
wider audience in a short time. Su-Mia Akin, in her researches about globalization, cites
that social media is a double-edged sword, being an effective tool to spread awareness
about extremism and contribute to preventing it. However, many violent extremist groups,
like ISIS as an example, use it for recruitment and publicity to expand faster and gain a
bigger number of followers worldwide. As stated by Koren and Siboni (2014), ISIS is one
of the most experienced extremist groups in the field of social media. ISIS’s strategy
concerning the use of social media programs is to post sound bites and other content
allowing them to communicate directly with a huge number of individuals on an
international level. This would not be the case if they were acting in a classic recruitment
manner (Awan, 2017). In this case, emerges the role of governments and concerned
entities like international organizations with their special cyber teams and tactics to
prevent this as much as possible.
From a security perspective, capturing an extremist or a group of violent extremists
is considered a great accomplishment. However, as cited by Rohan Gunaratna (2015), this
problem must be cut at its roots by attacking the infrastructure that serves as a base for the
expansion of violent extremism. This means cutting all activities bringing financial
support for extremist groups, advertising propaganda, recruitment processes, etc. Most
countries believe that facing violent extremism in a hard way is the key to get rid of it. An

8

example of this is The War on terror, also known as the Global War on Terrorism and U.S.
War on Terror, the international military campaign launched by the United States
government after the September 11 attacks. However, Dalgaard-Nielsen (2016) argues
that addressing the problem in a hard way could push individuals to disintegrate and divide
which will lead to further radicalization, and the use of force and coercion will hardly
facilitate peacemaking.
As stated by Subedi and Jenkins (2016), after the phenomenon of “Homegrown
violent extremism”, countries began to take both soft and hard measures in dealing with
violent extremism. To obtain the desired results in the prevention of violent extremism,
governments need to work cooperatively with civil society (Gunaratna, 2015). Extremists
take advantage of people’s grievances to mobilize more individuals. They use their
psychological weaknesses to manipulate them. Some of these grievances are beyond the
capacity of governments to handle, and here comes the role of civil society which has a
wide range of knowledge and experience in dealing with specific entities. Moghaddam
(2008) believes that globalization produced significant threats to principal psychological
needs attributed to certain individuals, especially concerning shared identities. Individuals
who are threatened and misguided are more likely to refer to violent extremism as a way
out. By using their techniques, civil societies would be able to target and work on healing
the specific grievances that lead people to fracture from the norm. (“The Organization for
Security”, 2018).

1.3 Significance
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Globalization entails processes that are not uniform as they occur in differentiated
time and location. “The diverse and paradoxical nature of globalization processes has
given rise to new identities with different levels of aggregation (Bokser-Liwerant, 2002)”.
According to “Preventing violent extremism” (2017), the universal level of incidents
caused by violent extremism has increased from 3,000 deaths in 2003 to 25,000 in 2016.
Poor countries have been negatively implicated as it turned to be vulnerable to global
competition. Poverty spreads, while exclusion and injustice grow. As cited by Naim
(2009), “globalization opponents believe that it is behind the global economic crisis, the
illicit activities and the absence of security. In regions like the Middle East, such a
consequence provides fertile grounds for religious and reactionary extremism against
globalization perceived as a primarily western imposition against local economies and
cultures. Thus, the significance of the question lies in the ability to provide narrative
research that eliminates suspicions in the positive implications of globalization toward
such vulnerable regions, and at the same time, utilizes the globalization process to
strengthen societies’ resilience and capacities to subvert violent extremism appeal and
recruitment.

1.4 Research question
Given the wide array of literature and the diversity of propositions linking drivers
and preventions to violent extremism, what could be assumed as the most effective
strategy to limit and prevent the expansion and proliferation of ISIS?
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This question will be further examined and explored in this thesis while focusing
on media and the economy as two aspects of globalization that played a preventive role
against ISIS’s proliferation and, at the same time, helped their expansion.

1.5 Hypothesis
While the process of globalization accelerates infuriating negative effects and
harsh reprisals that generate violent extremist movements, it also brings benefits and
positive impacts required by entities such as governments to ensure the safety of the
international community.

The Globalization of the economy have provided ISIS with different financial
resources that allowed its expansion and goals achievement. Moreover, because of social
media globalization, ISIS was able to recruit fighters, supporters, and to spread specific
information and terror on an international level. However, because of the economic and
media globalization governments and International entities are able to limit and prevent
ISIS from achieving its aspirations through multiple ways that are going to be explored
throughout this research. Globalization provided the same tools and opportunities for
everyone, and affected both positively and negatively the international security system.
This study aims to reveal major aspects of PVE strategies in poor and fragmented
regions where ISIS took place.

1.6 Research design and methodology
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This study includes comparative cases that show how globalization has
exasperated the growth of violent extremism, and how ISIS takes advantage of the
globalization of the economy and social media to achieve its goals and grow. This
provides a clear example that this study will examine to demonstrate the drivers of violent
extremism.
This will be further compared with the case where globalization of the economy
and social media are factors of violent extremism prevention. Accordingly, we will draw
a useful conclusion about drivers and preventers based on a comparative analysis. Our
examination will rely on country studies as well as contemporary academic research and
government policies to maintain the reliability of the study.

1.7 Structure
This study consists of five chapters:
1-

The first chapter provides general matters like the introduction, the

literature review, the research question, the hypothesis, the research design and
methodology, and finally the structure of the research.
2-

The second chapter will propose a comprehensive literature review on

globalization as it implicates weak and fragmented states while focusing on the
proliferation of VE. Clear literature on the relationship between globalization and violent
extremism in a general manner will be presented. Then, the general literature on ISIS will
finally explain the importance of social media and the economy as two aspects of
globalization to be considered while conducting the study.
12

3-

The third chapter explores the relationship between the globalization of the

economy and its impact on ISIS, how it paved the way for ISIS to increase its finances
and expand its power. However, the global economy can serve in cutting ISIS’s financial
gains and help in limiting ISIS’s proliferation
4-

In the fourth chapter, we will examine the relationship between the

globalization of social media and its impact on ISIS, how it helped its proliferation by
increasing its followers through different social media platforms, and how at the same
time it was considered by governments and other entities as a tool for preventing ISIS
from reaching its goals.
5-

The fifth chapter will conclude in a response to the original research question

as well as to affirm or refute our hypothetical proposition. It will focus more on the
analysis and the findings, consider limitations, suggest generalization, and recommend a
future expansion of the research.
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Chapter Two
2.1 Defining Globalization
Different writers tried to provide a precise explanation for globalization in many
ways. Many argue that this task is unachievable, others argue that it is going to limit the
meaning for doing so, while others have been able to provide a working definition for
globalization. Despite the different views concerning the definition of globalization, this
research, as stated in the previous chapter proposes the following definition:
“Globalization can be explained as an increase in interconnection between, and the
incorporation of, different genres of activities ranging from social to economic ones
(Mussa, 2003). This interconnection was facilitated by the significant reduction in the
price of communication and transportation along, the open and easy circulation of
services, capitals, information, and more or less individuals.
According to Guttal (2007), globalization can be defined as the changes happening
to the globe in the economy, society, politics, and culture. For Smith (2001), globalization
is the stage that transmits political, social, and business messages to the whole globe.
Crosby (2003) described globalization as a way of “Americanizing” in the world. Writers
gave different definitions for globalization, but they all agreed on the impact it left on the
world’s order and societies. Indeed, globalization brought with it many benefits for the
progression of humanity on a large scale, and it had positive impacts on modernity,
development, and accessibility. However, actions and activities entailed in globalization
could mess up the political, social, and financial structure, especially in countries that were
not yet ready and prepared for this process, especially those in the Middle East. Such
14

disturbances are associated with higher degrees of political and economic instability in
nation-states which would imply the outburst of violent extremism (Cronin, 2002). New
World Order generated inequality and poverty so many people had to deviate from the
norm and reach violent extremism as a mechanism of defense against the inequalities
brought by globalization.
In 2019, the American senator Elizabeth Warren stated that Globalization brought
important geostrategic changes and alterations where military power was used by nonstate entities to threaten states’ sovereignty. Violent extremism occurrence has extended,
and by the 21st century, it reached almost every country that shapes the International
System. However, the MENA region has been affected the most by violent extremism
being a potential and fertile ground for their emergence and activities. Many researchers
have agreed that violent extremism is an overly complex phenomenon that can’t have a
single cause behind it. Its root causes are multifaceted and intertwined, they relate to the
structural environment in which it can assume control. However, some other studies
insinuated that higher levels of globalization caused outbreaks of violent extremism
activities because globalization is more than just a simple expansion in financial relations,
but it encompasses military, ethnic, racial, and political aspects, including religious
opinion and movements, individual efforts, customs along with commodities, and global
services.
A major consequence of globalization and social movements and customs is that
culturally differing masses become closer to each other’s, which could cause tension and
disagreements. Entities that have been put in an unfavorable spot because of these
alterations might revolt against their governments or the ruling political parties that are
15

somehow concerned and involved in these alterations. These resistant movements could
be led peacefully and, in an organized way by the political channels already existing. Yet
it might become aggressive if disadvantaged entities are unable to attain fulfillment
through acceptable ways (Lutz,2015). The significance of globalization as a phenomenon
that promotes disagreements and clashes between entities could be seen by the verity that
the signs of modernity brought by this phenomenon are frequently placed amid targets for
strikes. Conversely, violent resistance could exhaust the regimes impeding their capacities
in facing turbulent situations. As well, overseeing, running, and dealing with the
alterations will be an irritating inconvenience. Such a scenario would produce a dangerous
circle of turmoil and difficulties that will diminish the role of international regimes,
instigating political decay (as stated by Samuel P. Huntington) rather than generating
benefits and economic prosperity. Naim (2009), asserts that “Globalization is such a
diverse, broad-based, and potent force. Love it or hate it, it facilitated for violent
extremists the possibility of attacking across larger geographical space against outside
entities perceived as enemies. These attacks were made possible thanks to the satellite
channels, technologies, global networks, and the Internet provided by the New World
Order, since the aim of extremist entities is to attack from anywhere. This fact puts the
international system in a tight spot because it threatens world peace and nations wellbeing. Noteworthy that taking the measures needed for forming a strong reliable defense
mechanism against potential extremist’s attacks is a very costly procedure for
governments since it includes military training, weapon purchasing, and cooperation with
different entities like civil societies and other governments.
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Religious entities used distinctive manners in retaliating against the changes
brought by globalization, since it threatens their fundamental morals and principles,
especially Islam which was mainly attacked and overlooked by many great powers like
the United States of America, the European Union, and China. The negative aspect that
dominated Islam during globalization gave birth recently to specific violent extremist
groups causing much turmoil worldwide. These groups are mainly grounded in the Middle
East and their principal target is generally the west. Iqbal and Mabud (2019) attested that
it was not created out of nothing, but it was rather evolved in a context of political
confusion and disagreements due to the deployment of Western troops in Islamic
territories. We also mention that the universal domination of neoliberalism capitalist
globalization has created societies traumatized by war experiences and colonization
conducted by western forces. These facts caused the growth of huge challenges that faced,
and still, Islamic societies since the terrorist attack made in the United States of America
called 9 / 11. Lutz, B. and Lutz, J. (2015) cited that the west’s system that consists of the
dissociation of states from religious organizations did threaten many long-established
cultures and religious societies among Global Communities that were not yet ready for
globalization. This phenomenon will bring individuals that were swept fast by
globalization without being fully ready to get more attached and defensive towards their
religious views and cultures as a way of protection. ISIS is a real example of this.

2.2 The Islamic State of Iraq and Syria (ISIS)
The Islamic State, also known as ISIS, ISIL, or Daesh, emerged from the remnants
of al Qaeda in Iraq (AQI), a local offshoot of al Qaeda founded by Abu Musab al Zarqawi
in 2004. It is a Sunni jihadist group with a particularly violent ideology that calls itself a
17

caliphate and claims religious authority over all Muslims. ISIS a self-made state which is
looked at by the western world and, the Muslim one in general, as an extremist. Their
adversary is not only the west but everyone having different or opposite beliefs and
religious traditions. ISIS pose a threat to both international and local governments.
Numerous efforts have been made and still by the United States of America and its allies
to defeat this extremist group’s goals and expansion. Their chief was Abu Bakr al
Baghdadi announced as ISIS leader on 16 May 2010, following the death of his
predecessor Abu Omar al-Baghdadi who killed himself after a US army raid on his main
camp. He was then succeeded by Abu Ibrahim al-Hashimi al-Qurash who is now the
current and second leader. The Islamic State of Iraq and Syria was initially a part of part
of al-Qaeda whose authority was rejected by AbuBakr Al- Bagdadi ISIS later evolved and
established its structure, territories, and identity. Its main location is in Raqqa, it has its
function system including infrastructure and illicit activities as a source of cash flow and
taxes collection. One of its main profit gaining sources is oil, providing them with millions
of dollars each year from illegal oil selling. Oil buyers from this extremist group consist
of governments like Turkey and the Syrian regime itself. This organization has recruited
people from all around the world to join their forces and institute a so-called “caliphate”.
Although other Islamist groups besides ISIS also exist in the Middle East, ISIS
remains the most appealing for recruits, and this is due to the wide range of benefits
offered to members, including salaries, vehicles and mobile phones. (Mironova, 2019).
Moreover, the possibility of having multiple wives, promiscuous relationships and the sex
trade was an essential psychological factor for a certain segment of the fighters.
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Members of Daesh or ISIS are classified into two categories: The first category is
made up of local people who join ISIS aspiring to power and authority for their efforts, in
addition to those who were forced to join the group. Differently from other violent
extremist movements, ISIS also needs administrative members. This fact makes joining
ISIS more appealing in comparison with other violent extremist entities.
With the facilities provided by the globalization process (infrastructures, airlines,
connected borders, technologies, etc.), everything and everyone is reachable at any time.
Here comes the second category which includes foreign recruits who are more important
for ISIS than locals. Orozobekova (2016) thinks that foreign members who join ISIS are
a very important and beneficial advantage for the reason that they can attack in foreign
territories more easily and without being doubted by authorities. When these people leave
their countries and cross the world to join ISIS, it shows that their belief, trust, and
attachment to this violent extremist group is well-founded. However, other factors like
one’s companion, family members or friends could have been the reason for joining this
extremist group. It usually takes foreign fighters more time and thoughts to get convinced
by ISIS’s beliefs and leave everything behind to come and join it, which makes it clear
why it will be hard to convince them to quit later. It is hard for them to go back after
having left their homes, their families, their jobs, and life. Foreign fighters are better
prepared for the idea of death for a cause, an objective or a conviction than locals who
have joined without too much effort and who still have something that they may lose.
Mironova’s (2019) work state that ISIS exploits recruit’s grievances and their
feeling of exclusion in the name of religion and culture saving. People from China,
Indonesia, the Middle East, Europe, and many other countries have been recruited. So we
19

understand how globalization made ISIS expansion and spread so easy. Besides, they lure
people by showing a euphoric image of their life in the “caliphate”, where there is money,
women, drugs and emancipation. When ISIS streams high quality videos on the Web,
many people, especially young ones, get enticed by the delights that ISIS pretends to
provide. Money laundering, weapon smuggling, drugs, blackmailing, human trafficking,
and other illicit activities are being practiced by ISIS to meet and control its needs. ISIS
remains a threat to global economic security and social protection policies. It lost some of
its territories in the recent attacks made by the United States of America and its allies,
however, it still has the power to threaten governments and tends to be a major source of
public fear. As stated by Orozobekova (2016), even after many security defensive tactics
made by states like the launching of “The war on terror” by the United States of America
against violent extremism, ISIS managed to remain more or less resilient and still expand
and continue to recruit and spread. The tools of globalization (Satellite technologies,
Cyberspaces, live channels, etc.) facilitated ISIS illegal activities, and the Internet helped
it behaving in a transnational way. So it is obvious that Globalization has been of great
help for ISIS in what concerns its finances, expansion, and goals achievement. Our study
will explore two considerable aspects of Globalization that are of great help to ISIS: the
globalization of media, specifically social media, and the globalization of the economy.
Why then these two aspects of globalization are important to research and discuss?

2.3 The importance of social media for ISIS activities
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The world population was estimated at around 7.8 billion people. Based on
Ospina’s (2019) statistics, the social media platform “Facebook” reports about 2.4 billion
monthly users in 2020. Mohsen (2020) wrote that YouTube has two billion subscribers
around the world. This number exceeds a quarter of the worldwide population for both
platforms. Kemp’s (2020) statistics show that 3.8 billion individuals are active on social
media platforms in 2020, which is approximately half of the world population. These
numbers are increasing every year, and social media is becoming vitally important for
accomplishing daily tasks and duties. These statistics reveal the importance and power of
the Internet and social media platforms. Indicators show that 2.5 quintillions of data are
produced daily at Cyber WEB, where individuals can connect through specific social
media, potentially crossing geographical and political boundaries to pursue mutual
interests or goals. Online communities carry out not only information exchanges but also
considerable emotional exchanges and all kinds of needed information (Marr, 2018).
Social media has changed the way people live their lives today, it has made
communication and collaboration much easier. People use websites where they can create
articles that visitors can comment on such as Facebook, Twitter, or LinkedIn where
people can share comments, personal information and job details, photos, and video, or
establish

relationships

with

each

other.

Some

crowdfunding

sites

such

as Kickstarter facilitate funding for a business or individual. It affected also education,
smartphones and tablets are changing how teachers teach and students learn. There are
tools that many of us use daily that have a 'social' aspect to them. For
example, Wikipedia a collaborative tool that enables people to update and view an online
encyclopedia. Google documents allow sharing and edit documents online, etc. And
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according to Jordan (2015), the huge globalized cyber web created a virtual life where
people can connect and chat with others from around the world, in parallel to actual life.
It became indispensable for modern individuals to own a mobile phone, a laptop, a tablet,
or any other instrument from where they access the internet. Internet and social media
have become very influential in social life in many fields.
The use of social media by ISIS is rather strategic. It shows the resourcefulness of
this terrorist organization, which mobilized an estimated 40,000 foreign nationals from
over 110 countries to join the group. Increasing internet access in both Africa and the
Middle East means that ISIS also has potential supporters who could be recruited through
social media to join its effort. ISIS's online propaganda threatens global security. In areas
under its control, ISIS has limited access to the internet for civilians, monitoring internet
cafes, and giving its vocal advocacy for a large social media usage among its supporters.
In 2015, ISIS had ordered to close all internet cafes to remove civilians from the influence
of other movements and global news sites, and to disguise it defeats including lost
territories. The importance of social media in projecting violent extremism propaganda
and recruiting foreign fighters is well documented. Despite territorial losses and repression
of civilian internet access, ISIS continues to seek supporters. Using social media in its
communication with civilians could be important to understanding the group's plans to
regain territorial control through the support of local populations and the recruitment of
new members.
We conclude that social media is a double-edged sword. While it has become a
strategic tool for violent extremist groups, it can also be used by international governments
and civil society to counter ISIS’s activities.
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2.4 The importance of the economy for ISIS
The economy is a very important factor that should be considered when talking about
power and influence. When superpowers are determined by categories, economic
capabilities are to be studied to determine who is exerting influence or projecting power
on a global scale. According to Pettinger’s (2017) work, economics is mainly about the
allocation of the restricted quantities of resources in the most favorable way. All aspects
of life are based on the economy, especially on the political economy whose theories like
capitalism or communism play out in the real world and seek to understand how history,
culture,

and

customs

impact

an economic system.

Governments

focus

primarily on wealth gaining and redistribution. The global system facilitated international
trade, generating economic growth and benefits. Economic globalization altered the
current balance of power between underdeveloped and developed nations, which affected
the customs and livelihoods of people, causing them to resort to violence as a means of
self-defense.
Gao Shangquan, in his writings (2000), asserted that “the fast growth in the
importance of information in every genre of high yielding activities, along with the free
market economy, both can be considered as the primary driving powers to the globalized
economy.” The most important factors for violent extremist groups that promise and
guarantee their sovereignty and expansion are finance and resources. Money is crucial for
their survival, to pay for their recruits, to purchase weapons and living necessities, and,
also, all the supplements they get their fighters to lure them. With no assets, violent
extremist groups will not be able to implement their attacks. With the globalization of the
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economy and international trade, it became easier for them to make huge illegal profits.
For example, the oil business brought ISIS a million-dollar profit per day by selling it to
different organizations and governments, in addition to their taxation system, their small
businesses, and extortion activities that have been consequently increased. Economic
globalization can also be a way to cut ISIS’s resources and objectives, even its intentions,
by applying sanctions on countries that deal with it. Assets movements and cash flow
surveillance and tracking could be also considered for limiting ISIS’s expansion by
collaboration between governments and international corporations.

2.5 Conclusion
In this chapter, we have tried to define globalization in general, providing different
views perceptions, and interpretations cited by different authors and researchers. Then,
we have exposed some information about the Islamic State of Iraq and Syria (ISIS), so
that the reader can get a minimum knowledge about its nature and activities.
We also tried to explain and demonstrate the importance of two globalization
factors, the media and the economy that are of great benefit for violent extremists, and
precisely ISIS. In the following next chapter of this research, we will attempt to determine
how the globalization of the economy helped the ISIS group to expand and achieve its
goals, and how, at the same time, this same globalization of the economy has been used
by the international community against ISIS.
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Chapter Three
3.1 Introduction
From ancient times till today, economic systems involved production and trade, to
build good communities and lead a more satisfying life. In the 21st century, the economy
became globalized making everything and everyone connected easily with less or no
effort. The economy attracts attention because it influences all aspects of human societies,
emphasizing all practices, discourses, and material expressions associated with the
production, use, and management of resources. It involves culture, values, education,
technological evolution, history, social organization, political structure, and legal systems.
ISIS was a highly organized group, which gave it more importance and power
comparing to other extremist entities. It has become one of the wealthiest violent extremist
organizations in the international arena, with its economic circuit bringing significant
monetary flows, and worked hard to forecast its needs and financial sources to cover its
recruitments, expansion. Mansour (2017) cited that ISIS had its finance minister, making
everything seem like an organized economic circuit imitating real states and governments.

3.2 ISIS’s Finances
The Islamic State of Iraq and Syria, prior to 2019 was the world’s best-funded
terrorist group and was richer than some small countries. How does ISIS used to fill its
coffers? ISIS funding came mainly from donors in different Gulf countries and other
Sunni foreign sources such as Malaysia. Donors were from different backgrounds,
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countries, and ethnicities. However, they all have the same ideology and the same beliefs
about ISIS aspirations. Most of these donors were of Sunni faith because ISIS presented
itself as an Islamic Sunni radical religious group fighting for Islam, facing Western
dominance and influence, and any entity that does not share their beliefs. Since it is known
as a religious group, donations were being considered as a form of “Zakat”, one of the five
basic tenets of Islam. Donations brought to ISIS significant cash flows, however, it was
not their unique resource.
The most important funding source for ISIS, bringing about a million-dollar
revenue every day, is oil (Kreisman, 2017). Oil, or Petroleum, has always been an
important and potentially useful resource for humans. This is why it has been called the
“black gold”. It is an important target for extremist entities, like ISIS, which had a major
role in building up economic imbalances in the oil-producing territories it controlled. The
globalization of the economic markets facilitated transactions between illicit entities.
Many oil countries in the Middle East, like Syria and Iraq, have been a target for extremist
group’s greed leading them to a supply deficit (Hernandez, 2019). Based on the statistics
given by Antonia Ward (2018), “The oil production in Iraq showed a shortage of 320.000
barrels by day due to attacks made by ISIS”. Furthermore, these statistics showed that “in
2014, the Islamic State of Iraq and Syria bridled 60 % of the oil in Syria and it had around
three million dollars per day as a revenue from this illicit business.” The money coming
back to governments from oil was diverted to the benefit of ISIS which hampered the
economy of the nations in question. Due to this shortage, other non- oil-rich countries
would be affected as well, because, as known, when the quantity of a given product
decreases its price increases. Thus, the price of a product and the quantity demanded of
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that product have an inverse relationship, as stated in the law of demand. An
inverse relationship means that higher prices result in lower quantity demand and
lower prices result in higher quantity demand. This equation works in systems that respect
the laws and legal bases of business. Moreover, when countries purchase illicit oil from
ISIS, this would be considered a competitive market for the oil business, and prices would
decrease for their benefit, which will disrupt other oil-producing countries.
ISIS in 2015 indeed lost territories, but it also has been able to capture
several more and control important oil wells located in the north of Iraq, and others in
Syria which made Baghdad struggle to maintain its economy. America has made a
vigorous operation to disrupt ISIS's financial flows. However, this operation was not a
total success, it had limited positive consequences. A Zaremba’s (2019) article argues that
ISIS was one of the wealthiest extremist entities, making about one million dollars a day
from illicit oil smuggling and business. This fact panicked the international community
since money can influence thoughts and lead to power. Moreover, combatants from other
extremist groups were being coaxed into ISIS with promised higher revenues and
privileges. Although ISIS's loss of territories affected its expansion, it benefited them by
reducing recruitment expenses. Zaremba (2019) continues by stating that “lots of secret
emails between the Turkish minister of energy and an oil company were made public,
proving that Turkey had been involved in oil deals with ISIS”. The Russian president
Putin, back in 2017, pointed to this subject and talked about Turkish forces shooting
down of a Russian jet for the sake of ISIS’s black gold being transferred safely to a
designated port. Russia accused Turkey of seriously calling it up on being a sponsor for
ISIS who was hindering foreign capitals. Another source that used to buy oil from the self-
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constructed Islamic State before 2017, is the Syrian president Bashar Al-Assad, who is
supported by Russia. Business and economy-wise, it was more profitable for ISIS to sell
the black gold on its territory, making business with Al Assad, rather than selling it to
foreign parties. ISIS has been providing Bashar Al Assad with gas as well. Assad’s
regime, on the other hand, facilitated some stuff for ISIS, like supplying them with
electricity as an example. However, from 2017 ISIS’s oil business started to fall back due
to important territory losses. ISIS and the oil issue have affected and got the whole world’s
attention, not just the Middle East. The international community played an important role
in this. As has been explained, Turkey and other great powers have been involved in this
subject, such as the United States of America and Russia. This shows that in this age of
globalization, countries’ economies, security, and well-being are more connected than
ever.
Another driving factor in the process of globalization that provided additional
income to ISIS through open markets and borders is Trade. With globalization, borders
are no longer bounding, and trade has become much easier. Through the south-western
frontiers of Turkey, around six hundred heavy goods vehicles conveyed foodstuffs and
construction goods to the Syrian lands. Many traders confessed that the goods conveyed
bypass the territories under the Syrian Government control and go straight to ISIS’s
dependency area. According to Iraq, vehicles transporting heavy products were forced to
pay customs duties which used to bring for ISIS about one hundred forty million dollars
per year (How ISIS runs its economy, 2015).
An additional finance source for the Islamic State of Iraq and Syria was
agriculture. It used to be considered as a significant source of taxing income, bringing
28

around two hundred million dollars from grain sale like barley as an example (Jaafar and
Woertz, 2016). In 2015 the Baghdad authorities stopped giving salaries for public servants
located in ISIS territories, and this hindered ISIS’s finances since their taxation used to
bring a lot of money for this extremist group. To add that, at the time authorities have been
trying to limit ISIS’s ways into the central bank of Iraq where they used to launder their
money. This year have been stressful financially for the Islamic State of Iraq and Syria,
where they had to reduce their recruits’ revenues by half. With all of this going on,
agriculture have been given a higher importance as a finance source for ISIS. Not to forget
that, through agricultural investments ISIS could safeguard its alimentary needs.
According to Jones and Solomon (2015), by limiting grain export activities, closely
watching their agricultural activities, and supervising food prices ISIS secured fifty-six
million dollars’ revenue from grain sale without including cotton sale.
Another source of funding for ISIS was the illicit sale and the criminal destruction
of antiques. Syria and Iraq, the two countries from which ISIS emerged, and where it
controlled illegal territories, are known for their rich archaeological heritage and historical
treasures. “These lands have borne throughout history the traces of Byzantine Christians,
Jewish culture and the Roman royalties that passed there.” (Terrill, 2017). When ISIS
destroyed these sites, it did it in front of high-resolution camera systems and broadcasted
the photos world-wide. The aim behind this devastating action was to threaten and
humiliate the native citizens, and the illusion of fighting globalization. We observe that
this action contributed in increasing the capacity of ISIS in attracting additional followers,
recruits, and financial backing from groups or individuals who supported their cause.
Small treasures were being sold for huge amounts of money, and big ones that cannot be
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moved were being destroyed. Iraq has been the target of smugglers and criminal entities
greed for a long time over history, without being a new concern for the Iraqi governments.
However, this issue started affecting Syria in a noticeable way by the beginning of
conflicts of 2011, where ISIS was involved. This criminal activity hindered the concerned
nations, where these treasures are being illegally taken from by weakening their tourism
sector and destroying their cultural and ethnic characteristics. According to Terrill (2017),
the Islamic State of Iraq and Syria has been the most active violent extremist group in this
subject, even though other entities were illegally selling these cultural and historical
valuables as well. ISIS was not only responsible for trafficking these antiquities, but also
for destroying libraries and religious, cultural, educational, and historical sites as well, and
this has significant value for the people of these nations, as it represents their history and
their ethnicity. This random destruction of museums and the selling of countries historical
valuables were not done only for the heavy assets they brought, but also for intimidation
and the imposition of power, under the pretext that these historical sites were not related
to Islam, but to non-believers.
ISIS's criminal activities were carried out to earn them large sums of money.
However, according to Levi and Reuter (2006), this group must find ways to protect its
finances and make the most of it, and this is done through money laundering, which was
another way to ease ISIS's business cycle and improve its finances. Converting local
currency to American Dollars was a form of money laundering because it is much easier
for ISIS to use this money transnationally. In Iraq for example, ISIS used money
exchanging corporations or a third party changer for their transactions. ISIS was involved
as well in the Iraqi central bank’s money auction. These auctions were made to stabilize
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Iraq’s local currency by converting it to American dollars. This method gave the Islamic
State of Iraq and Syria the possibility of buying dollars to get rid of their huge reserve of
the local currency, without being questioned or held responsible for their finances.
Another method of money laundering used by ISIS was through buying different
businesses. For that, the Islamic State of Iraq and Syria used people that are not affiliated
with the organization to buy for them a variety of economic establishments like electronic
firms, vehicle companies or alimentary businesses, and more others. This allowed the
circulation of ISIS’s dirty money into clean money which no longer causes a threat to this
violent extremist group. We also note that ISIS transferred funds from the underground
money transferring system. In every country, there was a broker ready to do this job
discretely. This system was based on individuals that used passcodes with their clients for
transferring their money by hand to where it should be directed. By having this person-toperson contact, no records would be registered, and no proof of what was being
transferred, to whom, and where, is left. According to Kenner (2019), this method worked
perfectly with this violent extremist group, bringing them a considerable amount of money
without being caught, especially from neighboring countries like Lebanon as an example.

3.3 Possible solutions
ISIS was a highly organized violent extremist group. It was involved not only in
security issues but also in the economy. The structure of the Islamic State of Iraq and Syria
(ISIS) was very much a product of the organization’s ideological evolution and a
reflection of its intended future. It was at once an organization seeking to remake the
global order and one that operated quite similarly to states in the system it was trying to
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replace. This made it an organization with significant vulnerabilities that did multiply as
it faced continued pressure from more well-established states. So, it had managed to find
ways to generate hundreds of millions of dollars, making it one of the richest groups
present in the world at that time and the most dangerous to global well-being and security.
So, limiting ISIS’s capabilities and expansion is crucial for preventing future attacks. And
in order to block any other violent extremist entity from re-surfacing, many steps and
active choices could be made by the international community and the designated
governments to limit ISIS’s illegal economic activities.
One of the solutions that limited ISIS’s illegal profit gaining, was putting
sanctions on every entity or government that makes business or any economic relation
with this extremist group. According to Botelho’s (2015) writings, The United States of
America’s treasury division declared sanctions on many persons perceived to be directly
involved in the illegal oil business that has been taking place between ISIS and the Syrian
government. In what concerns Turkey, the United States of America has declared that
Turkey will be blocking any non-secured routes of its frontiers with Syria. By doing so, it
limited any illegal activities concerning trade and oil smuggling. The USA is combined
efforts with different state departments to deal with ISIS’s presence and to cut its
expansion. The USAID for example helped people that were negatively affected by ISIS’s
presence through financial backing to restore their local businesses. The USA treasury
department is also working extremely hard for catching individuals that are still supporting
ISIS financially. According to the official website of the American treasury governmental
department, in 2020 they caught two individuals one in Turkey and the other in Syria
charged with financing ISIS.
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Regarding the donations coming from abroad, some governments in the
international system issued new legislation that considered donating to violent extremist
groups as a crime that must be punished by law. This considerably limited the outside
donations and was a step forward to countering and preventing the expansion of ISIS by
cutting down one of its important finances. The State Qatar issued a law concerning this
subject; however, it is not very well known if the Government is taking it seriously as it
should be doing or not (Kenner, 2019). In addition to that, different awareness programs
organized by governments along with civil societies were extremely helpful in explaining
and convincing individuals about the dangers of financing a violent extremist group like
ISIS. Moreover, religious awareness programs have been provided as well since ISIS uses
religious ideologies to mobilize people. Since some individuals think that by providing
ISIS with money, they are fulfilling their “Zakat”, the third Pillar of Islam, as we
mentioned above, a compulsory giving of a set proportion of one's wealth to charity. It is
regarded as a type of worship and self-purification.
Another solution was going for a military strategy, that attempted oil production
infrastructure where ISIS was benefiting from and attacked it. This have diminished ISIS’s
financial revenues from oil. We must mention as well that the international community
focused its efforts on borders as well where illegal trade and trafficking took place. These
territories were determined by using advanced technologies and satellites. The United
Kingdom along the United States of America assembled a meeting of ten states to find
effective solutions for the ISIS threat (Kumar, 2015). The United States of America, in
2004 put a military air strategy to counter ISIS’s efforts, with the main objective of
weakening and eventually demolishing this extremist group’s finances and expansion.
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Kumar (2015) cites that, these military attacks were necessary to get a hold of the situation
and cut illegal oil traffic and trade.
In both countries where ISIS was functioning, governments were weak, and
stability was absent from the social, political, and economic sphere. ISIS took advantage
of these gaps in both government systems and became even stronger. However, till today
these two governments are still unstable. From here, we could propose that to encounter
future violent extremism movements, sovereign countries such as the USA, UK, and
Russia must work on enhancing the Syrian and Iraqi government capabilities. Military
training along financial support to get these governments back on their feet should be
provided. With strong governments in both Syria and Iraq along with the support of the
international community, borders, where illegal trade that used to bring financial support
for ISIS, would be closed. Moreover, oil and gas mines would be closely supervised and
protected by legal national forces, not giving a chance for other extremist entities to take
advantage of it. With these steps, ISIS lost

huge numbers of financial support that

affected its sovereignty and expansion, and eventually, lead it to destruction. Many
solutions ranging from soft to the military have been suggested and applied to counter this
violent extremist group effort. However, it needs a lot of work and time to get to the fully
desired outcomes.

3.4 Conclusion
Globalization has been of great help for ISIS financially and economically, from
smuggling of oil to illegal trade, trafficking antiquities, and donations coming from all
around the world. It helped it with its objectives and expansion. However, the facilities
brought by globalization have been used by the international community to confront
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ISIS’s aspirations and expansion as well. Hard and soft solutions that have been discussed
in this chapter limited ISIS’s power and influence. As argued by Gunaratna (2015), “ISIS
was planning to institute a “Wilaya” in the west of China, where many Chinese Muslims
joined the group. This same idea, which has been introduced in Indonesia as well, showed
the power of globalization and how it facilitated the expansion and the economic growth
of groups like ISIS so they can reach not only one or some countries but the whole world.
However, how comes that ISIS was capable of reaching individuals from all around the
globe and expand on a fast paste? The next chapter is going to tackle the subject of “media
and globalization”, pointing out how ISIS used the globalization of social media to
accomplish its goals and expansion, and, at the same time, how social media has been
used by governments and other entities to encounter and prevent violent extremism.
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Chapter Four
4.1 Introduction
In the preceding chapter, we discussed the importance of economic globalization
for the proliferation of violent extremist groups like ISIS. We also proposed some possible
solutions to this problem facing the world. We have defined economic "globalization" as
a historical process and the result of human innovation and technological progress that
refers to the increasing integration of economies around the world, particularly through
the movement of goods, services, capitals, knowledge, and technology across
international borders. There are also broader cultural, political, and environmental
dimensions of globalization. The globalization of media and trends, as well, unifies widely
different societies, integrating them into one world through the internet. Learning,
communication, and many professional tasks are now carried out online through the
internet and social media, giving birth to a new virtual world.
Based on Payfort’s work (2015), the most popular social networking sites in the
middle east are Twitter, Facebook, and Instagram. The Internet, especially social media,
plays an important role in the development of terrorist extremism and violent
radicalization, and this affects both politics and the economy. About 90% of violent
extremist movements and tactics are crafted through social media platforms (Pursel,
2016). The main objective of ISIS was to increase its power and mobilize people through
cyberspace. ISIS had its own radio station, as well as its magazine, and production
agencies with offices located everywhere to follow up with their cyber activities. ISIS
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attached great importance to the media as a means of proving its legitimacy, influence,
and credibility.
Besides, ISIS has launched a software application designed to be downloaded and
run on a mobile device such as a phone, tablet, laptops, or desktop computers. This
application imitated the one made originally for the United States election campaigns
marketing and publicity. As cited by Koren and Siboni (2014), all their cyberspace
activities were concentrated mainly on a psychological mobilization by infiltrating online
clips showing ISIS’s violent acts inflicting torture and mass killings. They resorted to such
acts to show a delusion of power in the surplus of their actual force.
ISIS shifted its focus from platforms like Facebook to platforms like Rocket-Chat.
This kind of platform allowed this extremist group to use its personal server, which
allowed ISIS to manage and control their personal social media web system (Harding,
2020). And what made this platform special and of great value for ISIS is that it is a dark
platform that has maximum security and is highly private. These characteristics makes it
hard for governments to access it or limit its activities.
The Islamic State of Iraq and Syria made use of VPN as a way of security for their
online traffic. However, according to Goldsmith (2016), this extremist group’s hackers
released an announcement for users about the use of VPN alone as a mean for security.
Claiming that not every type of VPN is private, and one should look at the types of data
logs kept by VPNs and for how long they are being kept (Goldsmith, 2016). Stating as
well, that users should use other ways of protection and privacy along VPNs for maximum
security. ISIS used to adapt naturally and exploits newly emerging social media platforms
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as soon as they are presented to the web. This made the activities of this extremist group
hard to counter and their social media tactics quite distinctive.
In today’s time of globalization, the success of any business or activity comprises
a prime inclusion of social media. From generating awareness to leads and conversions,
human activities are highly dependent on the uses of social media. In the following
section, we are going to understand the globalization of social media and its uses in
different fields.

4.2 Understanding the globalization of social media
4.2.1 Communication
According to Tufts’s website (2020), “Since social media refers to the means of
interactions among people in which they create, share, and exchange information and
ideas in virtual communities and networks, communication is the main reason for people
getting active on platforms”. This was a turning point for all kinds of individuals around
the world, where connecting with the other is no longer hard or scary since it could be
done virtually and with little effort. Social media diminished ethnic and geographical
borders around the globe, and made the whole world connected by a simple touch or click,
which made borders more like virtual ones.
ISIS took advantage of social media and recruited a huge number of supporters
and followers through different platforms such as YouTube, Facebook, websites, blogs,
and others. Yasin (2015) explains that since ISIS established its base, it started expanding
its recruitment efforts by using the internet and other social media platforms to reach
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Southeast Asian countries and others more. Communication is often done through text
messaging, chatting, and then voice or video calls. Blaker (2015) cites that around ninety
thousand texts were being circulated every day on the internet, which were for the
advantage of the Islamic State of Iraq and Syria. This shows us how fast virtual
communication could be, and how it leads to faster recruitments. Many recruits, after
online communication, joined the group in Syria and Iraq. It is obvious then that less
sociable people who have difficulty in adapting to their social environment, or have the
feeling of social exclusion were the perfect targets for ISIS; which exploited their
emotional and psychological state and convinced them to join the group promising them
a more pleasant life of intense happiness, and self-confidence flooded with euphoria and
all the good things inexperienced young people yearn for.
4.2.2 The pursuit of knowledge
Social media is becoming a valuable platform for facilitating knowledge sharing
and communication, not only on a personal or individual level but also for organizations,
then the pursuit and sharing process has become more effective and easy. According to
Liimets’s (2016) work, “the incorporation of easy virtual interaction along with
information seeking is considered as one of the fundamental bases of globalization,
building a flatter and more connected world”. Now that so many books, journals,
magazines, and newspapers are being published on the internet, it is considered as the
most used platform for its efficacy, variety, and time-saving properties, a reason why ISIS
focused on to attract recruits and followers that wanted to know more about the group.
Many blogs, websites, and magazines have been created in different languages to better
educate internet users about ISIS. These links contained information on the nature,
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mission, goals, and aspirations of the Islamic State of Iraq and Syria. Based on Hannigan’s
(2014) ideas, “ISIS at the time, could be considered as the primary extremist entity, whose
recruits have been gathered and expanded on the cyber web, using the internet to form a
jihadi communication with global characteristics”.
4.2.3 Entertainment
Entertainment is simply the most important factor affecting the behavior of social
media users. Social media has had a very deep impact on real life. The world that we see
on social media sites is not a true and real world. It is the creation of people’s imagination.
Many people go on social media platforms to have fun and experience new things in life
outside reality. Some people are attracted by violence which gives them a sense of
adrenaline rush, others by money and influence. Many others are also attracted by women.
When people watched videos made by ISIS, they brought them more pleasure since they
could be simulations of reality shows. When someone watches a movie or a certain series,
he is aware that this whole production is based on imagination. However, ISIS’s videos
were based on their real-life, their actual activities, and more or less the way they live.
ISIS used social media platforms to upload videos portraying violent acts to terrorize their
enemies on one hand, and to please their viewers on the other. Other non-violent videos
have been posted to give an idea about their free life as they describe it, along with their
missions and goals.
Prajuli (2017) explains that they lured people by describing their world as a
euphoric one, full of women, money, and free of law’s constraints present in other states
and governments. It is interesting to note that specialists in filmmaking and media field
were hired to make the production of these videos even more appealing to viewers. With
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globalization, mobilizing a big number of individuals from all around the world has
become easy, however, it needs skillful and talented personnel to complete the mission.
A video posted by ISIS in 2014, called “the flames of war” is a great example to be
explored. When filming this work, ISIS used extremely high filming quality, live motion
pictures, and advanced equipment. They even used equipment with Infrared properties to
get clear shots at night. As cited in Ruble’s (2014) work, this video resembles a Hollywood
production due to its high quality and resolution. This video aimed to recruit individuals,
especially young ones, to reach out and get on board with the revolution planned by ISIS,
especially in the west, where Muslims are not very appreciated and are often criticized. It
becomes easier for extremist groups to mobilize young people by promising more freedom
and power to prove themselves worthy. Moreover-, ISIS used public figures whenever it
is possible, as a way of publicity. In one of their videos, they showed one of their recruits
who is a well-known German rap singer. This tactic enabled ISIS to recruit teenagers and
young adults who are fans of these singers. Credibility was important to their image, for
they needed to be trusted and believed in. When people see famous individuals joining a
group or movement, they will value it even more. However, this is not common in the
violent extremism world, especially that famous individuals are harder to be influenced
for they already have all the benefits ISIS used to lure people like influence, money, and
freedom.
4.2.4 Unrestricted
Another significant aspect of social media is that it is unrestricted. It is not easy to
control what is being posted and shared between individuals. One could make thousands
of posts daily, making it difficult for governments and, specialized entities to block or
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report them. In the past, when videos were made by violent extremist groups, governments
could limit their spread by restricting media companies to do so. However, today,
everyone can post anything with no control over what is being downloaded. Accordingly,
many illicit contents, communicated on different social media platforms and websites,
cannot be restricted or blocked to viewers. Even if it were possible to suspend or delete
their accounts, ISIS and its supporters created new ones with no hassle and in a short time.
Thousands of accounts could be created daily to spread messages and engage with
individuals all over the globe. This aspect came with great benefit for ISIS since it could
go on with its work without restrictions or control.
4.2.5 Costless
Lastly, being free of charge, social media has become accessible to everyone
disposing of electrical power and an internet connection. Creating an account on any
platform such as Facebook, Twitter, or else, engaging with other users comes with no cost
at all. The poor, the middle class, and the rich can use the same platforms with no
discrimination, which made ISIS’s job much easier, it gave it the ability to reach out to
people from different fields like medicine, engineering, business, cinematography, and
others, thus ISIS’s activities and capabilities became much more organized and dominant.

4.3 Internet and Social media for prevention
ISIS has used platforms like Facebook, YouTube, and other social media tools to
acquire the highest possible number of recruits. It focused on using advanced filming
technologies and appealing messages and speeches to attract the biggest number of young
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followers online. Governments, international organizations, and civil societies may adopt
the same method to put an end to ISIS’s expansion and reduce its distinct social grouping
and fan base. ISIS itself said that they made people believe that they are the sole worthy
and virtuous entity through which someone can become a true Muslim and that they are
the only fighters for Muslim rights and Islam’s expansion. Some believe that governments,
instead of using military methods to counter extremist groups like ISIS, should better
imitate their behavior and use their methods and practices. Dalgaard-Nielsen (2016)
believes that addressing this issue in an excessive hard way could push individuals to
fragment and divide which will lead to further radicalization, and by using force, one
would be undermining the power of conflict resolution and peacemaking.

4.4 Ex-Extremists
Based on Tapley’s and Clubb’s (2019) ideas, a solution to violent extremism might
be the recruitment of ex-extremists to shed light on the dangers and consequences of being
a violent radical. Many individuals who once belonged to ISIS can spread awareness
through informative videos about the reality of this extremist group and their experience
with them, and how it affected them negatively. Also, many “Ted-Talks” could be
organized for civilians who once have been captured by ISIS; explaining what they went
through, then it would be recorded and downloaded to YouTube and/or other websites so
it could reach people all over the world. People’s grievances were being used by extremist
entities to mobilize a bigger number of individuals. They worked on their emotional and
psychological weaknesses to recruit them. Some of these grievances are beyond the
capacity of governments to handle, and here comes the role of civil society. The latter has
a wider range of understanding and experience in dealing with specific entities. By using
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their techniques, civil society would be able to target and work on healing the specific
grievances that lead people to fracture from the norm (“The Organization for Security”,
2018).

4.5 Online Education
Education is one of the most important aspects to focus on (Baily, 2018).
According to Sheelagh (2018), teaching the new generation skills of conflict resolution,
problem-solving, and critical thinking is crucial for a safer society. When individuals gain
an insight into these skills and get educated about the consequences of violent acts, they
would be more prone to solve their problems peacefully. As posted on the United Nations
Security Council official website, the media plays an important role in what concerns the
encouragement of coexistence and the suppression of violent extremism. The use of the
media and the internet as online sources of education and information can inform a bigger
number of audiences. By using different social media platforms to spread awareness,
governments and entities concerned by this issue would be able to reach the same audience
that ISIS has been focusing on, we mean the youth, and this would be a way of giving this
audience an opposite vision of reality. This vision must include information about the
advertisement tools used by ISIS and proof about its actual life in the territories it once
controlled. Furthermore, the need to stress the fact that this Muslim group as it refers to
itself was killing innocent Muslims too for not abiding with their ideas, which contradicts
the actual words of the Holy Quran. By posting high-quality movies, filming talks, and
writing about ISIS’s dangers to Muslims before non-Muslims would be a step forward to
blocking the rise of other extremist group. The fact that, young people who are more
intrigued by the internet and social media platforms compared to other age groups, urged
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governments and civil society to focus more on them to decrease the recruits online by
ISIS.

4.6 Cyber-attacks
Cyberterrorism is about causing fear and harm to anyone in the vicinity, and it is
known as the use of the internet to conduct violent acts that result in, or threaten, loss of
life or significant bodily harm, in order to achieve political or ideological gains
through threat or intimidation. Cyber-attacks have become increasingly common in recent
years, with many different motives, the majority being for financial reasons. However,
there is increasing evidence that hackers are becoming more politically motivated.
Cyberterrorists are aware that governments are reliant on the internet and have exploited
this as a result. When it comes to terrorist groups like ISIS, governments are more reactive
than proactive. They should make significant changes to prevent and protect against
cyberattacks. Cyberspace is one of the most vulnerable places when it comes to terrorism.
A comprehensive proactive approach is needed to combat the rising threat of cyberterrorism. Nations need to ensure that as technology evolves cybersecurity knowledge,
policies, and procedures evolve with it. Significant strides in defending against cyberattacks were made, but more can be done. Many methods could be useful such as a
counterattack using the same weapon like mobilizing hackers to block posts, videos, and
links posted by violent extremists. It is hard to monitor everything that is being posted
online, however, it is feasible. Many cyber skilled people have been able to hack one of
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the most important global security networks for military, financial, and political
institutions. As stated by Liimets (2016), a group of hackers from all over the globe calling
themselves “Anonymous” worked together intending to limit ISIS’s expansion by shutting
down their websites and online posts. For “Anonymous” are not linked to a single country
or government, ISIS was not able to respond or take any action against this hacker’s group.
Governments could also fund specific institutions for research about publicity and
advocacy techniques on a global level. These concerned institutions would be doing online
researches about alerting activities or messages that come up from any ISIS online source.
These alerting activities could be calls for meetings with other extremist entities or
recruits, speeches encouraging radicalization, and much more. When governments
become able to catch these activities beforehand, dealing with the event’s consequences
would be much easier than actual. According to Aistrope (2016), many governments
called attention to cyber projects designated for weakening and eventually sabotaging
ISIS’s recruitments, using accounts managed by governments on different social media
programs that encountered ISIS’s posts.

4.7 Conclusion
How is it possible to spread fear internationally and attract worldwide recognition
at the same time and in a short delay? ISIS was a perfect example since it had gained
global recognition with the help of social media. Streaming videos of murder and
destruction may cost less than buying or building nuclear weapons, and it is less
complicated than purchasing weapons, and certainly easier than planning attacks all over
the world to spread fear. All these methods have been used by violent extremists in the
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past, however, with the rise of globalization, life became much easier for violent extremist
groups to spread. In this new era, where everything has changed so fast with globalization,
a new type of violent extremism has been introduced, the virtual one, where there is no
need for physical destructive efforts to spread fear. With an internet connection and a
simple click, a huge number of individuals can be recruited and terror could be exercised
on peoples. This might have given ISIS a power that is much bigger than what it has. All
of this depends on the psychological and analytical exercise of people’s brains. In the next
chapter of this research, we are going to have recourse to the previous chapters’ outcomes
to come with a conclusion that provides us with the ultimate answer for the following
question:
To what extent have the media and the economy in this era of globalization
helped the Islamic State of Iraq and Syria on the one hand, and how have they prevented
its expansion on the other?
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Chapter Five
5.1 Introduction
Many factors, economic, political, social, and psychological, cause individuals to
deviate from social norms and to turn to violent extremism as a means of protection, to
prove their dignity, and to gain influence. Violent extremism is a global, centuries-old
problem. However, with Globalization, it has become more popular. Borders are no longer
bounding like before, and information about everything and everyone in the world became
available on the internet. The most important factors for a successful violent extremist
group are the sources of self-financing and the goals set, as well as the widespread
propaganda in favor of recruitments, which are provided by the globalization of the
economy on one hand, and by the media on the other. Any shortage in these factors will
severely hinder violent extremist entities because they are at the core of their development.
Economic globalization has provided ISIS with open borders for the trade, smuggling, and
illicit sale of goods and oil. We must not forget that the globalization of the economy has
made remarkable differences between developed and developing societies, negatively
affecting their cultures. This disparity was one of the many possible reasons for the
creation of violent extremist groups like ISIS. Note also that the media have provided
them with wide recognition at a rapid pace.
According to Naim’s (2016) writings, ISIS was seen as the fastest violent extremist
group to recruit more people and expand in Iraq and Syria. These achievements posed a
serious threat to the international community.
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Globalization allowed ISIS to spread terror worldwide and to be recognized
globally as a threat to the most powerful governments in the international system like the
United States of America and its allies. However, globalization has provided positive
results for governments and international institutions in countering and preventing violent
extremism. Thus, Globalization can be considered as the two faces of a coin. It provided
humanity with a tool that could be used differently by two disparate entities depending on
their goals and aspirations.
This chapter aims to provide a useful conclusion on the benefits provided by the
globalization of the economy and social media to the Islamic State of Iraq and Syria, and
the extent to which it has opposed in providing governments solutions helping them deal
with this issue.

5.2 ISIS’s gains
Robyn Torok (2015) stated that researchers around the world have yet to figure
out how ISIS became the most powerful extremist entity, replacing the extremist group
called Jebhat el-Nusra in such a short time and effort.
Let us not forget before 2018, either their rapid expansion into Iraqi territories and
their clear aspirations to expand even further. Torok (2015) believes that different
weaponry and economic goods were needed for this proliferation, however, the most
important factor for the Islamic State of Iraq and Syria was its continuous recruitment
from all over the world facilitated by borderless new era. All of the fast and successful
recruitment efforts were done through the internet via social media. As we mentioned in
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the previous chapter, social media is a powerful tool that could be used for the benefit of
extremist groups and their prevention simultaneously.
Based on the writings of Speckhard and Ellenberg (2020), ISIS has been able to
recruit more than forty thousand foreign men, which is considered an important
accomplishment eased by the new globalized world. This number does not include women
and local recruits who have joined the group, which made its recruitment base even more
important. This fact gave ISIS the ability to plan attacks online via live feeds with its
foreign recruits all over the world. Without the globalization of the economy and social
media, ISIS would not be able to entice these people to join the caliphate and offer them
salaries and other benefits.
The negative way in which the globalized Western news portrayed Islam and
Islamic culture backfired against their governments and, the entire international system.
Because some of this information that has been disseminated is considered extreme and
encourages Islamophobia, individuals have lost faith in the international media and may
even have sympathized with violent extremist groups, which have further strengthened
the support base of The Islamic State of Iraq and Syria.
Moreover, just talking about ISIS in the news and on social media platforms, back
and forth negatively or positively, gave them more publicity, and more intrigued people
thought to look for them further. By watching ISIS’s videos online and reading its
magazine and website posts on the internet, one could see that ISIS introduced itself in a
unique way that does not resemble any other violent extremist group. This achievement
was made by following a strategy that focuses on visibility. Other violent extremist entities
were considered more secretive than ISIS, and they tended to vanish from sight whenever
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they felt threatened so as not to be caught. ISIS, contrarily, has made itself visible by
spreading previously over geographical spaces and focusing on land control and usage.
ISIS understood the advantage of a unified world, where to hide and not be part of this
roller coaster will get it nowhere, so it used its benefits to its own.
According to Hazimeh and Al Momani (2019), the Islamic State of Iraq and Syria
was the first violent extremist entity to publicly declare that it has established its organized
caliphate. And, with the different ideas and information available for everyone on the
internet; along with the presence of rich literature of warfare, economic and
psychological concepts, and research methods, the Islamic State of Iraq and Syria
presented itself as an organized well-established entity that threatened the international
system. It aspired to become the main legitimate authority of reference for Muslims,
imitating the concept of a real society.
This idea shows that ISIS did not discriminate in its recruitments, but it did
incorporate as many women as possible as men, giving them jobs according to their
capacities and talents, which was not very common in other violent extremist entities. ISIS
believed that to form a true caliphate, women needed to be present for making an actual
ISIS structured society, having a leader along with ministers, officers, and other positions.
However, this does not deny the fact that women were being portrayed and used as sources
of pleasure to lure men into this organization where the male authority is dominant.
However, when compared to other Muslim violent extremist groups, ISIS was more open
to including females among its members.
Another important achievement of the Islamic State of Iraq and Syria that has been
facilitated by globalization was its economic well-being. Having to be called by the enemy
51

itself the richest violent extremist group and the most organized one was by itself a great
accomplishment. As previously mentioned, ISIS has been benefiting from the lands they
occupied by selling its oil, antiquities, and forcing people to pay taxes just like a structured
government, besides other illegal activities like stealing, kidnapping, and killing for
money. From oil alone, ISIS has been able to make around a million-dollar of income per
day, and this amount goes even further when counting the other illicit economic activities
that it has been conducting in addition to the donations that supporters were sending from
abroad.
ISIS is not an easy opponent, and it should not be looked down on. Despite the
efforts of some wealthiest and strongest governments and the serious threat that this
violent extremist entity imposes on them, ISIS has been present on the scene since 2013,
which makes it seven years till today. It is true however, that ISIS have lost a lot of its
powers since 2018 till today. Just like globalization have helped ISIS to become the most
talked-about violent extremist group, it provided the international system with the same
tools for fighting back.
To what extent has the globalization of the economy and social media been
beneficial to the international system in the fight against the Islamic State of Iraq and
Syria?

5.3 The western-world achievements
The assassination of the most important leader of the Islamic State of Iraq and
Syria by the United States of America on October 2019 and the captivity of his significant
52

other is considered as a great achievement for the western-world system fighting against
ISIS. Countering it was not an easy task, but of course, it has been successful in many
areas. Due to the tremendous efforts of the United States of America and its allies through
military attacks, the Islamic State of Iraq and Syria has lost about all of its territories in
Iraq, as well as in Syria. These military efforts also limited ISIS’s incomes provided by
illicit oil selling and antiquity trafficking. Torok (2015) stated the Pentagon reported a
significant decrease in the number of foreign recruits joining ISIS physically.
Furthermore, based on the writings of Basit (2019), ISIS downgraded the use of social
networks: in 2015, it went from 754 posts per month to 44 posts in 2018.” The possible
sanctions that the United States could impose on countries that deal or establish trade or
political relations with ISIS were also considered by countries like Turkey which had
previously been accused of purchasing illicit oil from it.
In recent times the Western world has indeed made gains against the Islamic State
of Iraq and Syria, which has caused a lot of losses for this violent extremist entity; but it
shows that instead of aiming to destroy and annihilate this violent extremist group at the
same time, the United States of America and its allies are focusing more on degrading the
powers of extremists slowly but surely (Oosterveld, W., Bloem, W., Farnham, N.,
Kayaoğlu, B., and Sweijs, T., 2017). Many tactics should be thought out and explored for
future successful movements against violent extremist entities in general.

5.4 Future possible tactics
The hard method in dealing with extremist entities like ISIS is important, but it
should also be used with soft measures, or rather soft tactics to implement instead of hard
tactics alone. The Western world has focused more on military tactics and attacks, even
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though the economy plays a significant role in the success of the Islamic State of Iraq and
Syria. Especially since this extremist group followed a certain sophistication in the
management of its affairs and its system. It had a particularly flexible management
composition, an explicit manifesto of value, as well as a remarkable marketing unit that
took advantage of all that economic globalization has to offer. Mimicking modern
institutions, ISIS depended on the global supply network, cash flow, and communications
media. Many entities that belong to the free enterprise system have worked to limit or
destroy these livelihoods, but that was not enough either. The Islamic State of Iraq and
Syria was increasing its finances not only by looting, taxing, and kidnapping citizens, but
also by using sophisticated business ventures in agriculture, gas, and oil. The fracture and
fragmentation of their logistics and delivery networks required a broad and dense coalition
between global and regional businesses, as well as governments. This coalition was
necessary for a stable and safe working environment and conditions, which was necessary
for private and government institutions. Add to that, in the age of globalization,
relationships between different governments were essential to defeating the Islamic State
of Iraq and Syria, especially now that the whole world is connected as well as the interests
of governments. The United States of America, which is considered the country most
involved in the fight against ISIS, must strengthen its relations with governments like
Turkey, Syria, Iran, and all others involved in the Syrian war so that their combat tactics
are successful in the long run.
Kaspersen (2015) believes that to win against the Islamic State of Iraq and Syria
once and for all, targeting its fan base and destroying its appeal to individuals worldwide
was necessary. Especially that this violent extremist group was very enlightened and
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specialized in what concerns the use of social media for recruitment and increasing its fan
base. To do that, we had as a first step to acquiring knowledge on the method this extremist
group uses to portray itself as a heroic persona in the eyes of young individuals, who are
disappointed by everything else given by life. Believe it or not, even though, ISIS
represented its caliphate as being the finest Islamic portrayal on earth, a big number of
Muslims worldwide were against the Islamic State of Iraq and Syria, believing that it
portrayed a very different and wrong image of what Islam should be. It is important to say
that ISIS hindered and even created a potential threat to Muslims who do not share the
same beliefs that it imposed on people. The West and its allies should seek to fight
intolerance against Muslim sentiment and Islamophobia, which are increasingly present
in the Western world and its culture. People often confuse the Islamic faith with violent
extremism, which leads to feelings of hatred and the inability to accept the other, which
can have huge consequences in Western and Middle Eastern societies. This task could be
accomplished by putting in place an organized and well-designed plan through the use of
globalized social media platforms.
These platforms could be used to disseminate messages that emphasize and enlighten
people about the importance and benefits of coexistence and show the differentiation
between Islamism and what it means to be a Muslim. However, it is believed that to
truly teach this difference to this new generation and the recruits of violent extremist
entities, it should be done by Muslim communities and governments as part of
international cooperation among Muslims in the country. whole world. With the
globalization of social media and the economy making borders more virtual and
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accessible to everyone in no time at all, this shouldn't be extremely difficult to
implement.

5.5 Conclusion
Accessibility, connectivity, time-saving, wealth creation, and much more have
been facilitated by the globalization of the economy and social media. This era of
globalization changed the whole world and it quickly got to where many societies failed
to adapt to this new world order. Some societies were able to spread their influence and
economic capabilities, making them one of the wealthiest and most powerful countries in
the international system, while others could not keep up to parallel these developed
countries; hence the instability, unfairness, poverty, and marginalization that created
violent extremist groups like the Islamic State of Iraq and Syria. This violent extremist
organization has used the media to reach a big number of supporters, donors, and recruits.
This success was due to the talents that they fetched, along with the modern technologies
that provided them with good quality movies, videos, and pictures. On the other hand, the
globalization of the economy allowed ISIS to finance itself, its recruits, and its activities.
Through the research and analysis provided throughout this study, we were able
to understand that the globalization of the media and the economy was of great help for
the growth and profit of both violent extremist entities and governments. It provided them
with the same tools and the same benefits. However, what differs is the methods used by
each entity and what effort each entity puts towards achieving its goals and desires. Being
called the richest and most organized violent extremist organization in the international
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system, showed the value of globalization for the work of the Islamic State of Iraq and
Syria. The Western world, which includes the United States of America and its allies, has
made significant achievements such as the loss of most if not all the lands to ISIS and the
murder of its leader. Not to forget that in 2020, ISIS is practically finished militarily.
However, comparing the rise of the Islamic State of Iraq and Syria and their presence to
date and despite considerable efforts to combat it, to the efforts of the international system
against violent extremism shows that ISIS has used economic and media globalization
more effectively than its counterparts. Eliminating this violent extremist group entirely
takes longer and makes more use of what Globalization has to offer.
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