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Hardening the EIGamal Cryptosystem in the Setting of the Second

Group of Units

Suzan Mohamad Fanous

Abstract

The purpose of this thesis is to give up to date discussion of the principles, techniques
and algorithms of interest in cryptographic practice. We choose to emphasize on the

most practical and applied cryptographic system, EI-Gamal scheme.

This thesis discusses modifications we made on El-Gamal scheme, mainly extending
the scheme to work on the second group of units of Zn and the second group of units

of the quotient ring of polynomials over a field with cyclic second group of units.

The arithmetic needed in this new setting is described. Algorithms are given.
Advantages and efficiency of the new method are pointed out. Finally the security of

the new scheme is studied and suggestions for further work are introduced.

Keywords: Second group of units of Z,,, Second group of units of Z,,[x]/< h(x) >,
generator, EIGamal Cryptosystem, Baby Step Giant Step attack algorithm, Private
key.
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Chapter One

Introduction

1.1 Problem Statement:

ElGamal Public Key Cryptosystem is one of the most practical cryptosystems
nowadays. This cryptosystem works in the setting of any cyclic group G. This group
G should be carefully chosen. Hence, when choosing G two conditions should be

satisfied:

1. The operations in G are easy to perform.

2. The Discrete Logarithm problem in G should be infeasible.
ElGamal cryptosystem was extended in the setting of the following cyclic groups:

1. The domain of Gaussian integers.

2. Over the group of units of Z,[x]/< x* >

3. The group of units of Z,[x]/< h(x) > where h(x) is an irreducible
polynomial.

4. The group of units of Z,[x]/< hy(x)hy(x) ...h.(x) > where h;(x) are

irreducible polynomials of pair-wise relatively prime degrees.

As known, the more secure and efficient the cryptosystem is the more practical and
useful it becomes. So, there is always a need to enhance EIGamal and end up with a

more secure and efficient cryptosystem.



1.2 Scope of the thesis:

In this work, we extend the EIGamal cryptosystem to work in the setting of a new

group G; the second group of units. We ended up with three modified cases:

1. The second group of units of Zn when the first group of units is also cyclic.
2. The second group of units of Zn when the first group of units is not cyclic.
3. The second group of units of Z2[x]/<h(x)> where h(x) is an irreducible

polynomial.

A study of the values of n for which the second group of units is cyclic was
performed. We ended up with six cases; in three of them both the second group and
the first group of units were cyclic whereas in the other three cases only the second

group of units was cyclic.

Then, the algorithms for constructing the second group of units in each case were
provided. Next, the modified EIGamal cryptosystem in each case was introduced and

a study of its efficiency and security was pointed out to.

1.3 The organization of the thesis:

The thesis is organized as follows: Chapter one is an introductory chapter. Chapter
two contains some basic cryptographic concepts. In chapter three a useful math
background was provided. Chapter 4, describes some previous work that was
performed on the EIGamal cryptosystem. Chapters 5 and 6 provide a description of
the proposed cryptosystem. Chapter 7, contains the experimental results of testing the
efficiency and security of the extended cryptosystems. Finally, Chapter 8 is a

concluding chapter that concludes the thesis and recommends some future work.
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Chapter Two
Fundamentals of Cryptography

2.1 Introduction:

Cryptography is the way of transmitting sensitive data and information such that only
those who it's intended for can read and process. So, the aim of using cryptography is
to hide information. In fact, this goal can't be achieved when some algorithms are

used to reveal this information.

It should be noted that, the most striking development in the history of cryptography

came in 1976 when Diffie and Hellman published New Directions in Cryptography

[1].

Cryptanalysis is the way of deciphering the decrypted sensitive data.

2.2 Cryptography Definitions [2]

Encryption is the method of transforming a plaintext into a ciphertext.

When the plaintext is transformed into ciphertext both human and machine won't be
able to process it until it is decrypted.

This allows the transmission of confidential information over insecure channels
without unauthorized disclosure. As data is stored on a computer, it's protected by
access controls. But when it's sent over a network, it would be in a much more
vulnerable state.

A system that provides encryption and decryption is referred to as a cryptosystem.



The cryptosystem uses an encryption algorithm. Encryption algorithms apply complex
mathematical formulas on the plaintext. They use a secret value called a key to

encrypt and decrypt a message. An illustration is shown in Figure 2.1.

Key Algorithm

k4

Result is applied to the
plaintext message.

Message » Ciphertext

Figure 8-4 The key is inserted into the mathematical algorithm and the result is applied to
the message, which ends up in ciphertext.

Figure 2.1 An Encryption Scheme

Cryptography Definitions

« Cryptanalysis is the method of getting plaintext from ciphertext without a key or
without breaking the encryption.

« Cryptology The science that studies both cryptography and cryptanalysis.

« Ciphertext is the Data that is in encrypted or unreadable format.

 Encipher is to transform data into an unreadable format

« Decipher is to transform data into a readable format

« Keyspace is the set of all possible values from where a key is constructed.

» Work factor is the time and all the resources needed to decipher a message.

2.3 Types of Ciphers

Mainly, we have two types of ciphers: substitution and transposition.



1. The substitution cipher is based on replacing characters, or blocks of
characters with different characters.

2. The transposition cipher moves the text in a certain way. It rearranges bits,
characters, or blocks of characters to hide the original message. Hence it uses

permutation instead of replacement.

2.3.1 Substitution Cipher

A substitution cipher is referred to as shifting alphabet. So, each letter is shifted a
certain number of places beyond it in the original alphabet.

Example: in the Caesar Cipher, each letter is shifted to three places beyond it and is
then replaced with the letter in that position.

There exist other types of substitutions where shifting takes place with more than one

alphabet.

2.3.2 Transposition Cipher
In a transposition cipher, letters are rearranged or scrambled they are not replaced
with other letters from the alphabet. Also, a key is needed to determine to what

positions are the letters moved.

Figure 2.2, shows a simple example on transposition cipher, but when introduced with
complex mathematical functions transposition becomes difficult to break.

Nowadays, ciphers use both substitutions and permutations on the messages.

Such ciphers are vulnerable to attacks like the frequency analysis. It's clear that some

words in each language are used more than other words.



Since such words are used frequently in the language, this would help attackers guess
the transformation between plaintext and the ciphertext and hence to find the key that

was used in the transformation.

< Little Rabbit Foo-Foo ) Message

L
Littl erabb Broken into
12345 12345 groups

( 24153 31524 ) Key

Key is applied to
plaintext.

( itlit aebrb ) Ciphertext

Figure 8-7 Transposition cipher

Figure 2.2 Transposition Cipher

2.4 Public Key Cryptography

Simply, this cryptosystem uses two types of keys, public and private, that are usually
generated by an asymmetric algorithm that allows key distribution. Another key, the
secrete key, is generated by a symmetric algorithm and is then used for the bulk

encryption.



It should be noted that, in symmetric cryptography two users use the same key. On the
other hand, asymmetric cryptography enables the two users to use different keys. But

it should be noted that it is too slow compared to symmetric cryptography.

So to have the best of both types, a hybrid approach is used in a complementary way.

This would allow a high level of security in an acceptable amount of time.

The hybrid approach works as follows: the symmetric algorithm is used at the first
place to create the keys that would be used for encryption. Next, the asymmetric

algorithm generates the keys used for key distribution.

It should be noted that the secret key is used for encrypting the messages you want to
send .But the receiver needs the secrete key too in order to decipher the message.
Hence, this key should not travel unprotected or else an attacker would be able

decrypt the message and find your information.

So, this key should be encrypted too. To encrypt the secrete key an asymmetric
algorithm is used. In fact, an asymmetric algorithm takes more time than the
symmetric one due to math complexity. That's why we use it on the key and we
usually use the fast symmetric algorithm on the message itself since its length is going

to be longer than the length of the key.



Chapter Three

Mathematical Background

In this chapter, basic definitions from number theory, abstract algebra and finite

fields are involved, to facilitate the understanding of the material.
Definition 1: [3]
Given n>0, the congruence relation (=) is defined for two integers a, b in Z by:
a = b (mod n) if n| (a-b)
Definition 2: [4]
Two integers a, b are relatively prime if and only if GCD (a, b) = 1.
Definition 3: Let d be the gcd (a, n) [5]
1. If d=1, then ax = b (mod n) has a solution x = a®?™-1p
2. Ifd+ 1, then ax = b (imod n) has a solution x if and only if d|b.
Definition 4: Chinese Remainder Theorem [6]
The system of congruencies:
X = a, mod my
X = a, mod m,
X = a; mod m;

Has a unique solution mod m;m, ...m; when my, m,, ..., m; are pair-wise relatively

prime.



Definition 5: [7]

Aring (R, +, X) is defined as the set R with two binary operations” + (addition) and x

(multiplication) on R", that satisfies the following axioms:

1. (R, +) isan Abelian group with identity "0".

2. The operation "x" is associative. That's ax (b Xxc)=(axb)XxXc

foralla,b,ceR.

3. There is a multiplicative identity denoted by 1, with 1 # 0 such that 1 X a =
ax1=a forallaeR.

4. The operation " x " is distributive over +. That's ax (b+c) = (ax b) +

(axc)yand(b+c)xa=(bxa)+ (cxa)forallab,ceR.

Definition 6:

The set of units in a ring R forms a group under multiplication called the group of

units of R.

Definition 7: Given the two elements a and b of the ring R: [8]

"a" is called a unit if there exits b in R such that a xb = 1, where 1 is the

multiplicative identity of R.

Definition 8: [8]

The group of units of Zn is the multiplicative group

Zy ={a € Z, 3 gcd(a,n) =1}.

If nis aprime, then: Z, ={1,2,3,..,n —1}.



Definition 9:
The ring is a commutative ringifa X b = b X aforall a, b e R.
Definition 10: [9]

The Euler Phi function @(n) is the number of integers between 1 and n that are

relatively prime with n.

For n = p;'p,? ...p;"* the Euler Phi function is:

@(n) = (p1 — 1)pfl_1(p2 - l)pgz_l w(pi — 1)pfi_1
Definition 11:

The order of an element a € Z;, is the least positive integer t such that af =

1 (mod n).
Theorem 1:

If r = s (mod ®(n)), then a” = a® (mod n) for all integers a. In other words, when

working modulo n, exponents can be reduced modulo @(n).
Definition 12:

If the order of an element a € Z,, is @(n), then a is said to be a generator or a

primitive element of Z. If Z;, has a generator then it is said to be cyclic.
Properties of a generator of Z;, :

1. Z; has a generator "a" if and only if n = 2, 4, p* or 2p* where p is an odd
primeandt> 1.

2. For each element b in the group, b= a® .

10



3. Ifaisagenerator of Zj;, then Z; = {a’ (mod n)| 0 < i < @(n) — 1}.

4. If Z,, is cyclic then it has @(@(n)) generators.

Algorithm 1: (Finding a generator of Z;,)

1. Selectanintegera, 2 <a<p-2.
2. Write (p) =p — 1 =p;'py? ...De*

3. Fori=ltok

p-1

3.1 Compute a ?i modp

E
3.2 If a?i mod p is congruent to 1 mod p, then return to step 1.

4. Return with a as a generator.

Homomorphism and Isomorphism:

A function f from a group G to group G1 is homomorphism if the following condition

is satisfied: For all elements a, b in the group G: [10]

f(ab) =f () f (b)

A one to one onto homomorphism is called an isomorphism.

Let f: G — G1 be an onto homomorphism from G to G1, then G1 is cyclic if G is

cyclic.

Also if G is isomorphic to G1, G = G1 and G1 is cyclic then so is G.

Note that every finite cyclic group of order n is isomorphic to Zn and every infinite
cyclic group is isomorphic to Z.

11



Theorem 2:

Let G1, G2, G3, .., Gr be groups and let G; X G, X ... X G, be their external product

i.e., the group defined on the Cartesian product whose operation is defined point-wise.

Then, G; X G, X ... X G, is cyclic if and only if |Gi| and |Gj]| are relatively prime when

I #].
Lemma 1:

Let m and n be two positive integers, then Z,,, X Z,, = Z,,,, if and only if gcd(m, n) =
1. Also if n=nl.n2...nr then Z,, = Z,, X Z,, X ...X Z,_ifand only if n1, n2,.., nr are

pair-wise relatively prime numbers.

Theorem 3: (Fundamental Theorem of Finite Abelian Groups)

Every finite Abelian group is a direct product of cyclic groups of prime power order
Theorem 4:

The group of units of Zn is given by:

1. U(Zy) = {0}
2. U(Zy) =2,
3. U(Zya) = Zya X Zya—2 Whena > 3.

4. U(Zpe) = Zp_q X Zpa
Definition 13:

An irreducible polynomial is a polynomial that can't be written as a product of two

polynomials with positive degrees.

12



Definition 14:

Given R is a commutative ring; a polynomial over R has the form:
f(x) = apx™ + -+ ayx* + a;x + ag where a;e R and n = 0.
a; is called the coefficient of x* in f(x).

Degree of f(x) is the highest power of x in f(x).

Polynomial ring R[x]: is the commutative ring formed by the set of all polynomials

having coefficients from R.

The operations used in R[x] are the standard polynomial addition and multiplication.

13



Chapter Four

Literature Review

4.1 The Classical EIGamal Public Key Encryption Scheme:

It is the most popular and widely used cryptosystem. It is described in the setting of

the multiplicative group Z,. For more details see [11] and [12].

The multiplicative group of Z; = {1, 2, .., p-1 } is a cyclic group generated by a

generator from the group.

The following algorithms show how the EIGamal cryptosystem functions:

Algorithm 2: (Key Generation)

A should do the following:

1. Generate a large random prime p and find the generator a of Z.
2. Select a random integer a, 1 < a < p — 2 and compute a“ mod p.

3. A'spublic Key is (p, a, %) and A's private Key is a.

Algorithm 3: (Encryption)

B should do the following:

1. Obtain A's authentic public key (p, a, a%).

2. Represent the message as an integer m in the range {0, 1, 2,..., p-1}.
3. Selectarandom integer k, where2 < k < p — 2.

4, Computey = a®*modpand § = m.(a*)* mod p

5. Send the ciphertext ¢ = (y, §) to A.

14



Algorithm 4: (Decryption)

A should do the following:

1. Use the private Key a to compute y?~1~% mod p.

2. Recover the message m by computing c = y~%.6 mod p

4.2 ElIGamal Public Key Encryption Scheme over Finite Fields:
4.2.1 Introduction:

In [13], Smith and Gallian determined the structure of the group of units of the
quotient ring F,[x]/< f(x) >, where f (x) is a polynomial in F,[x]. Then, according
to this structure El-Kassar et al. [14] gave a characterization of quotient ring of

polynomials over finite fields with cyclic group of units.
In [15], EI-Gamal cryptosystem was extended in the setting of Z,[x]/< x* >.

Later on in [16], EI-Gamal cryptosystem was extended to the setting of quotient ring
of polynomials having a cyclic group of units U (Z,[x]/< h(x) >) where p is an odd
prime. In [17], this modification was tested and evaluated according to reliability,

efficiency and security.
Two cases for h(x) were studied [14]:
Case 1: h (x) = x2 (hence h(x) is reducible polynomial of degree n=2)

Case 2: h(x) = hy(x)hy(x) ... h,-(x) (h(x) is a product of irreducible polynomials

h;(x) of degrees d;)

15



The elements of U (Z,[x]/< h(x) >) can be described as follows:
U (Z,[x]/< h(x) >) ={ao + ayx + -+ ay_1x" | ag,ay, .., an_1 € Zp}.
4.2.2 Case 1: h(x) = x>

The order of U (Z,[x]/x?) is @(x*) = p(p — 1) and its elements can be described as:

U(Zp[x]/x*) ={ctdx|l<c<p-1land0<d<p-1}

The extended El-Gamal cryptosystem in this setting is given in the following three

algorithms.

To generate the public and private keys, entity should use algorithm 5:

Algorithm 5: (Key Generation)

1. Generate a large random prime p and find @(x?).

2. Find the generator a (x) of U (Z,[x]/x?), that is write U (Z,[x]/x*) as:
U (Z,[x]/x*) = {1, a(x), a*(x), ..., a?’P1(x)}

3. Selectarandomintegera, 2 <a < @(x?) — 1.

4. Compute a®(x) mod(x?).

5. A's public key is (p, x?, a(x), a®*(x)); A's private key is a.

In order to encrypt m(x) € U(Z,[x]/< x* >), entity B should use algorithm 6.

Algorithm 6: (Encryption algorithm)

1. Get the public key.
2. Selectarandom integerk, 2 <k < @(x?) —1.
3. Represent the message as a polynomial m(x) € U(Z,[x]/< x* >).

4. Compute y(x) = a*(x)mod(x?) and §(x) = m(x). (a(x)*)*mod (x?).

16



5. Send the ciphertext (y(x), 6(x)) to A.

For decryption, B uses the following algorithm.

Algorithm 7: (Decryption scheme)

1. Uses the private key a to compute y(x)pz‘p‘amod(xz).

2. Recover the plaintext m(x) by computing y (x)?°?~%. §(x) mod (x2).

4.2.3 Case 2: h(x) = h{(x)h;(x) ... h(x) and p=2

The powers d; of each of the h;(x) are pair-wise relatively prime and the order of

U (Zo[x]/< h(x) >) is 8(h(x)) = 2% — 1D (2% — 1).. (2% — 1),

For generating the keys, entity A should use algorithm 8:

Algorithm 8: (Key Generation)

=

Choose pair-wise relatively prime numbers d,, d, ,.., d,.

2. Find irreducible polynomials h; (x), hy(x), ..., h,-(x) over Z, of degrees d;.
3. Form h(x)= hy(x)hy(x) ... h,-(x)

4. Find @(h(x)) = 2% — 1)(2% — 1).. (2% - 1).

5. Find the generator a (x) of U (Z,[x]/< h(x) >).

6. Selectarandom integera, 2 <a < @(h(x)) — 1.

7. Compute a®(x) mod(h(x)).

8. A's public key is (h(x), a(x), a%(x)); A's private key is a.

In order to encrypt m(x) € U(Z,[x]/< h(x) >), entity B should use algorithm 9.

Algorithm 9: (Encryption Scheme)

17



1. Obtain A's public key.

2. Selectarandom integerk,2 <k < @(h(x)) — 1.

3. Represent the message as a polynomial m(x) € U(Z,[x]/< h(x) >).

4. Compute y(x) = a®(x)mod(h(x)) & §(x) = m(x). (a(x)*)*mod(h(x)).

5. Send the ciphertext (y(x), 8 (x)) to A.

For decryption, entity B uses the following algorithm.

Algorithm 10: (Decryption scheme)

1. Uses the private key a to compute y(x)?*ED=2mod (h(x)).

2. Recover the plaintext m(x) by computing y (x)~%. §(x) mod(h(x)).
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Chapter Five

El-Gamal Cryptosystem over the second group of units

5.1 The Second Group of Units of Z,,

Theorem 5: (Fundamental Theorem of Abelian Groups) Every finite

Abelian group is a direct product of cyclic groups of prime power order.

Let R be a finite commutative ring with identity. By the fundamental theorem
of finite Abelian groups, the group of units, U (R), is isomorphic to the direct
product of cyclic groups, say U(R) = Z,, X Zp, X ...X Z,, . Hence, the
multiplicative group U (R) supports a ring structure by defining the
operations @ and ® on U (R) that make (U(R),®,®) a ring isomorphic to

Zp,®Zp,® ...0Zy,, . Thering Z,, ®Z,,,® ... ®Z,, ill be denoted by RZ.

Definition 15: In [18], the second group of units of Z, is defined as the

group of units of the ring U(Z,,):
U(Zn) = U(U(Zn) = U(R?).

The paper considered the problem of determining the values of n that make

U?(Z,) cyclic. The result was as follows:

Theorem 6: Let p and g be odd prime integers and « be a positive integer. Then,

U?%(Z,) is cyclic iff one of the following is true:

1. n=2%3.p ,wherea =1,2or 3;
2. n=15;

3. n=3.p, where p=4k+3 and 2k+1=g%;
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4, n =2.3%22,3% 23 3%r 24.3;

5. n=2,4,8, or 16;

6. n=5o0r 2p% + 1, where2p® + 11is a prime integer;
7.n=3%;

5.1.1 Classification: These results can be classified into two cases:

Case 1: Both U (Z,,) and U?(Z,,) are cyclic:

As known U (Z,) is cyclic when n = 2, 4, p%or 2p“ where « > 1 and p is an
odd prime integer. So out of the previous seven cases for n, only the

following belong to case one:

1. n = 2.3%since nisin the form of 2p* where p = 3;

2. n=2o0r4

3. n=50r 2p*+4+1 since 2p*+1 is a prime integer, so it's in the form
of p* where a = 1;

4. n=3%since nis in the form of p* where p = 3;

Case 2: U%(Z,) is cyclic whereas, U (Z,,) is not cyclic:

1. n=2%3.p,wherea =1,2o0r 3;

2. n=15;

3. n=3.p, where p=4k+3 and 2k+1= q%;
4. n =22%.3%23.3%r 24 3;

5. n=4orl6;
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5.2 Construction of U2(Z,,) in case 1

5.2.1 Construction: to construct the second group of units U?(Z,), we follow the

following steps:

1. Form the group of units U(Z,), where U(Z,)={a € Z,;: gcd(a,n) = 1}. The
order of U(Z,,) is p(n).

2. Find a generator r of U(Z,,).

3. Write U(Z,) in the form: {r°,r1, ..., r#M™-1},

4. Find U%(Z,), U%(Zy) = {r: ged(i, p(n)) = 1}.

5. Write U%(Z,) as U%(Z,) = {x,x = r! mod n}.

Example 1: n = 23, U (Z,3) = {1, 2, 3, ..., 22} and @(23) = 22. The generator of

U (Z,3) isr =5.

Ups |1 |2 [3 |4 [5 6 |7 [8 Jo9 J[10 |11

5i 50 52 516 54- 51 518 519 56 510 53 59

U(Z,3) | 12 13 14 15 16 17 18 19 20 21 | 22

5i 520 514 521 517 58 57 512 515 55 513 511

Table 5.1 Elements of U3
U%(Zy3) = {5%: ged(i, 22) = 1} = {5%,5'9,53,59,521, 517,57 515 55 513}

Then U?(Z,3) ={5,10,20,17,11,21,19,15,7,14}. The order of U?(Z,3) is

o(9(23)) = 10.
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5.2.2 Operations: In [4], the operations over the ring (U (Z,), ., ® ) are defined as

follows:

1. Addition operation: X .y =xy mod n.

2. Multiplication operation: x ® y = x'°87Y (mod n) where r is the generator of
U (Zn).

3. The power operation: Let 8 be an element of U?(Z,) such that 8 = r¥,r is the
generator of U (Z,,), then 8N = (r)k".

Identity: The identity of the second group of units of Z, is r [4], where r is the

generator of U (Z,).

5.3 Construction of U?(Z,,) in case 2

Lemma 2: Let n and m be any two positive integers, then

Zn E Zy X Zyiff (myn) = 1.

Also, if n=n;.ny..n. thenZ, =7, XZy, X ..XZ, iff ny,n,..,n,. are

pairwise relatively prime.
Lemma 3:

1. U(Zy) ={0}.
2. U(Zy) = Z,.
3. U(Z,k) = Z,®Zpk—2for k > 3.

4. U(Zpn) = Zyn-1®Zp-4

Theorem 7: If R = R;®R, ... ®R; = U(R) = U(R,) X U(R;) ... U(R)).
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We will work on the case where n= 3p:

U(Z,) = U(Z3) xU(Zy) =Z, X Z,_1 = R? = (Z,®Z,_1).

U%(R) = U(R?) = U(Z,®Zy_1) = U(Z3) X U(Zp_1) = U(Zp_).

Definition 16: Isomorphism Functions:
1. The isomorphism function .U (Z,,,) » U(Z,,) X U(Z,) @ (m,n) = 1s:
foreverya € U(Z,,,), f(@) = (a (mod n), a (mod m)).

2. The isomorphism function f; : U(Z,) = (Z,-1) iS f; : a = log, a where r is the

generator of U(Z,,).

5.3.1 Construction of U?(Z,,):

1. Construct U(Z,,), U(Z3) and U(Z,).

2. Find G={(a(mod 3),a(mod p)):a€ U(Z,)}.

3. Find the generator r of U(Z5) and r,the generator of U(Z,).

4. Write G in the form:

{(rt(mod 3), 7t (mod p)) 0<t<@pB)—1land 0 <t! < ¢p(p) —1}.

5. Form the set Z,®Z,_, = {(t,t")} and find G1, the set of its invertible elements.
Note that: (a, b) is invertible in Z,®Z,_, if a is invertible in Z, and b is invertible in
Zy_q.

6. U2(Z,) is the set of elements in U(Z,,) corresponding to elements in G1.
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Example 2:

Letp=11,U(Z33) = U(Z3) X U(Z11) = Z,®Z;p-

U(Z;3) =1{1,2,4,5,7,8,10,13,14,16,17,19,20,23,25,26,28,29,31,32}.

U(Z1) ={1,2,3,4,5,6,7,8,9,10}, 2 is a generator of U(Z;;).

U(Z3) = {1, 2}, 2 is a generator of U(Z3).

U(Zs3) 1 2 4 5 7 8 10
UZ)xU(Zy) L) (22 (@49 @5 |[an @) (1,10)

(24,27) (20,29 | (2%,2%) [ (2°2%) | (2%,2% | (2927) | (21,23) | (2925

Z,®Z 00 [@) (02 [@4 |07 [@3) (0,5)

U(Z33) 13 14 16 17 19 20 23
U(Z)xU(Z;) |12 (@23 (@5 |[ee |[as [@9 2,1)

(24,27) (2°,2%) | (2%,28) [ (2°2% | (2%2%) | (292%) | (24,25 |(2%29)

7,071 01 |@8 |04 [@9 [@©03) [(@s) (1,0)

U(Zs3) 25 26 28 29 31 32
U(Z)xU(Zy) |3 (@4 [@e |[@7n @9 |[(@10)

(24,27) (2°,28) | (2%,22) | (2°,2%) | (2%,27) | (29,25) | (2%,25)

7,071 08 |2 (09 [@7 |06 [@5

Table 5.3 Table of isomorphism between U3z and U3 X Uq4

Invertible elements in Z,®Z,, are: {(1, 1), (1, 3), (1,9), (1, 7)}. Then:

U?%(Z33) = {2,8,17,29}.
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5.3.2 Operations:
1. Multiplication: (U%(Z,,), ®)
a® b= (f(a)®f (b)) where f:U(Z,) » U(Z3) X U(Z,).
Suppose that: f (a) = (c, d) and f (b) = (e, g).
f(@®f(b) = (c,d)®(e,9) = (c®3e,d®,g).
Define:®;: X ®3y = x'°87Y where r is the generator of U(Z5).
®,: X ®,Y = x'°6r1Y where r,is the generator of U(Z,).
2. Power operation: f:U(Z,) - U(Z3) X U(Z,).
Letae U%(Z,) 3 f(a) = (¢, d) = (rt,r,*1), thena¥ = f‘l(rtN,rltiv).
Proof: a? =a @a = f7((r', ") ® (rt, ")) = fF1(r'®srt,n 't @, ")
= [t n )
For induction purpose, assume that the result is true for N-1:

tN—l

So,at = £ (rt" 7,1y Ythen,

" = a@at = (Firt 1))O (f_l (rtN—l’rlti\"l»
= (etnme (1 ™))

=@ ®pn ) = f 0 nt)

Identity: The identity of U2(Z,,), is the elementae U%(Z,) 3 a = f~1(r,1y) , Wherer

is the generator of U(Z3)and ryis the generator of U(Z,)).
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5.4 EIGamal Cryptosystem over U%(Z,,) for case 1:

Finding a generator of U%(Z,,)) for case 1:

Algorithm 11 (Generator of U2(Z,))

1. Find a generator 61 of U(Z,).
2. Write the order of U2(Z,,) as p;'py? ... p;".
3. Selecta random integer s, 0 < s < o(n) —1 3 (s, ¢(n)) = 1.

4.Forj=1toi,do:

N

4.1 Compute 617 mod n.

N

4.2 If 615(”_1') mod n = 61, then go to step 3.

5. Return s

For key generation, entity A does the following:

Algorithm 12(Key Generation)

1. Find a generator 01 of U(Z,).

2. Find s using Algorithm 1.

3. Compute the order of U?(Z,,) using Order = @(¢p(n)).

4. Select a random integer 3,2 < a < <p(<p(n)) — 1, compute f = s* (mod @(n)).

5. A’s public key is (n,01, s, f) and A’s private key is a.
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B encrypts a message m for A using the algorithm below:

Algorithm 13 (Encryption)

1. B obtains A’s authentic public key (n, 81, s, s%).

2. Represent the message as an integer in U2(Z,,).

3. Select a random integer k, where 2 < k < <p(<p(n)) -1

4. Compute g = s* (mod @(n)) ,r = f*¥(mod ¢(n)),y = 6% = 619 (mod n) and
d =m’" (mod n).

5. Send the ciphertext ¢ = (g, §) to A.

To recover the plaintext m from ¢, A should do the following:

Algorithm 14 (Decryption)

1. Use the private key "a" to compute b = @(@(n)) - a.

2. Recover the message by computing ¢t = q°(mod ¢(n))and 8t (mod n).

The following theorem proves that the decryption formula y~%.§ (mod n) allows the

recovery of the message m. This proof is for case 1.

Theorem 8: Given a generator 8 of U?(Z,) such that 8 = 1%, where 61 is the
generator of U(Z,). Define y = 6% (modn) and 6§ = m.(09)* (modn). If s€

U?%(Z,) such that s = y~%.8 (mod n), then s =m.
Proof. y = Hlsk(mod n) =

y=% = 015" (mod n) and § = m. (8%)* = m. 815" (mod n).
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a.k a.k ak

Hence,s =y~%.68 = 015 “*.m. 015" (mod n) = 615°**.615"".m

g—ak logg1 elsak s—ak gak
= (91 ) .m=061 Sm

=01 m=01l.m=m (mod n).

But, m and s belong to the same complete residue system modulo n and s = m (mod

n=m=Ss:.
Example 4: In this example, we will work on the case n = 3¢.

Let « = 3, 8 =5 is a generator of U (Z,,) and 8; = 2 is a generator of U?(Z,,). A

uses a = 3 and calculates f = 6% = 23 = 5!*° = 11 (mod 27).
So, A'spublic key is (n=27, =5, s =11,5s* = 113mod ((p(27)) =17).

To encrypt m = 5, B selects an integer k = 4 and finds g = s = 11* (mod ¢(27)) =
7 ,r=f*=17*(mod ¢(27)) = 1and § =5" =5 (mod 27). B sends (s* =7,

5 =5)t0A.

Finally, A computes b= ¢(p(n))—a=2 and t = q°(mod ¢(27)) =

7?(mod 6) = 1. Then finds 6t mod(27) = 5' = 5 (mod 27) = m
5.5 EIGamal Cryptosystem over U%(Z,,) for case 2:
Finding a generator of U?(Z,,) for case 2:

Suppose that n = 3.p. Note that the generator of U(Z3) is 2.
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Algorithm 15(Generator of U?(Z,,))

1. Find a generator 61 of U(Z,).

2. Compute the order of U%(Z,,), (@ (p)).

3. Write the order of U2(Z,,) as p;'p;? ... p; .

4. Select arandom integers, 0 < s < @(p) — 13 (s, @(p)) = 1.

5 Forj=1toi,do:

N

4.1 Compute 617/ mod p.
N

4.21f 915(”_1) mod p = 61, then go to step 4.

6. Use the Chinese Remainder Theorem to find 8, and s, i.e. by solving the system of

congruencies:
x = 2 (mod 3) and x = 61° (mod p).

7. Returns.

Suppose that n =3.p. For key generation, A follows the steps below:

Algorithm 16(Key Generation)

1. Find a generator 61 of U(Z,).
2. Find s using Algorithm 15.

3. Compute the order of U?(Z,,) using Order = ¢(¢@(p)).

4. Select a random integer 3,2 < a < <p(<p(p)) — 1, compute f = s (mod ¢(p)).
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5. A’s public key is (p, 01, s, f) and A’s private key is a.

B encrypts a message m for A using the algorithm below:

Algorithm 17 (Encryption)

1. B obtains A’s authentic public key (p, 81, s, s9).

2. Represent the message as an integer in U?(Z, ).

3. Select a random integer k, where 2 < k < ¢(p(p)) — 1.

4. Compute g = s* (mod @(p)) ,r = f¥(mod ¢ (p)), ¥ = 6% = 619 (mod p) and
d =m'" (mod p).

5. Send the ciphertext ¢ = (g, §) to A.

To recover the plaintext m from ¢, A should do the following:

Algorithm 18 (Decryption)

1. Use the private key "a" to compute b = @(¢(p)) - a.

2. Recover the message by computing t = qb(mod <p(p))and &t (mod p).

Theorem 9: Suppose that n = 3.p and let 6 be a generator of U%(Z,,) such that
6 = (2,6,°), where 61 is the generator of U(Z,). m eU(Z,). Define y =
6% (mod n) and § = m.(84)* (mod n). If s € U(Z,) such that s = y~.6 (mod n),

thens=m.

a

Proof: ¥ = (2,6015°) (mod p) = y~% = (2,015*") (mod p)

and § = m. (09)* = m. (2, Hlsa'k)(mod D).
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a.k

Hence,s =y~ %.6 = (2,015 ). m. (2, Hlsa'k) (mod p)

= (2, 915‘“"‘) . (2, 915‘”‘) .m

aklsak

= (2,015 ") m = (2,015).m
= (2,01).m = m (mod n)

But, m and s belong to the same complete residue system modulo n and s = m (mod

n) = m=s.

Example 5: In this example, we will work on n=3.p from case 2.

Let p=11so, ¢(n) = ¢(33) = 18.

0 = 29 is a generator of U?(Z33),

6, = 2 isagenerator of U(Z;,),s=7.

A uses a=3 and finds f = s% = 7% = 3(modg(11)). So, A's public key is
p=11,01=2, s=17,5*=3).

To encrypt the message m = 5, B selects a random integer k = 2 and computes

sk = 72(mod (11)) = 9,y = (2,615 mod 11) = (2,6) and § = 5.(2,6).

Finallyy, =~ A  computes b =1and y'.8§ = (2,6).5.(2,6) =5.(2,6).(2,6) =

5.(2,2%%) = 5.(2,2) = 5.
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Chapter Six
ElGamal Cryptosystem over Second Group of Units of

Zy[x]/< h(x) >

6.1 The Second Group of Units of Z,[x]/< h(x) >

Suppose that h(x) is an irreducible polynomial of degree n, then Z,[x]/< h(x) > =
{ag + ayx + -+ ap_1x" L ag,aq, ..., a,_1 € Z,} is a field whose elements are the

polynomials in Z,[x] with degree less than that of h(x).

The order of Z,[x]/< h(x) > is 2", its nonzero elements form a cyclic

groupl (Z;[x]/< h(x) >) of order ¢(h(x)) = 2™ — 1. See [3] for more details.

[4] Contains a study of the values of n that make U?(Z,[x]/< h(x) >) a cyclic

group.

Theorem 10: U?(Z,[x]/< h(x) >) is cyclic iff one of the following conditions is

satisfied:

1. 2™ = q% + 1 where n, the degree of h(x), is prime (q is an odd prime and a > 0).

2. 2™ = q + 1 where, g is a Mersenne prime.

6.2 Construction of U2(Z,[x]/< h(x) >):

Since U(Z,[x]/< h(x) >) is cyclic for any value of n, and then if n satisfies Theorem

3 both of U(Z,[x]/< h(x) >) and U%(Z,[x]/< h(x) >) would be cyclic groups.

Hence to construct U%(Z,[x]/< h(x) >):
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1. Form the group of units U(Z,[x]/< h(x) >).

2. Find a generator r of U(Z,[x]/< h(x) >).

3. Write U(Z,[x]/< h(x) >) inthe form: {r°r?, ..., re(teN-13

4. Find U%(Z,[x]/< h(x) >) = {rt:gcd (i,2" — 1) = 1}.

5. Write U?(Z,[x]/< h(x) >) as:

U2(Z,[x]/< h(x) >) = {x,x = i mod h(x)}.

Example 6: Given h(x) = x3 + x + 1.

Zo[x]/<x®+x+1>={01,x,x%1+x1+x%x+x%1+x+x?}.

UZy[x]/<x3+x+1>) ={1,x,x3,1+x,1+x%x+x%1+x+x*}and

r = 1+ x is a generator.

U(Zy[x]/< x> +x+1>) 1 X x? 1+x
(1+ x)* 1+x)° | A1+x)° | A+x)3 | 1+x)?

U(Zy[x]/<x3+x+1>) 1+ x? x + x? 1+ x + x?
(1+x) 1+x)?% | 1+x° | 1+x*

Table 6.2 Elements of U(Z,[x]/< x% +x+1>)

U?(Zy[x]/<x®+x+1>)= {(x+1):gcd(i, 2% —1) = 1}.

U?(Zy[x]/<x®+x+1>)={x,x%1+x,1+x%x+x%1+x+x%}.

6.3 ElGamal Cryptosystem over U%(Z,[x]/< h(x) >)

In a previous work, ElIGamal cryptosystem was employed in the setting of
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U(Z,[x]/< h(x) >).
For more details on this work see [15]. In this work we extend EIGamal scheme to the

setting of the second group of units of (Z,[x]/< h(x) >).

Finding the generator of U%(Z,[x]/< h(x) >):

Algorithm 19(Generator of U%((Z,[x]/< h(x) >))

1. Find a generator 81(x) of U((Z,[x]/< h(x) >)).
2. Write the order of U2((Z,[x]/< h(x) >)) as @(h(x) = p;'py? ... p; "
3. Select a random integer s, 0 < s < @(h(x)) —13 (s, ¢(h(x))) = 1.

4.Forj=1toi,do:

N

4.1 Compute 81(x)” mod h(x).

N

4.2 1f 91(x)5(”_f) mod h(x) = 61(x), then go to step 3.

5. Return s.

At the first place in order to generate the corresponding public and private keys, entity

A follows the steps below:

Algorithm 20 (Key Generation)

1. Select an irreducible polynomial h(x) of degree n.
2. Find a generator 81(x) of U(Z,[x]/< h(x) >).

2. Find s using Algorithm 19.
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3. Compute the order of U%(Z,[x]/< h(x) >) using Order = @ (@ (h(x))).
4. Select a random integer a,2 < a < ¢(@(h(x))) — 1, compute

f = 5% (mod @ (h(x))).

5. A’s public key is (n, h(x), 01(x), s, f) and A’s private key is a.

B encrypts a message m(x) for A using the algorithm below:

Algorithm 21 (Encryption)

1. B obtains A’s authentic public key (1, h(x), 01(x), s, f).

2. Choose a message m(x) from U2((Z,[x]/< h(x) >)).

3. Select a random integer k, where 2 < k < ¢(@(h(x))) — 1.

4.Compute q = s* (mod ¢(h(x))) ,and r = f¥(mod p(h(x))), y(x) =
0(x)* = 01(x)? (mod h(x)) and §(x) = m(x)" (mod h(x)).

5. Send the ciphertext ¢ = (g, §(x)) to A.

To recover the plaintext m from ¢, A should do the following:

Algorithm 22 (Decryption)

1. Use the private key "a" to compute b = @(@(h(x))) - a.
2. Recover the message by computing t = g®”(mod ¢(h(x)))

and §(x)t (mod h(x)).
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Theorem 10: Given a generator 8(x) of U%(Z,[x]/< h(x) >) such that 8(x) =
01(x)%, where 61(x) is the generator of U(Z,[x]/< h(x) >). Define y(x) =

8 (x)* (mod h(x)) and §(x) = m(x). (8(x)®)* (mod h(x)).

If s(x) € U?((Z,[x]/< h(x) >)) such that s(x) = y(x)~% 8(x) (mod h(x)), then

s(x) = m(x).
Proof: y(x) = Bl(x)sk(mod h(x)) = y(x)™@ = Hl(x)s_a'k(mod h(x)) and

5(x) = m(x). (0()* = m(x). 61(x)"" (mod h(x)).

a.

s(x) = y(0)"%8(x) = 01(x)S . m(x). 91(x)5"* (mod h(x)

k
0891 615%

k a.k —ak 1
T01(x)5 T .m(x) = (Bl(x)s ) .m(x)

a.

=01(x)5

akS

= 01(0)5 ™ . m(x) = 01(x)%". m(x) = 61(x). m(x)

= m(x) (mod h(x))
Since m(x) and s(x) are in the same complete residue system modulo h(x) and
s(x) = m(x) (mod h(x)) = m(x) = s(x).
Example 7: Take n=3 and choose h(x) = x3 + x + 1.
Zylx]/<x®+x+1>= {01, x,x3,x+ 1,1 +x%,x+x%,1+x + x?}.
U(Zy[x]/<x3+x+1>)= {L,x,x%,x+ 1,1 +x%,x +x%,1+x + x?%}.
U2(Zy[x]/<x®+x+1>)= {x, x>, x+ 1,1 +x%,x +x%, 1+ x + x?}.

A finds a generator 8(x) = x of U?(Z,[x]/<x3+x+1>), 61(x) =x+ 1 and

s=5,
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Then A selects an integer a = 4 and computes f = s* = 5*(mod ¢(7)) = 1.
Then A's publickeyis(n =3,h(x) =x3+x+1,01(x) =1+ x,s =5,f = 2).

To encrypt the message m(x) =x2, B selects a random integer k = 3 and computes,

r = s¥(mod ¢(7)) = 5% = 5 (mod 6),

q = f¥(mod (7)) = 13 mod 6 = 1 and,

5(x) =m(x)? = (x*)! =x%(modx® + x + 1)

And sends the ciphertext (r, §(x)) to A.

To decrypt the message A computes b=6-4 =2 and t = r? mod 6 = 52 mod 6 = 1.

Then computes §(x)* = (x*)! = x%(mod x3 + x + 1).
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Chapter Seven

Testing and Evaluation

7.1 Implementation of the Modified EIGamal Cryptosystem:

In this section, we test and evaluate the modified cryptosystems by implementing

modified algorithms. This is done using Mathematica 7.0 as a programming language

and an hp computer with 1.73 GHZ CPU and 1014 MB RAM.

Using Mathematica 7.0, we have written programs for the following algorithms:

1.

2.

ElGamal with n in the form 2.3¢%.

ElGamal with n in the form 4.3¢.

. EIGamal with n in the form 3¢.

. EIGamal with n in the form 3.p.

. EIGamal with n in the form 3.2%.p.

. EIGamal with n in the form 2.p% + 1.

. EIGamal over the polynomial case.

After running the programs, it was clear that all the programs have generated a public

and private key. Then a message is encrypted and is sent to a decryption scheme

which recovered the message.

It should be noted that, working in the second group of units is more secure than that

of the first group of units, since if the hacker found the private key he has to perform
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complicated multiplication and power operations and sometimes he has to work with
isomorphism functions to find the plaintext.
Chart 7.1 and Table 7.1 show the results that were obtained after running the

Mathematica programs for 20 times.

El-Gamal Cryptosystem Evaluation
Algorithm | Key Generation Encryption Decryption
n=3"a 972.158 5116.84 2801.47
n=2.3"a 1941.4 10302.2 5669.9
n=2p“a+1 2.4 2.35 7736.1
n=4.3"a 2651.25 14160.9 2.13333
n=3.p 2.3 6.81421*10"(-15) 6.81421*10"(-15)
n=3.4.p 2.35 0.75 5.14996*10"(-15)
Poly case

937.5 204 3.15

Table 7.1 ElIGamal Evaluation

Comparing these algorithms with each other, we conclude the following:

1. All programs are reliable; they can encrypt and decrypt any message.

2. For the irreducible polynomial case, it worked well but it took a considerable time
to find an irreducible polynomial of high degree. Moreover, it takes more time to
generate the public and private key than to decrypt or encrypt a message. Finally, it
takes a considerable time to find some of the elements of U(Z,[x]/< h(x) >) when

the degree of h(x) is high.
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* Key Generation

El-Gamal Cryptosystems » encryption

® Decryption

Time in msc

—
-w
b4
w

n=3"a n=2.3"a n=2pta+l n=4.3%a n=3.p n=3.4.p Irred poly

Figure 7.1 Testing results of the modified ElIGamal cryptosystem

3. For cases 2, 3 and 4, the time needed for encryption is more than that needed for
generating public and private keys and for decryption. But it works well even for

a=10000.

4. Cases 5, 6 and 7 are more efficient than others since they work for every prime

number even for primes consisting of 13 digits and they require less time for

encryption, decryption and key generation.

5. The case where n = 3p is the most efficient one since it takes the least time for

encryption, key generation and decryption.
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6. In case 7, the time needed for decryption was the much more than that needed for

key generation and encryption.

7.2 The Discrete Logarithm Problem: [11]

The security of the El-Gamal cryptosystem depends on the intractability of the

discrete logarithm problem.
Discrete Logarithm Problem:

Let G be a finite cyclic group of order n. Let a be a generator of G, and § € G. The
Discrete Logarithm of g to the base a, denoted by log, £, is the unique integer X,

0 <x <n-—1suchthat g = a*.

7.3 The baby-step Giant-Step algorithm: [11]

To attack this cryptosystem we have to solve the discrete logarithm problem. The

most popular attack algorithm is:

Let m = [v/n], where n is the order of a. If B = a*, then one can write X = im + j,

where 0 < i,j < m. Hence, a*=a'™a’, which implies (a™™)! = a’.

Algorithm 23: Baby-Step Giant-Step algorithm

INPUT: a generator of a cyclic group G of order n, and an element § € G

OUTPUT: the discrete logarithm x=1og, .

1. Setm = [Vn|.
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2. Construct a table with entries (j, a) for 0 < j < m. Sort this table by the
second component.

3. Compute a ™ and sety « B.

4. Forifrom 0 to m-1 do the following
4.1  Check if y is the second component of some entry in the table,
4.2  Ify = a’ then return x=im+j

43 Setey.a™™.

7.4 Implementation of the Attack Algorithm:

Here is a list of the implemented attack algorithms:

1. Baby Giant with n =2.3¢

2. Baby Giant with n = 3¢,

3. Baby Giant with n = 4.3%,
4. Baby Giant withn=2.p%+1
5. Baby Giant withn =3.p

6. Baby Giant with n = 3.p. 2¢

7. lrreducible Polynomial Baby Giant.

Experimental Results:

In order to attack any protocol that uses EIGamal public key encryption scheme we
have to solve the discrete logarithm problem. We enhanced the Baby Step Giant Step

algorithm to work with the modified algorithms.
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To test the security of the algorithms, we implemented attack schemes and applied

them on the modified algorithms.

After running these attack algorithms, we observed the following:

1. All the attack programs are reliable so that they can hack an encrypted

message by finding the private key.

2. In all the cases, the time needed to attack the modified cryptosystem is

approximately the same.

3. The most difficult to attack is the Irreducible Polynomial case. This is due to
the fact that mathematically it is complex and needs considerable computing
time to find the modulus of a given polynomial with respect to a certain

irreducible polynomial.

4. We were not able to run the programs on large values of p and large powers

since it would take a considerable time to generate some of the elements of the

second group of units in each case.

The following table shows the results of running the programs 100 times in

each case:
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Baby Step Giant Step Attack Evaluation
Algorithm Time needed in atto sec

n=3"a 3.04119)
n=2.3"a 3.07689
n=2p“a+1 4.34042
n=4.3"a 3.20547
n=3.p 5.0357

n=3.4.p 2.96404)
Polynomial Case 11.3508

Table 7.2: Evaluation results of Baby Giant algorithm

Baby Step Giant Step Attack Algorithm
Evaluation

12 ~

10 +

8 .

6 - Time needed in atto

second (as)

4 .

2 .

O s T s T s T s T s T s T s T s I

n=3"a n=2.3"an=2p”a+ln=4.3"a n=3.p n=3.4.p Irred poly

Chart 7.2: Baby Giant algorithm evaluation
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Chapter Eight

Conclusion and Further Work

In this chapter, a brief summary of what was done throughout this thesis is provided.
Some suggestions for further work are also pointed out to in the other section of this

chapter.

We started with a simple introduction to cryptography and its keywords. Then, we
introduced some mathematical background that clarifies some important definitions

for keywords used throughout the chapters of the thesis.

Then, in the literature review chapter, we concentrated on the most practical and used
public key cryptosystems nowadays, ElGamal Cryptosystem. We described the
classical case that was previously used and the extensions performed on this

cryptosystems.

Next, we introduced a new modification considering two important mathematical

concepts:
"The Second Group of Units of Z,, and the Second group of Units of
Z,|x]/< h(x) > where h(x) is an irreducible polynomial*.

In these two chapters algorithms for Key Generation, Encryption and Decryption
were illustrated. Examples to clarify these modifications were also provided. And
proofs that the new modifications do really recover the plaintext from the ciphertext

were included.
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Testing and evaluation of the modified cryptosystems to prove their efficiency and
security was studied in the next chapter. Computer programs are created using
Mathematica 7.0 as a programming language. And results obtained were also included
in that chapter. These programs were used to prove the reliability of the new

cryptosystems.

We did then move to attacking the Modified cryptosystem using Baby-Step-Giant-

Step algorithm. Results obtained after running this attack algorithm were presented.

8.1 Further Work:

For future work, we would investigate the case of n= 8.3% and 16.3 where a
different algorithms would be used (since 4 and (2.3%) are not relatively prime, same

for 4 and (4.3%)).

We can also work on the case where h(x)= x?2 or on the case where h(x) is a product

of irreducible polynomials whose degrees are pairwise relatively prime.

We could also work more on attacking the Modified EIGamal Cryptosystem using the

Pohling Hellman attack algorithm.

Finally, the RSA cryptosystem could be also extended in the setting of The second

group of Units of Z,, and Z,[x]/< h(x) >.
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Chapter 10
Appendi ces

Appendi x| : P (Zn) iscyclicwhileU(Zn)is not
Appendi x|l -a: n=3. p.2"a

Generator 0f U[p_] : =
Modul e[{¢, k, j, ok, t},
pl={};
ok = 0;
¢ = Eul er Phi [p];
| =Factorlnteger [¢];
For[i =1, i <Length[l], i ++ pl=Append[pl, | [[i]1][[1]] LOIIL2IIT]];
| 1 =Length[pl];
For[il=1, il<¢, il++,
Label [b];
nl = Random nt eger [{2, p - 1}]1;
[ f [GCD[N1, p] =1, k=nl, Goto[b]]; For[j =1, j <11, j ++,
I f [Power Mod [k, ¢ /p1l[[j]1], Pl =1, ok=1]7;
If [ok =0, t =k; Break[]]; ok =07; t]

Generator Of U2[p_] : =

Modul e[ {phi, |, f, 11, k, c},
r = CGenerator & U[pl;

c =0;

pl={};

phi = Eul er Phi [p];
¢ = Eul er Phi [Eul er Phi [p]1;
| = Factorlnteger [¢];
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50

n=3.p.2a.nb

f =Length[l ];

For [j =1, j =f, j++, pl=Append[pl, | [[j11[[1]]'(O1ITENT];
| 1 =Length([pl];

For [k:l, k <¢, k++, Label [b];

nl = Random nt eger [{1, phi -1}];
If [GCD[N1, p-1]1==1, s=nl1, Goto[b]];

For [j =1, j <Length[l 1], j ++,

If[Powerl\/bd[r, splf?ill, p] =T, c=1”;
I f[c=0, t =ChineseRerai nder [{2, Power Mod[r, s, pl, 3}, {3, p, 4}1;
Break[]1; c=0]; {s, t, r}]

Cr eat eKeyPai r sél Gamal [p_] : =
Modul e[{s, f},

Nn=3%p=4,

Print ["Picking n=", nJ];

b =CeneratorOrU2[p];

e=Db[[2]];

s=Db[[1]];

61 =Db[[3]];

a = Randoml nt eger [ {1, Eul er Phi [Eul er Phi [p]1] - 1}1;
Print ["Picking a = ", aJ;

f = Power Mbd [s, a, Eul erPhi [p]];

publ i cKey = {p, €1, s, f};

privat eKey = a;

Print ["Public Key is ", {p, 61, s, f}1;

Print ["Private Key is = ", privateKey]; {publicKey, privateKey}]

MessageTol nt eger sEl Ganal [m String]:=Mdulel {I},

= {};
| = ToChar act er Code [m] ]
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| nt eger sToMessageEl Ganal [integers_List]: =

Modul e [ {m},
m= Fr onChar act er Code [i nt egers]]

Encrypt El Ganal [nessage_, publicKey_List]:=
Modul e[{s, f},
p =publicKey[[1]];
el = publicKey[[2]];
s =publicKey[[3]1];
f =publicKey[[4]];
nessagel nt egers = MessageTol nt eger sel Gamal [nmessage];
Pri nt [messagel nt egers];
Map [Encrypt | nt eger El Gamal [#, p, s, f, 61] & nessagel ntegers]]

Encrypt | nt eger El Ganal [msssagel ntegers , p_, s_, f_, 91_] =
Modul e [{k},

k = Randoml nt eger [{1, Eul er Phi [Eul er Phi [p]] -1}1;

¢ = Power Mod [s, k, Eul erPhi [p]];

¥ = Power Mbd [61, ¢, p];

cl = Power Mod [f, k, Eul erPhi [p]];

6 = Power Mod [messagel ntegers, cl, pl;

ci pherlist = {c, 6}]

Decrypt El Ganal [ci pherIntegers_List, privateKey_]: =
Modul e[{a},
a = privat eKey;
nmessagel nt egers = Decrypt | nt eger El Ganal [ci pherlntegers, a, 61];
Pri nt [messagel nt egers];
I nt eger sToMessageEl Ganmal [messagel ntegers]]

Decrypt | nt eger El Gamal [ci pherInteger List, a_, e1_]:=
Modul e[{w, e, X, y},
e = Eul er Phi [Eul er Phi [p1];
b=e-a;
mul t [{x_, y_}]: =PowerMd[y, PowerMd[x, b, EulerPhi [p]], pI;
w= Map[mul t, cipherlnteger]; w]
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52| n=3.p.2”a.nb

{t, {PuKey, PriKey}} =Timng[Creat eKeyPai r skl Gamal [1057084171;
Print [t];

{t, cipherText} =Timng[Encrypt El Gamal [" d ", PuKey]]
Ti m ng[Decrypt El Ganal [ci pher Text, PriKey]]

Appendi x|l -b: n=3. p

Generator Of U[p_] : =
Modul e [{¢, k, j, ok, t},

pl={};

Ok=0;

¢ = Eul er Phi [p];

| = Factorlnteger [¢];

For[i =1, i <Length[l], i ++ pl=Append[pl, I [[i]1][[1]] LOIIL2IIT]];
| 1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

nl = Random nt eger [{2, p -1}]1;

| f [GCD[N1, p]l =1, k=nl, Goto[b]]; For[j =1, j <11, j ++,

I f [Power Mod [k, ¢ /p1l[[j]1], Pl =1, ok=1]7;

If [ok =0, t =k; Break[]]; ok =0]; t]

Generator Of U2[p_] : =

Modul e[ {phi, I, f, |1, k, c},
r = Generatorf U[pl;

c=0;

pl={};

phi = Eul er Phi [p];
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¢ = Eul er Phi [Eul er Phi [p]1;

| =Factorlnteger [¢];

f =Length[l J;

For [j =1, j <f, j++, pl=Append[pl, | [[j1][[1]]" LOIIL2II]T;
| 1 =Length[pl];

For [k:l, k <¢, k++, Label [b];

nl = Random nt eger [{1, phi -1}];

| f [GCD[N1, p-1]=1, s=nl1, Goto[b]];

For [j =1, j sLength[l 1], j ++,

If[PowerI\/bd[r, SP“TJ'”, p] =T, c=l”;
I f [c =0, t =Chi neseRermai nder [{2, PowerMod[r, s, pl}, {3, p}]; Break[]];
c=0]; {s, t, r}]

Cr eat eKeyPai r sEl Gamal [p_] : =
Modul e[{s, f},
n=3%p;
Print ["Picking n= ", n];
b =CeneratorOrU2[p];
e=b[[2]];
s=b[[1]];
el =b[[3]];
a = Randonl nt eger [ {2, Eul er Phi [Eul er Phi [p]1] -1}1;
Print["Picking a = ", aJ;
f = Power Mod[s, a, Eul erPhi [p]];
publ i cKey = {p, 61, s, f};
privat eKey = a;
Print ["Public Key is ", {p, 61, s, f}1;
Print["Private Key is = ", privateKey]; {publicKey, privateKey}]

MessageTol nt eger sEl Ganel [m String] : =Mdule[ {l},

I ={};
| = ToChar act er Code [m] ]
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54| n=3.p.2”a.nb

Encrypt El Ganal [message_, publicKey_List]:=
Modul e[{s, f},
p =publicKey[[1]];
el = publicKey[[2]];
s = publicKey[[3]];
f =publicKey[[4]]; nessagel ntegers = MessageTol nt eger sél Gamal [nessage];
Print [messagel nt egers];
Map [Encrypt | nt eger El Ganal [#, p, s, f, 61] & messagel ntegers]]

Encrypt | nt eger El Ganal [massagel ntegers , p_, s_, f_, el_] D =
Modul e [{k},

k = Randonl nt eger [ {2, Eul er Phi [Eul er Phi [p]1] -1}1;

c = Power Mod [s, k, Eul erPhi [p]];

¥ = Power Mod [61, c, p];

cl = Power Mod [f, k, Eul erPhi [p]];

& = Power Mod [nessagel nt egers, cl, pl;

ci pherlist = {c, 6}]

Decrypt El Ganal [ci pher|ntegers_List, privateKey_]: =
Modul e[{a},
a = privat eKey;
nmessagel nt egers = Decrypt | nt eger El Gamal [ci pher|ntegers, a, 6l1];
Print [messagel nt egers];
I nt eger sToMessageEl Ganal [nmessagel nt egers]]

Decrypt | nt eger El Gamal [ci pherInteger List, a_, e1_]:=
Modul e[{w, e, x, Y},
e = Eul er Phi [Eul er Phi [p]];
b=e-a;
mul t [{x_, y_}]: =PowerMd[y, PowerMd[x, b, EulerPhi [p]], pI;
w= Map[mul t, cipherlnteger]; W]
{t, {PuKey, PriKey}} =Tining[CreateKeyPairsEl Gamal [276072730251717;
Print [t];
{t, cipherText} =Timng[Encrypt El Gamal [" d ", PuKey]]
Ti mi ng[Decrypt El Ganal [ci pher Text, PriKey]]
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Appendi X1 -c: n=4.3"a

Generator Of U[a_] : =

Nbdule[{¢, K, j, ok, t},

p =3%

pl={};

ok =0;

¢ = Eul er Phi [p];

| =Factorlnteger [¢];

For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

n = Randon nt eger [{2, p -1}];

If[GCD[n, Pl =1, k =n, GOtO[b]]; For [j =1, ] <1, j ++,

| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;

I f [ok =0, t =k; Break[]]; ok =0]; t]
Generator Of R2[a_] : =

Modul e[{p, phi, I, f, |1, k, c},

p=3%

r = Generat orf U[a];

Print["r=", rJ;

c=0;

pl={};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]1];

| = Factorlnteger [¢];

f =Length[l ];
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56

n=3.p.2a.nb

For [j =1, j <f, j ++ pl=Append[pl, I [[j1][[1]]" (0NLE2IT]];
|1 =Length[pl];

For [k =1, k<¢, k++, Label [b]:

n = Random nt eger [{1, phi -1}];
I f [GCD[N, p-1]=1, s=n, Goto[b]];
For [j =1, j <Lengthpl 1], j ++,

If[PowerI\/bd[r, splifill, p] =T, c=1]];
If[c=0, t =ChineseRenai nder [{3, PowerMod[r, s, p]}, {4, p}]; Break[]];
c=0]; s, t, r}]

Cr eat eKeyPai r sél Gamal [a_] : =
Modul e [{w, s, f},

p=3%

n=4xp;

Print ["Picking n= ", n];

b==GeneratorOf 2[a];

e=b[[2]];

s=Db[[1]];

el =b[[3]];

a = Randonl nt eger [ {1, Eul er Phi [Eul er Phi [p]1] -1}1;
Print["Picking a = ", aJ;

f = Power Mbd[s, a, Eul erPhi [p]];

publ i cKey = {p, 61, s, f};

privat eKey = a;

Print ["Public Key is ", {p, 61, s, f}1;

Print ["Private Key is = ", privateKey]; {publicKey, privateKey}]

MessageTol nt eger sEl Gamel [m String] :=Mdule[ {l},

I ={};
| = ToChar act er Code [m] ]
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| nt eger sToMessageEl Ganal [integers_List]: =

Modul e [ {m},
m= Fr onChar act er Code [i nt egers]]

Encrypt El Ganal [nessage_, publicKey_List]:=
Modul e[{s, p, f},
p =publicKey[[1]];
el = publicKey[[2]];
s = publicKey[[3]];
f = publicKey[[4]];
nmessagel nt eger s = MessageTol nt eger sél Gamal [nmessage];
Print [messagel nt egers];
Map [Encrypt | nt eger El Ganal [#, p, s, f, 61] & nessagel ntegers]]

Encrypt | nt eger El Ganal [msssagel ntegers , p_, s_, f_, 91_] =
Modul e [{k},

k = Randoml nt eger [{1, Eul er Phi [Eul er Phi [p]] -1}1;

¢ = Power Mod [s, k, Eul erPhi [p]];

¥ = Power Mbd [61, c, p];

cl = Power Mod [f, k, Eul erPhi [p]];

6 = Power Mod [messagel ntegers, cl, pl;

ci pherlist = {c, 6}]

Decrypt El Ganal [ci pher I ntegers_List, privateKey_]: =
Modul e[{a},
a = privat eKey;
nmessagel nt egers = Decrypt | nt eger El Ganal [ci pherlntegers, a, 61];
Pri nt [messagel nt egers];
I nt eger sToMessageEl Ganmal [messagel nt egers]]
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58| n=3.p.2”a.nb

Decrypt | nt eger El Gamal [ci pherInteger List, a_, e1_]:=
Modul e[{w, e, x, Yy},
e = Eul er Phi [Eul er Phi [p]];
b=e-a;
mul t [{x_, y_}]: =PowerMd[y, PowerMd[x, b, EulerPhi [p]], pI;
w= Map[nul t, cipherlnteger]; w]

{t, {PuKey, PriKey}} =Timnng[CreateKeyPairsEl Ganal [7000]7;
Print [t];

{t, cipherText} =Timng[EncryptEl Gamal [" d ", PuKey]]
Ti mi ng[Decrypt El Ganmal [ci pher Text, Pri Key]]

Appendi x Il : Pol ynom al Case
Appendi x Il —a: ToFindIlrreduci bl e pol ynom al s of order ninZz2

p=2; h={}; hirr ={};
For [b=0, b<p, b++, For[c=0, c<p, c++,

For [d=0, d<p, d++, For[e=0, e<p, e++,

For [f =0, f <p, f++, For[g=0, g<p, g++ For[n=0, n<p, n++,
h=Append[h, 1+bx+cx®+dx>+ex?+fx>+gx®+nx’]]]]]111]

L =Length[h];
For[i =1, i <L, i ++, mL=0;

For[j =0, j <p, | ++, If[Md[h[[i]]/. x->], p] =0, nL=1]1;

[f [l =0, hirr =Append[hirr, h[[i]1]111];
Print ["The irreducible polynomals are: ", hirr];

58

Printed by Mathematica for Students



Appendi X Il -b: n=7andp =2

Generate[p_, L_, H_|:=Mdule[{A i, |, k},
A={};
For[i =0, i sH-1, i ++,
FOI’[j =0, j <sH-1, j ++, For [k:O, k<H-1, k++, For [l =0, | sH-1, | ++,
For [m:O, m<H-1, m++, For [n=0, n<H-1, n++, For [o=0, 0<H-1, 0++,
A=Append[A i +j x+kxZ+1 x>+mx*+nx®+0x%]]]]]11]; A]
GeneratorAl pha[nl_]|:=Mdule[{v, vl, a, I, q, flag, k, n, Low, ig},
n=2"nl-1;
v = Factorl nt eger [n];
a={};
al = {};
vl={};
z={};
uz = {};
k=0;
ig=0;
Label [b];
Low=ig;
ig=Low+2;
a =Cenerate[2, Low, igQ];
For[i =2, i <Length[a],

fIag=1;I=O;
Wil e[flag==1&&I| <=Length[v] -1,
| =1 +1;

q=Vv[[I110[21]1];
I f [Pol ynom al Remai nder [a[[i 11" (nN/qQ), 1 +Xx"2+x"7, X, Modulus -»2] ==1,
flag=0]]1; If[flag==1, k=a[[i]]; Break[]]; i ++];

|f[f|ag==0, GOtO[b]]; k]
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Generator Of U2[n1_] : =

I\/bdule[{phi, I, f, 11, k, ¢},
n=2"nl-1;

r = Generat or Al pha[nl];
c=0;

pl={};

| =Factorlnteger [n];

f =Length[l I;

For [j =1, j sf, j ++ pl=Append[p1, I [[j1][[1]]'(0IILE2NT];
| 1 =Length[pl];
For [k=1, k<n, k++, Label [b];

n2 = Randon nteger [{1, n-1}];
| f [GCD[N2, n] =1, s=n, Goto[b]];

For [j =1, j <Length[l 1], j ++,

If[Powerl\/bd[r, sm l+x"2+x’\7] =T, c=1]];

[f[c=0, t =Polynom al Mod[r*s, {1 +x"2+x"7, 2}]; Break[]]; c=0];
{s, t, r}]

Cr eat eKeyPai r sl Gamal [n1_] : =
Modul e[{l, s, f, publicKey, privateKey},

n=2"nl-1;

b=CGeneratorOf U2[nl];

Print["b =", b];

s=b[[1]];

61 =Db[[3]];

a = Random nt eger [{1, Eul erPhi [n] -1}];
Print ["Picking a = ", aJ;
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f = Power Mod[s, a, nJ;

publ i cKey = {nl, o1, s, f};

privat eKey = a;

Print ["Public Key is ", publicKey];

Print ["Private Key is ", privateKey]; {publicKey, privateKey}]

Encrypt El Ganal [message_, publicKey_]:=
Modul e[{s, f},
nl =publicKey[[1]];
el = publicKey[[2]];
s =publicKey[[3]1];
f =publicKey[[4]];
Map [Encrypt | nt eger El Ganal [#, nl, s, f, 61] & nessage]]

Encrypt | nt eger El Gamal [message_, n1_, s_, f_, o1 _]:=
Modul e [{k},
n=2"nl-1;
k = Randonml nt eger [{1, Eul er Phi [n] -1}1;
c = Power Mod[s, k, nJ;
¥ = Pol ynom al Mod[6e1”c, {1 +Xx"2 +x"7, 2}];
cl =PowerMd([f, k, n]; Print["cl =", cl1];
6 = Pol ynom al Mod [nessage”cl, {1 +x"2+x"7, 2}]; Print["6 =", &1;
ciperlist ={c, 6}]

Decr ypt El Ganal [Ci per | ntegersList_List, privat eKey_] D=
Modul e[{a, s, f, nessagel nt egers},
a = privat eKey;
nmessagel nt egers = Decrypt | nt eger El Ganal [ci perl ntegersList, a, e1];
nmessagel nt eger s]

Decrypt | nt eger El Ganal [Ci per |l nteger_List, a_, el_] D=
I\/bdule[{vv, zZ, v},
e = Eul er Phi [n];
b=e-a;
mlt [{z_, y_}]:=
Pol ynom al Renmai nder [ (y) *Power Mod [z, b, n], 1 +x"2 +x”"7, X, Mdul us - 2];
w= Map[mul t, ciperlnteger]; w]
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{t, {PuKey, PriKey}} =Timng[CreateKeyPairsEl Gamal [7]];
Print [t];

{t, ciperText} =Timng[Encrypt El Gamal [{x, x +x"2}, PuKey]]
Ti mi ng[Decrypt El Ganal [ci per Text, PriKey]]

Appendi x 111 : Both are Cyclic
Appendi xIIl -a: n=2.3"a

GeneratorO‘U[a_] =
Modul e[{¢, k, j, ok, t},

p=2%3%
pl = {};
ok =0;

¢ = Eul er Phi [p];

| = Factorlnteger [¢];

For[i =1, i <Length[l], i ++ pl=Append[pl, | [[i]][[1]] (OIILE2IIT]];
|1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

n = Random nt eger [{2, p - 1}];

I f [GCD[N, p] =1, k=n, Goto[b]]; For[j =1, j <11, j ++,

| f [Power Mod [k, ¢/p1[[j]]1, p]l==1, ok=1]1;

I f [ok =0, t =k; Break[]]; ok =0]; t]

Generator Of 2[a_] : =

Modul e[ {p, phi, I, f, I'1, k, c},
p=2%3%

r = Generat or & U[a];

c=0;

pl={};

phi = Eul er Phi [p];
¢ = Eul er Phi [Eul er Phi [p]];
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| = Factorl nteger [¢];

f =Length(l ];

For [j =1, j =f, j++, pl=Append[pl, | [[j11[[1]]'(O1ITENT];
| 1 =Length([pl];

For [k:l, k <¢, k++, Label [b];

n = Randonl nt eger [{1, phi -1}];
If [GCD[N, p-1]=1, s=n, Goto[b]];
For [j =1, j <sLength[l 1], | ++,

If[Powerl\/bd[r, sﬁ1 p] =, c=1”;

If[c=0, t =PowerMd[r, s, p]; Break[]]; c=0]; {s, t, r}]

Cr eat eKeyPai r sEl Gamal [a_] : =
Modul e[{w, s, f},
p=2=%3%
Print ["Picking n =", pJ;
b=CGeneratorO U2 [a];
e=b[[2]];
s=Db[[1]];
el =b[[3]];
a = Random nt eger [{1, Eul er Phi [Eul er Phi [p]] -1}1;
Print["Picking a = ", aJ;
f = Power Mbd[s, a, Eul erPhi [p]];
publ i cKey = {p, 61, s, f};
privat eKey = a;
Print ["Public Key is ", publicKey];
Print ["Private Key is ", privateKey]; {publicKey, privateKey}]

MessageTol nt eger sEl Ganal [m String]:=Mdulel {I},

I ={};
| = ToChar act er Code [m] ]
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Encrypt El Ganal [message_, publicKey_]: =
Modul e[{s, p, f},
p =publicKey[[1]];
el = publicKey[[2]];
s =publicKey[[3]];
f = publicKey[[4]];
nmessagel nt eger s = MessageTol nt eger sél Gamal [message];
Print [messagel nt egers];
Map [Encrypt | nt eger El Ganal [#, p, s, f, ©1] & nessagel ntegers]]

Encrypt | nt eger El Ganal [rressagel ntegers_, p_, s_, f_, 91_] D=
Modul e[ {k},

k = Randonl nt eger [ {1, Eul er Phi [Eul er Phi [p]] -1}1;

c = Power Mod [s, k, Eul erPhi [p]];

¥ = Power Mod [61, ¢, p];

cl = Power Mod [f, k, Eul erPhi [p]];

& = Power Mod [nessagel nt egers, cl, pl;

ci pherlist = {c, 6}]

Decr ypt El Ganal [ci pher | ntegersList_List, privat eKey_] =
Modul e[{a},
a = pri vat eKey;
nmessagel nt egers = Decrypt | nt eger El Gamal [ci pher | nt egersList, a, 61];
Print [messagel nt egers];
I nt eger sToMessageEl Garmal [messagel nt egers]]

Decrypt | nt eger El Ganal [ci pherInteger List, a_, el ]:=
Modul e[{w, e, x, Yy},
e = Eul er Phi [Eul er Phi [p1];
b=e-a;
mul t [{x_, y_}]: =PowerMd[y, PowerMd[x, b, EulerPhi [p]], pI;
w= Map[mul t, cipherlnteger]; w]

{t, {PuKey, PriKey}} =Timng[CreateKeyPairsEl Ganal [100017]7;
Print [t];
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{t, cipherText} =Timng[EncryptEl Ganal [" d", PuKey]]
Ti mi ng[Decrypt El Garmal [ci pher Text, Pri Key]]
Appendi X IIl -b: n=2pta+1l

Conposi teint [al_, p_]:

Modul e[ {n},
n=2xptal +1,
nj

Generator Of U[al_, q_]:
Modul e[{¢, k, j, ok, t},

p = Conposi teint [al, q];

pl={};

ok = 0;

¢ = Eul er Phi [p];

| =Factorlnteger [¢];

For[i =1, i <Length[l ], i ++, pl=Append[pl, | [[i1]1([[1]]" (OIILE2IITT;

|1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

n = Randonl nt eger [{2, p -1}];

I f [GCD[N, p] =1, k=n, Goto[b]]; For[j =1, j <11, | ++,

| f [Power Mod [k, ¢ /pLl[[j]1], p]l =1, ok=117;
I f [ok =0, t =k; Break[]]; ok =0]; t]
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GeneratorOf W2[al_, q_]: =
I\/bdule[{p, phi, I, f, 11, k, c},

p = Conposi teint [al, q];

r = Generator O Ural, qj;

c =0;

pl={};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]];
| =Factorlnteger [¢];

f =Length[l 1;

For [j =1, j sf, j ++ pl=Append[pl, | [[j11[[1]]'(011E2D]];
| 1 =Length[pl];

For [k=1, k <¢, k++, Label [b];

n = Randonl nt eger [ {1, phi -1}];
| f [GCD[N, p-1]1=1, s=n, Goto[b]];

For [j =1, j sLength[l 1], j ++,

| f [Powerl\/bd[r, sﬁ, p] =T, c=1”;

[f[c=0, t =PowerMdI[r, s, pl; Break[]]; c=0]; {s, t, r}]
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Cr eat eKeyPai r sEl Gamal [al_, q_] : =
Modul e[ {w, f},
p = Conposi tei nt [al, q];

Print ["Picking p =", pl;

b =CGeneratorOf U2[al, q];

e=b[[2]];

s=Db[[1]];

el =b[[3]];

a = Randonl nt eger [ {2, Eul er Phi [Eul er Phi [p]] -1}1;
Print["Picking a = ", aJ;

f = Power Mbd [s, a, Eul erPhi [p]];

publ i cKey = {p, 61, s, f};

privat eKey = a;

Print ["Public Key is ", {p, 61, s, f}1;

Print ["Private Key is ", privateKey]; {publicKey, privateKey}]

MessageTol nt eger sEl Gamal [m String]:=Mdulel {I},

= {};
| = ToChar act er Code [m] ]

| nt eger sToMessageEl Ganal [integers_List]: =

Modul e [ {m},
m= Fr onChar act er Code [i nt egers]]

Encrypt El Ganal [nessage_, publicKey_List]:=
Modul e[ {s, p, T},
p =publicKey[[1]];
el =publicKey[[2]];
s =publicKey[[3]1];
f =publicKey[[4]];
nmessagel nt eger s = MessageTol nt eger sel Gamal [nmessage];
Pri nt [messagel nt egers];
Map [Encrypt | nt eger El Gamal [#, p, s, f, 61] & nessagel ntegers]]
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Encrypt | nt eger El Ganal [nessagel ntegers_, p_, s_, f_, el1_]:=
Modul e[ {k},

k = Randoml nt eger [{1, Eul er Phi [Eul er Phi [p]] -1}1;

c = Power Mod [s, k, Eul erPhi [p]];

¥ = Power Mod [61, ¢, p];

cl = Power Mod [f, k, Eul erPhi [p]];

& = Power Mod [messagel ntegers, cl, pl;

ci pherlist = {c, 6}]

Decrypt El Ganal [ci pher | ntegersList_List, privateKey_]: =

Modul e[{a},
a = privat eKey;
nmessagel nt egers = Decrypt | nt eger El Gamal [ci pher | nt egersList, a, 61];
Print [messagel nt egers];
I nt eger sToMessageEl Garmal [messagel nt egers]]

Decrypt | nt eger El Gamal [ci pherinteger List, a_, el1_]:=
Modul e[{w, e, X, Y},
e = Eul er Phi [Eul er Phi [p]];
b=e-a;
mul t [{x_, y_}]: =PowerMd[y, PowerMd[x, b, EulerPhi [p]], pI;
w= Map[nul t, cipherlnteger]; w]
{t, {PuKey, PriKey}} =Tinng[CreateKeyPairsEl Gamal [1, 233]1];
Print [t];
{t, cipherText} =Timng[Encrypt El Ganal ["W', PuKey]]
Ti mi ng[Decrypt El Ganmal [ci pher Text, Pri Key]]
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Appendi xIIl -c: n=3"a

Generator Of U[a_] : =
Nbdule[{¢, k, j, ok, t},
p=3%
pl={};
ok =0;
¢ = Eul er Phi [p];
| =Factorlnteger [¢];
For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];
For[il=1, il<¢, il++,
Label [b];
n = Random nt eger [{2, p - 1}];
| f [GCD[N, pl =1, k=n, Goto[b]]; For [j =1, ] <1, j ++,
| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;
I f [ok =0, t =k; Break[]]; ok =0]; t]
Generator Of R2[a_] : =

I\/bdule[{p, phi, I, f, 11, k, c},
p=3%

r = Generator & U[a];

c=0;

pl={};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]];

| = Factorlnteger [¢];

f =Length[l 1;

For [j =1, j <f, j++, pl=Append[pl, | [[j]]1[[1]]" [UIILE21T]];
|1 =Length[pl];
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For [k:l, k <¢, k++, Label [b];

n = Randonl nt eger [{1, phi -1}];
If [GCD[N, p-1]=1, s=n, Goto[b]];

For [j =1, j <Length[l 1], j ++,
If[Powerl\/bd[r, sﬁ1 p] =, c=1”;

If[c=0, t =Powerhd[r, s, pl; &qu]Lc=0L w,t,rﬂ

Cr eat eKeyPai r sél Gamal [a_] : =
Modul e[{w, s, f},
p=3%
Print ["Picking p = ", pl;
b==GeneratorOf U2[a];
e=b[[2]];
s=Db[[1]];
el =b[[3]];
a = Randoml nt eger [ {1, Eul er Phi [Eul er Phi [p]1] -1}1;
Print["Picking a = ", aJ;
f = Power Mod[s, a, Eul erPhi [p]];
publ i cKey = {p, 61, s, f};
privat eKey = a;
Print ["Public Key is ", {p, 61, s, f}1;
Print["Private Key is ", privateKey]; {publicKey, privateKey}]

MessageTol nt eger sEl Gamal [m String]:=Mdulel {I},

I ={};
| = ToChar act er Code [m] ]

| nt eger sToMessageEl Ganal [i ntegers_List]: =

Modul e [ {m},
m= Fr onChar act er Code [i nt egers]]
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Encrypt El Ganal [nessage_, publicKey_List]:=
Modul e[{s, p, f},
p =publicKey[[1]];
el = publicKey[[2]];
s =publicKey[[3]];
f = publicKey[[4]];
nmessagel nt eger s = MessageTol nt eger sél Gamal [message];
Print [messagel nt egers];
Map [Encrypt | nt eger El Ganal [#, p, s, f, 1] &,
nessagel nt egers]

Encrypt | nt eger El Ganal [nessagelntegers_, p_, s_, f_, el_]:=
Modul e [{k},

k = Randoml nt eger [{1, Eul er Phi [Eul er Phi [p]] -1}1;

c = Power Mod [s, k, Eul erPhi [p]];

¥ = Power Mbd [61, c, p];

cl = Power Mod [f, k, Eul erPhi [p]];

6 = Power Mod [messagel ntegers, cl, pl;

ci pherlist = {c, 6}]

Decrypt El Ganal [ci pher | ntegersList_List, privateKey_]: =

Modul e[{a},
a = privat eKey;
nmessagel nt egers = Decrypt | nt eger El Gamal [ci pher | nt egersList, a, 61];
Pri nt [messagel nt egers];
I nt eger sToMessageEl Ganal [nmessagel nt egers]]

Decrypt | nt eger El Ganal [ci pherInteger _List, a_, el_]:=
I\/bdule[{vv, e, X, v},
e = Eul er Phi [Eul er Phi [p]];
b=e-a;
mul t [{x_, y_}] : =Power Mod[y, PowerMd[x, b, EulerPhi [p]], pl;
w= Map[mul t, cipherlnteger]; w]

71

Printed by Mathematica for Students



72| n=3.p.27a.nb

{t, {PuKey, PriKey}} =Timng[Creat eKeyPai r sil Ganal [5000]7;
Print [t];

{t, cipherText} =Tinm ng[EncryptEl Gamal [" d", PuKey]]

Ti mi ng[Decrypt El Ganal [ci pher Text, PriKey]]

Appendi x | V: Baby G ant Attack Schene
AppendixlIV-a: n=3. p.2"a

a=967l;

B =215;

g = 1009;

a=2:

p=3%xq=*2"a,

n = Eul er Phi [Eul er Phi [q]];

m=Cei ling[Sqgrt [n]];

tl=Array[tll, {2, m}];

Mat ri xForm[t1];

Do[t1[[1, j11=] -1;t1[[2, j]]=PowerMdl[a, j -1, pl, {j, 1, m];
Mat ri xForm[t1];

ai = Power Mod [a, -1, pI;

am= Power Mod[ai, m p];

h=1; i =0;

e=1;

|=0;

While[e#0 && | =m

am = Power Mod[am i, p];

y=Md[B*am, p];

Do[lf[y==t1[[2, k]], e=0; ) =t1[[1, K]I;

Print["j =", j];t =Timng[y]; h=2; Break[]], {k, 1, m}]; i =i +1;]
Print["i =", 1 -17;
a= (i -1)*m+j; Print ["The Discrete Logarithmis ", al;

Print["Tine is ", tJ];
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Appendi xIV-Db: Elenentsof n=3. p.2"a

Generator 0f U[p_] : =
I\/bdule[{¢, K, j, ok, t},
pl={};
ok =0;
¢ = Eul er Phi [p];
| = Factorlnteger [¢];
For[i =1, i <Length[l], i ++, pl=Append[pl, I [[i]]1([[1]]" (O IILE2IITT;
|1 =Length[pl];
For[il=1, il<¢, il++,
Label [b];
nl = Random nt eger [{2, p - 1}]1;
| f [GCD[N1, p] =1, k=nl
, Goto[b]]; For[j =1, j <11, | ++,
| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;
I f [ok =0, t =k; Break[]]; ok =0]; t]

EIrrO‘UZ[p_]::
Modul e[ {un, s},
N=3x%p=x4,
m= {};
un = {};
s={}
r = Generator O U[p]; Print [r];
For[i =1, i <n, i ++ If[GCD[i, n]=1, un=Appendfun, i]]l;
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For[i =1, i <Length[un], i ++,
s = Append[s, {Mdd[un[[i]], 3], Mod[un[[i]], p], Mod[un[[i]], 41}11;
For [k =2, k <200, K++,
For[j =0, j <Eul erPhi [p], | ++,
If [Mod[r”j, pl=s[[k]]I[[2]],
I f [GCD[j, p-17 =1,
If[S[IKII[[11]==2, If[s[[k]1[[3]]=3, m=Append[m un[[k]]1111111; m

GeneratorO‘UZ[p_] D=
I\/bdule[{phi, I, f, 11, k, c},
r =563,

c =0;

pl = {};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]1];
| =Factorlnteger [¢];

f =Length[l ];

For [j =1, j <f, j++, pl=Append[pl, I [[j 17[[1]1" (UNIE2IT]];
| 1 =Length[pl];

For [k:l, k <¢, k++, Label [b];

nl = Random nt eger [{1, phi -1}];
If [GCD[N1, p-1]1==1, s=nl1, Goto[b]];
For [j =1, j <Length[l 1], j ++,

)
| f [Powerl\/bd[r, S PLLIIT p] =1, c=1”;
| f [c =0, t =Chi neseRenai nder [{2, Power Mod[r, s, p], 3}, {3, p, 4}1;
Break[]1; c=0]; t]
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Appendi xIV-c: n=3. p

a = 1550;

B =107;

g =1009;

p=3%q,

n = Eul er Phi [Eul er Phi [q]];

m=Cei ling[Sqrt [n]];

tl=Array[tll, {2, m}];

Matri xForm[t1];

Doft1[[1, j11=] -1;t1[[2, j]1]=PowerMd[ea, j -1, pl, {j, 1, m];
Mat ri xForm[t1];

ai = Power Mod[a, -1, pl;

am= Power Mod[ai, m p];

h=l; i =O;

e=1;

| =0;

Wiile[e#0 && | =m

anm =PowerMod[am i, p];

y=Md[B*am, p];

Do[lf[¥==t1[[2, k1], e=0;] =t1[[1, K]];

Print["j =", j1;t=Timing[y]; h=2; Break[]], {(k, 1, m}]; i =i +1;]
Print["i =", 1 -17;
a= (i -1)*m+j; Print ["The Discrete Logarithmis ", al;

Print["Tinme is ", t];
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AppendixIV-d: Elementsof n=3. p

Generator 0f U[p_] : =
Modul e[{¢, k, j, ok, t},
pl={};
ok =0;
¢ = Eul er Phi [p];
| =Factorlnteger [¢];
For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];
For[il=1, il<¢, il++,
Label [b];
nl = Random nteger [{2, p -1}];
| f [GCD[N1, p] =1, k=nl
, Goto[b]]; For[j =1, j <11, | ++,
| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;

If [ok =0, t =k; Break[]]; ok =0]; t]
ElnOXW2[p_]: =
Modul e[ {un, s},
n=3x%p;
m= {};
un={},
s={}
r = Generator O U[p]; Print [r];
For[i =1, i <200, i ++, If[GCD[i, n] =1, un=Appendfun, i1]];

For[i =1, i <Length[un], i ++,
s = Append[s, {Md[un[[i]], 3], Mod[un[[i]]l, p1}11;
For [k =2, k 50, K++,
For[j =0, j <EulerPhi [p], | ++,
If [Md[r~j, pl=s[[k1]I[[2]],
If [GCD[j, p-1]=1, If[s[[k]11[[1]]=2, m=Append[m un[[k1]111111; m
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Generator Of U2[p_] : =

I\/bdule[{phi, I, f, 11, k, ¢},
r =3512;

n=3=%p,

c=0;

u={};

pl={};

m= {};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]];
| =Factorlnteger [¢];

f =Length[l 1;

For [j =1, j sf, j ++ pl=Append[pl, | [[j11[[1]]'(011E2D]];
| 1 =Length[pl];

For [k=1, k <¢, k++, Label [b];

nl = Random nt eger [{1, phi -1}];
I f [GCD[N1, p-1]==1, s=nl1, Goto[b]];

For [j =1, j sLength[l 1], j ++,

| f [Powerl\/bd[r, SPHTJ'H, p] =T, c=l”;
If[c=0,
t = Chi neseRenui nder [{2, Power Mod[r, s, pl}, {3, p}]; Break[]]; c=0]; t]

nl = Generat or O U2[1481]; Print [n1];
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AppendixIV-e: n=4.3"a

a=119;

B =143;

a=5;

q=3"3q;

p=4xq;

n = Eul er Phi [Eul er Phi [q]];
m=Ceiling[Sqgrt [n]];

tl=Array[tll, {2, m}];

Mat ri xForm[t1];

Do[t1[[1, j11=] -1;t1[[2, j]]=PowerMdl[a, j -1, pl, {j, 1, m];
Mat ri xForm[t1];

ai = Power Mod [a, -1, pI;

am= Power Mod[ai, m p];

h=1; i =O;

e=1;

|=0;

While[e#0 && | =m

am = Power Mod[am i, p];

y=Md[B*am, p];

Do[lf[y==t1[[2, k]], e=0; ) =t1[[1, K]I;

Print["j =", j];t =Timng[y]; h=2; Break[]], {k, 1, m}]; i =i +1;]
Print["i =", 1 -17;
a= (i -1)*m+j; Print ["The Discrete Logarithmis ", al;

Print["Tinme is ", t];
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Appendi x IV -f : Elenentsof n=4.3"a

GeneratorOfU[a_] : =
Nbdule[{¢, K, j, ok, t},
p=3"a;
pl={};
ok =0;
¢ = Eul er Phi [p];
| =Factorlnteger [¢];
For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];
For[il=1, il<¢, il++,
Label [b];
nl = Random nteger [{2, p -1}];
| f [GCD[N1, p] =1, k=nl
, Goto[b]]; For[j =1, j <11, | ++,
| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;
If [ok =0, t =k; Break[]]; ok =0]; t]
EIrrO‘UZ[a_]::
Modul e[ {un, s},
p=3"a;
n=4xp;
m= {},
un={};
s={}
r = GeneratorOf Uraj; Print [r];
For[i =1, i <n, i ++, If[GCD[i, n] =1, un=Append[un, i]1]1;
For[i =1, i =200, i ++, s =Append[s, {Mod[un[[i]], 4], Mod[un[[i 1], p1}11;
For [k =2, k 50, K++,
For[j =0, j <EulerPhi [p], | ++,
If [Md[r~j, pl=s[[k1]I[[2]],
If [GCD[j, p-11=1, If[s[[k]1]1[[1]]=3, m=Append[m un[[k]1]111111; ml
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Generator Of 2[a_] : =
I\/bdule[{phi, I, f, 11, k, ¢},
r =95;
p=3"a;
n=4xp;
c =0;
us={};
pl={};
m= {},
phi = Eul er Phi [p];
¢ = Eul er Phi [Eul er Phi [p]];
| = Factorl nteger [¢];
f =Length[l ];
For[j =1, j <f, j ++, pl=Append[pl, | [[j11[[1]]" LOIILE2I]];
|1 =Length[pl];
For [k=1, k<o, k++ Label [b];
nl = Random nt eger [{1, phi -1}]1;
I f [GCD[N1, p-1]1==1, s=nl1, Goto[b]];
For [j =1, j <Lengthpl 1], j ++,

¢
| f [Powerl\/bd[r, S PLIIIT p] =T, c=1]];
I f[c =0,
t = Chi neseRenni nder [{3, PowerMod[r, s, pl}, {4, p}]; Break[]]; c=0]; t]

nl = Generator O U2[5]; Print [nl];
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Appendi xIV-g: n=2.3"a

a=1037;

B =923;

a = 6;

q=2x3"a;

n = Eul er Phi [Eul er Phi [q]];

m=Cei ling[Sqrt [n]];

tl=Array[tll, {2, m}];

Matri xForm[t1];

Do[t1[[1, j11=] -1;t1[[2, j]1]=PowerMd[e, j -1, ql, {j, 1, m];
Mat ri xForm[t1];

ai = PowerMod[a, -1, ql;

am= Power Mod [ai, m (];

h=l; i =O;

e=1;

| =0;

Wiile[e#0 && | =m

anm =PowerMd[am i, q];

y=Md[B*am, ql;

Do[lf[¥==t1[[2, k1], e=0;] =t1[[1, K]];

Print["j =", j1;t=Timing[y]; h=2; Break[]], {(k, 1, m}]; i =i +1;]
Print["i =", 1 -17;
a= (i -1)*m+j; Print ["The Discrete Logarithmis ", al;

Print["Tinme is ", t];
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Appendi X IV-h: Elenents of n=2.3"a

Generator Of U[a_] : =
Modul e[{¢, k, j, ok, t},

p=2=%3%

pl={};

ok =0;

¢ = Eul er Phi [p];

| =Factorlnteger [¢];

For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

n = Randon nt eger [{2, p -1}];

I f [GCD[N, p] =1, k=n, Goto[b]]; For[j =1, j <11, | ++,

| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;
I f [ok =0, t =k; Break[]]; ok =0]; t]

ElndW2[a_]:=
Modul e [{un, s},
m= {},
un={};
r = GeneratorOf Ufaj; Print [r];
For[i =1, i <2*3%a, i ++, If [CCD[i, 2*3™a] =1, un = Append[un, i]1];
For [k =2, k < Eul erPhi [2%3"a], K++,
For[j =0, j <EulerPhi [2+3"a], | ++,
I f[Md[r”j, 2%x3%a] ==un[[k]],
| f [GCD[j, Eul erPhi [2+3"a]] =1, m=Append[m un[[k]]1111]1; m]
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Generator Of R2[a_] : =
I\/bdule[{p, phi, I, f, 11, k, c},
p=2%3%
r =299:
c=0;
pl={};
phi = Eul er Phi [p];
¢ = Eul er Phi [Eul er Phi [p]1];
| = Factorlnteger [¢];
f =Length[l 1;

For [j =1, j =f, j++, pl=Append[pl, | [[j11[[1]]" (O1ITE2NT];
| 1 =Length[pl];

For [k:l, k <¢, k++, Label [b];

n = Randonl nt eger [{1, phi -1}];
If [GCD[N, p-1]=1, s=n, Goto[b]];
For [j =1, j <Length[l 1], | ++,

If[Powerl\/bd[r, sﬁ, p] =, c=1”;
If[c=0, t =PowerMd[r, s, p]; Break[]]; c=0]; t]

nl =GeneratorOXY U2[6]; Print [nl];
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AppendixIV-i: n=2pta+1

a=304;
B =408;
a=1:
q = 233;
p=2xqgq”a+1;
n = Eul er Phi [Eul er Phi [p]];
m=Cei ling[Sqgrt [n]];
tl=Array[tll, {2, m}];
Mat ri xForm[t1];
Doft1[[1, j11=] -1;t1[[2, j]]=PowerMdl[e, j -1, pl, {j, 1, m];
Matri xForm[t17];
ai = PowerMod[a, -1, pI;
am= Power Mbd[ai, m p];
h=1;i =0;
e=1:
|=0;
Wiile[e#0 && | =m
am = Power Mod[am i, p];
¥y=Md[B*xam, p];
Do[lf [¥==t1[[2, k1], e=0; ] =t1[[1, K]];
Print["] =", j1;t=Timng[y]l; h=2; Break[]], {k, 1, m}]; i =i +17;
Print["i =", 1 -17;
a= (i -1)*m+j; Print ["The Discrete Logarithmis ", ajl;
Print["Time is ", t];
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Appendi x IV - : Elenentsof n=2p~ta+1

Generator OfU[a_, q_]: =

Nbdule[{¢, K, j, ok, t},

p=2%q*+1;

pl={};

ok =0;

¢ = Eul er Phi [p];

| =Factorlnteger [¢];

For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

n = Randon nt eger [{2, p -1}];

If[GCD[n, Pl =1, k =n, GOtO[b]]; For [j =1, ] <1, j ++,

| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;
I f [ok =0, t =k; Break[]]; ok =0]; t]

ElnOfW2[a_, q_]:=
Modul e [{un, s},
m= {},
un={};
r = CeneratorOfUla, q]; Print[r];
For[i =1, i <2*q”™a+1, i ++, If[GCD[i, 2*g”a+1] =1, un=Append[un, i1]11;
For [k =2, k <EulerPhi [2xq”a + 1], K++,
For[j =0, j <EulerPhi [2xq”a +1], | ++,
If [Md[r”j, 2xq”a+1] =un[[k]],
I f [GCD[j, EulerPhi [2+xq”a+1]] =1, m=Append[m un[[k]111111; m
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Generator Of W2[a_, q_] : =

I\/bdule[{p, phi, I, f, 11, k, c},
p=2%xq*+1;

r =428;

c=0;

pl = {};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]];
| =Factorlnteger [¢];

f =Length[l J;

For [j =1, j =f, j++, pl=Append[pl, | [[j11[[L]]' (OIICE2NT];
| 1 =Length[pl];

For [k:l, k <¢, k++, Label [b];

n = Randonl nt eger [{1, phi -1}];
If [GCD[N, p-1]=1, s=n, Goto[b]];
For [j =1, j <Length[l 1], | ++,

If[Powerl\/bd[r, sﬁ, p] =, c=1”;
If[c=0, t =PowerMd[r, s, p]; Break[]]; c=0]; t]

nl = Generator Of U2[1, 233]; Print [nl];
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Appendi xIV-k: n=3"a

Ol=2;
B=29;
a=4;
q=3"3q;
n = Eul er Phi [Eul er Phi [q]];
m=Cei ling[Sqrt [n]];
tl=Array[tll, {2, m}];
Matri xForm[t1];
Do[t1[[1, j11=] -1;t1[[2, j]1]=PowerMd[e, j -1, ql, {j, 1, m];
d=MatrixForm[t1l];
ai = PowerMod[a, -1, ql;
am= Power Mod [ai, m (];
h=l; i =O;
e=1;
| =0;
Wiile[e#0 && | =m
anm =PowerMd[am i, q];
¥y=Md[B*xam, (],
Do[lf[¥==t1[[2, k1], e=0;] =t1[[1, K]];
Print["] =", j1;t=Timng[y]l; h=2; Break[]], {(k, 1, m}]; i =i +17;
Print["i =", 1 -17;
a= (i -1)*m+j; Print ["The Discrete Logarithmis ", al;
Print["Time is ", tJ;
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Appendi x IV -1 : Elenents of n=3"a

Generator Of U[a_] : =
Nbdule[{¢, k, j, ok, t},

p=3%

pl={};

ok =0;

¢ = Eul er Phi [p];

| =Factorlnteger [¢];

For[i =1, i <Length[l], i ++, pl=Append[pl, | [[i1]1([[1]]" (O NILE2IITT;
|1 =Length[pl];

For[il=1, il<¢, il++,

Label [b];

n = Randon nt eger [{2, p -1}];

I f [GCD[N, p] =1, k=n, Goto[b]]; For[j =1, j <11, | ++,

| f [Power Mod [k, ¢ /p1[[j1], p]l =1, ok=117;
I f [ok =0, t =k; Break[]]; ok =0]; t]

ElndW2[a_]:=
Modul e [{un, s},
m= {},
un={};
r = GeneratorOf Ufaj; Print [r];
For[i =1, i <3%™a, i ++, |f[GCD[i, 3"a] =1, un=Append[un, i]11]; Print [un];
For [k =2, k < Eul erPhi [3"a], K++,
For[j =0, j <Eul erPhi [3™a], | ++,
I f [Mod[r”j, 3*a] ==un[[k]],
| f [GCD[j, Eul erPhi [3%a]] ==1, m=Append[m un[[k]]]; Print [m]]1]]1; m]
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Generator Of R2[a_] : =

I\/bdule[{p, phi, I, f, 11, k, c},
p = 3%

r = Generat or & Ula];

c=0;

pl={};

phi = Eul er Phi [p];

¢ = Eul er Phi [Eul er Phi [p]];
| =Factorlnteger [¢];

f =Length[l J;

For [j =1, j =f, j++, pl=Append[pl, | [[j11[[L]]' (OIICE2NT];
| 1 =Length[pl];

For [k:l, k <¢, k++, Label [b];

n = Randonl nt eger [{1, phi -1}];
If [GCD[N, p-1]=1, s=n, Goto[b]];
For [j =1, j <Length[l 1], | ++,

If[Powerl\/bd[r, sﬁ, p] =, c=1”;

If[c=0, t =PowerMd([r, s, p]; Break[]]; c=0]; t]
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Appendi x I V-m: Pol ynom al case

p=2;
a=X"54+x"4;
B =XxX"6;
g=1+X"2+X"7;
n=p’-1
m=Cei ling[Sqrt [n]];
tl=Array[tll, {2, m}];
Matri xForm[t1];
Do[t1[[1, j11=j -1; t1[[2, j1] =Polynomial Md[e!, {g, p}]
Al 1, my;
Mat ri xForm[t1];
pol yged[f_, g_, p_]:=(
ri=f; r2=g;
dl=0; s1=1;
d2=1; s2=0;
Whi | e [Exponent [r2, x] !'=0,
g = Pol ynom al Mod [Pol ynom al Quotient [r1, r2, x], pl;
r = Pol ynom al Mod [Pol ynom al Remai nder [r1, r2, x], pl;
d = Pol ynom al Mod[-q *d2 +d1, p]J;
s = Pol ynom al Mod[-q *sS2 +s1, p]J;
rl=r2;r2=r;
dl =d2; d2 =d;
sl=s52; s2=5s;1;
t : = Pol ynoni al Mod [Pol ynomi al GCD[r1, r2, x], pl; s/r2)
ai =polygcd[a, g, pl;
am= Pol ynom al Mod[ai ™, {g, p}];
h=1;i =0;
e
I

1;
0;
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Wile[e#0 && | <m
¥ = Pol ynoni al Mod [B+am, {g, p}];

Do[lf[y==t1[[2, k1], e=0;j =t1[[1, k]]; Print["j =", j1;
t =Timng[y]; h=2; Break[1], {k, 1, m}]; i =i +1; | ++]
Print["i =", 1 -1];a= (i -1)*m+j; Print ["The Discrete Log is ", aJl;

Print["Time is ", tJ];
Appendi x IV -n: Elenents of Pol ynom al Case

Generate[H_| : = Modul e[{A, i, j, k},
A={};
For[i =0, i sH-1, i ++,
FOI’[j =0, j <sH-1, j ++, For [k:O, k<H-1, k++, For [l =0, | sH-1, | ++,
For [m=0, msH-1, ms+, For [n=0, nsH-1, n++, For[0=0, 0sH-1, 0++,
A= Append[A, i +] x +kx?+1 X2+ mxt 4 nx® +0x°]]]]]]]]: A

Gener at or Al pha[nl_] -=Mdule[{v, V1, a, |, q, flag, k, n, Low, ig},
n=2"nl-1;
v = Factor| nt eger [n];
a={};
al = {};
vl ={};
z={};
uz = {};
k =0;
ig=0;
Label [b];
a=Cenerate[2];
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For[i =2, i <Length[a],
flag=1; 1 =0;
Wil e[flag ==1&&I| <=Length[v] -1,
| =1 +1;
q=VvI[[I110[2]1];
| f [Pol ynomi al Remai nder [a[[i 11" (nN/qQ), 1 +Xx"7 +x"2, X, Modulus -»2] ==1,
flag=0]1; If[flag==1, k=a[[i]]; Break[]]; i ++];
If[flag=0, Goto[b]]; k]

Generator Of L2[nm_| : =
Modul e[{n, p, phi, I, f, I'1, k, c},
n=2"nm-1,
r = Generat or Al pha[nm];
Print["r =", r1;
c=0;
t={};
pl={};
¢ = Eul er Phi [n];
| = Factorlnteger [¢];
f =Length|l 1;
For[j =1, j <f, j ++, pl=Append[pl, I [[j]][[1]]" (O MIIE2H]];
|1 =Length[pl];
For [k =1, k <10, k++, Label [b];
n2 = Random nteger [{1, n-1}1;
| f [GCD[N2, n] =1, s=n2, Goto[b]];
t = Append[t, Polynom al Mod[r”*s, {1 +x"2+x"7, 2}111;
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For [k:l, k <n, k++, Label [b];

n2 = Random nt eger [{1, n-1}];
| f [GCD[N2, n] =1, s=n2, Goto[b]];

For[j =1, j <11, ] ++,

If[Powerl\/bd[r, S PLIIIT {1+x’\7+x2, 2}] =T, c=1]];
I f [c =0,
t1l="Pol ynom al Mod[r”"s, {1+x"2+x"7, 2}]; Print [s]; Break[]]; c=O];

{t, tl}]
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